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1. About This Guide

This guide explains the usage of IoTPortal Mobile App for Android. The screenshots used are for
illustration purpose only.

1.1 Intended Audience

The intended audience comprises System Integrators, Technical / Administrative users who will
assist in realizing the capabilities, functions, and the full benefits of the product.

1.2 Document References

Document Name Document Format
Type

BRTSYS AN 086 IoTPortal User Guide - Introduction Application Note/ | PDF

BRTSYS AN 089 IoTPortal User Guide - i0S Mobile App User Guide

BRTSYS AN 087 IoTPortal User Guide — Portal Web Application

(WMQ)

BRTSYS IoTPortal Gateway M2M Configuration

BRTSYS AN 091 IoTPortal - LoORaWAN Getting Started Guide

1.3 What’s New in loTPortal 2.3.0?

e Support for LoORaWAN node devices

e Improvements in consumption charts

1.4 Known Issues and Limitations

NA
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2. Getting Started

2.1 Supported Android Platforms and Requirements

Operating System Technical Requirement
Android Android devices with Android 10+

2.2 Installing loTPortal Mobile App for Android

Users can search for “IoTPortal” in the App store. The IoTPortal app can be identified by its icon

(shown below).

Alternatively, use the following link to go directly to the app:
https://play.google.com/store/apps/details?id=com.brtsys.iotportal&hl=en.

Once installed, sign up for an account to get started with IoTPortal.
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3. Authentication

3.1 loTPortal Account Sign Up

To access the IoTPortal for the first time, create an account by
entering the required details and tapping [SIGN UP] to
proceed with the registration.

Sign Up

To complete the registration, the user must verify their phone
e number through OTP verification.

& Verification

Please enter the verification code sent to
your email address.

Didn't get code? Resend code 29 Sec

By creating an account, you are agreeing with
our and and

you confirm that you are above 13 years of

SlGN LJP - - - . . . .
Once registration is complete, a confirmation email will be sent

to the registered email address.

Already have an account?

Product Page 6
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3.2 loTPortal Account Sign In

IoTPortal customers need to sign in using their email
address or mobile number and password to access the

app.

Slgn In If MFA (multi-Factor Authentication) is enabled, user will
be required to input the OTP code to verify sign in. For
more information on MFA, refer to section 11.1.

obile Number

SIGN IN

By logging into an account, you are agreeing with
our and and you

confirm that you are above 13 years of age.

Don't have an account?

v NOTE: If sign in attempts fail more than 5 times, then the account will be locked for 30
\,5 minutes.
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3.3 Biometric Authentication

9:41 AM

Biometric ID Authentication

=
L@J
Enable Biometrics
Logging in with biometrics is an easier and more secure way to

access your information on loTPortal account.

You can turn this feature enable/disable at any time in Account
Settings page.

ENABLE BIOMETRIC LOGIN

Mot Now

When signing in to the IoTPortal app for the first time,
users will be prompted to enable biometric authentication.
Biometric authentication relies on the device’s default
verification screen.

Based on the device configuration, this may prompt
fingerprint or facial recognition, as illustrated below.

Fingerprint Face

Biometric for loTPortal

Use biomet

CANCEL

Once the biometric data is captured, it can be used for
future sign-ins.

This feature can be disabled later if needed. For more
details, refer to section 11.1.

Biometrics successfully enabled

You can now use Biometric ID for signing
in to loTPortal app

0K
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3.4 Forgot / Reset Password

Sign In

Email / Mobile Number

SIGN IN

i

By logging into an account, you are agreeing with

our and and you

confirm that you are above 13 years of age.

Don't have an account?

4 verification code.

displayed.

A verification code has been sent to your
email address in order to reset the
password.

Verification Code

New Password L5

Confirm New Password [

Didn't get code? Resend code 29 Sec

NOTE: “Aftempt limit exceeded, please try after some time” - message is displayed if
AN the user enters an invalid verification code more than 5 times. Please enter a valid
¢

To reset password, click on [Forgot Password] where user
will be asked to enter the registered Email Address.

Confirm new password by adding the verification code sent
to the registered email address.

<  Forgot Password

If successful, an appropriate message indicating the same is

Product Page
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3.5 Device Limit Reached

Users are limited to accessing the IoTPortal from a maximum
of eight devices.

If this limit is exceeded, the user will be unable to proceed
until they log out from at least one of the currently connected
devices.

Too many devices

Choose at least one device to stop receiving push

notifications.

iOS Device
Last login: 05:30 PM 10/12/2020

Stop receiving push notifications

Android Device
Last login: 05:30 PM 10/12/2020

Stop receiving push notifications

i0S Device
Last login: 05:30 PM 10/12/2020

Stop receiving push notifications

Android Device
Last login: 05:30 PM 10/12/2020

Stop receiving push notifications
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4. Add loTPortal Gateway

4.1 Add loTPortal Gateway - Using QR Code

New [0TPortal Gateway Group
Add 10TPortal Gatewey
Adld LoRaWAN Node @

& Add I0TPortal Gateway

and place inside the area

My loT Gateway
UUID: 1234567)X300C
Type: POE

® Not On-boarded

My loT Gateway 2
UUID: 4526087X30XX
Type: POE

® Not On-boarded

Find QR code on your loTPortal Gateway

€ Add I0TPortal Gateway

LG01020105272100004
ADEF6998

Ethernet MAC Address (XX:XXXCXXXX:XX
94:3C:C6:92:31:3F

My loTGateway

Gateway name should be unique.

My loT Gateway

uuID

Serial Number

Not On-boarded

To add a gateway using QR code, tap [+] icon followed by
[Add IOTPortal Gateway] option.

Using the Camera App, scan the QR Code of Gateway device.
If the QR code scanning is successful, the device details are
displayed. Enter a Gateway Name and tap [NEXT].

If device is registered successfully, an appropriate message
indicating the same is displayed and the Gateway device is
displayed in the Gateways UI.

Gateways aQ o

My loT Gateway 3
@® Not On-boarded
. ON-BOARD GATEWAY
fffffff s o o |
4 NOTE: loTPortal Gateway must be on-boarded before using it. Refer to On-board

“,  Gateway for more details.
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4.2 Add loTPortal Gateway — Manually

To add a gateway manually, tap [+] icon followed by
[Add IOTPortal Gateway] option.

Select [Add Gateway manually] and enter the UUID,
Serial Number & Ethernet MAC Address and Gateway
Name.

< Add Gateway €& Add IOTPortal Gateway

uuip
LG01020105272100004

Serial Numbe

Find QR code on your loTPortal Gateway ADEF6998

and place inside the area

Ethernet MAC Address (XX:XX:XX:XX:XX:XX)

94:3C:C6:92:31:3F

Gateway Name

My loTGateway

Gateway name should be unique.

ew 10TPortel Gateway Group @
Add 10TPortal Gatewey
§

If device is registered successfully, the Gateway device will
be displayed in the Gateways UI.

Success

New Gateway has been added

successfully!

. NOTE: At any point of time, if any error message is encountered, try adding the gateway
\,3 (using QR Code or Manually) again.
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4.3 On-board loTPortal Gateway

Upon adding the IoTPortal gateway, users must on-board it
before using. Gateways that need to be on-boarded are
indicated with the Status - "Not On-boarded.” A gateway can
be on-boarded using Wi-Fi or Ethernet.

On-board using
uuiD 123456789578936001
Wi-Fi >
Serial Number 1234567894565799213
Software Version - Ethernet >
Not On-boarded
ON-BOARD GATEWAY
Product Page 13
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4.3.1 On-board IoTPortal Gateway — Using Wi-Fi

¢ On-board Gateway

Gateway Details

UUID: 123456789
Serial Number: 123456789

Ethernet MAC Address: CF:9F:D2:4C:9E:06

; Reset Gateway to Access Point mode

Upon selecting the option “Wi-Fi”,

Once gateway is reset, Select and

“product key” which can be found
gateway device.

Gateway Details

UUID: 123456789
Serial Number: 123456789

Ethernet MAC Address: CF.9F:D2:4C:9E.06

;% Gateway in Access Point mode

= Connect to Gateway

Connect  00:30

follow the step-by-step

instructions on the page to onboard the gateway.

connect to the gateway

device Wi-Fi by providing the password. The password is the

on the label behind the

< On-board Gateway

Select a Wi-Fi network and share the details. Once successful,
follow the instructions to initiate gateway status verification.
Upon status check, the gateway is on-boarded successfully
and gateway status changes to online.

< On-board Gateway

Gateway Details

UUID: 123456789
Serial Number: 123456789

Ethernet MAC Address: CF:9F.D2:4C:9E:06

Gateway in Access Point mode

“Z3  Connected to Gateway.

62 WiFi details shared

<3 Gateway is online.

X NOTE: During the on-boarding procedure, at any point of time, if any error is
\6 encountered, go through the steps from the beginning.
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4.3.2 On-board loTPortal Gateway - Using Ethernet

¢ On-board Gateway

On-board using

Wi-Fi >

Ethernet h

On-board using Ethernet

ESPTL L

Connect Gateway to an Ethernet network
(PoE or otherwise). The network shall
provide DHCP service and have a connection
to the Internet. Then check Gateway status.

&  Check Gateway status

= On-board Gateway

On-board using Ethernet

T

Connect Gateway to an Ethernet network
(PoE or otherwise). The network shall
provide DHCP service and have a connection
to the Internet. Then check Gateway status.

<3 Gateway is online.

To on-board gateway using Ethernet, tap and select Ethernet.

Connect to an Ethernet Network as shown in the UI. Tap
[Check] to verify the gateway connection status.

€  On-board Gateway

Upon status check, the gateway is on-boarded successfully
and gateway status changes to online. Tap [DONE] to
complete the on-boarding procedure.

v NOTE: During the on-boarding procedure, at any point of time, if an error is

g

4

encountered, go through the steps from the beginning.
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4.4 loTPortal Gateway Detail Page

Q Once successfully onboarded, the gateway will appear on the
Gateways LB Gateways page. Clicking the gateway name opens its detail
page as shown below.

<«

My loT Gateway 1

My loT Gateway 1

>
UUID: 4526987 XXX
Type: PSU uuID
Serial Number
® Not On-boarded Software Version 1.0
Status Online

LDSBus 1 @ ©on
My loT Gateway 2 N
UUID: 4526987XKXX e onmested >
Type: POE

Sensors and Actuators reported from connected LDSUs

Sensors Actuators

@ NotOn-boarded 100 > 100 >

==a
My loT Gateway 3

Y ¥ > LDSBus 2 e off (i) O
ULID: 4526987XXXX
S LDSUs connected

Type: PCS 50 >

Sensors an d Actuators reported from connected LDSUs
® Not On-boarded - et

nnnnn uators
100 > 100 >
==

Machine-to-machine (M2M) >

SCAN

The IoTPortal gateway has 3 LDSBus ports. Each LDSBus port
° can connect to multiple LDSUs (up to 80 LDSUs) vis LDSBus

Quad T-Junctions.

) For more information about the gateway details page, see
section 6.
Gateways
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4.5 Create loTPortal Gateway Group
gateway group.

desired gateways.

Gateway Group 1

Gateways

+ ADD GATEWAYS

New |0TPortal Gateway Group
Add 10TPortal Gatewey

SAVE

GATEWAY(S) L @
My loT Gateway
UUID: 4526987XXXX o
My loT Gateway 2 o

Multiple IoT Portal gateways can be grouped to form a

To do this, enter a name for the gateway group and select the

€<  New loTPortal Group &  Select Gateways Q

UUID: 4526987 XXXX

X
created successful

é

ly.

New Group

Gateway Group 1

Gateways

+ ADD GATEWAYS

My loT Gateway
UUID: 4526987 XXXX

My loT Gateway 2
UUID: 4526987 XXXX

SAVE

Click [SAVE] to save the gateway group. The group will be

v

\ NOTE: Only loTPortal Gateway POE and PSU models can be part of a gateway group.
L3
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4.6 Add LoRaWAN Node

To add a LoRaWAN node, tap [+] icon followed by [Add
LoRaWAN Node] option.

Enter the DevEUI (Device Identifier) and Name.

€<  Add LoRaWAN Node

DevEU
0011223344556677

Gateway Name

My LoRaWAN Gateway 1

Gateway name should be unique.

New [0TPortal Gateway Group
Add I0TPortal Gateway

Add LoRaWaN Mode pEqy

X If device is registered successfully, node device is displayed
in the Gateways UI.

p NOTE: Any reference to a LoORaWAN gateway in the sections below actually refers to a

\ LoRaWAN node (i.e. LoRaWAN Modbus Bridge).
%
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4.7 LoRaWAN Node Detail Page

Once successfully onboarded, the gateway will appear on the
Gateways Q 0 Gateways page. Clicking the gateway name opens its detail
paae as shown below.
“ Groups Standalone

My loT Gateway

My LoRaWAN Gateway 1

?
UUIG: 4526G87X XXX
) uuiD LN00011223344556677
Type: POE
Status Online
@ Not On-boarded Type LoRaWAN Node
Modbus
LDSUs connected
My LoRaWAN Gateway 1 y 16 ?
UUID: LNOOO11223344556677 Sensors and Actuators reported from connected LDSUs

Sensors Actuators

100 > 100 >

® Online
Note:
° The LoRaWAN node can support up to 16 RS485 devices.
For more information about the LoRaWAN node details page,
@ see section 7.
Gateways
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5. View Gateways/Nodes/Gateway Groups

The Gateway page displays connected IoTPortal gateways,
IoTPortal gateway groups, and LoRaWAN nodes.

For each IoTPortal gateway and LoRaWAN node, it shows
the UUID, type, and connection status, while for IoTPortal
gateway groups, it displays the number of members.

Gateways 1

» Groups

My loT Gateway 1
UUID: 4526987 XX XX

Standalone

S 1. View:
a. All - view all gateways
@ Online b. Groups - view gateway groups

c. Standalone - view standalone gateways

My loT Gateway 2

UUID: 4526987 XX XX ’ 2' Map

ype: PO 9 . . . .
D Tap M to switch to Map View and view the location of
@ Online the gateway
W loT G 5 3. Search

ylol Gateway > Tap Q to search for a specific gateway/gateway group.

ULID: 4526987X XXX
Type: PCS

@® Online
My loT Gateway 3

UUID: 4526987 XXXX

Type: Lof

® Online

@

Gateways
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6. loTPortal Gateway Features

6.1 loTPortal Gateway Functions

1. Scan

IoTPortal shall not initiate a gateway scan unless the user

ETIETT (SRR 1 requests it. LDSU scan results are reported to the IoTPortal
and may contain information about newly discovered LDSUs
uuID 123456789578936001 or LDSUs that are no longer accessible (offline devices).

Serial Number

The Gateway Scan has two options, namely - Scan with Port
Power Cycle, Scan without Port Power Cycle.

Software Version

Status

a) Scan with Power Cycle: Selecting this checkbox will

Hrszhes T O e restart and discover all the newly connected devices on
. all the 3 ports. _ _
50 b) Scan without Power Cycle: De-selecting this checkbox
e R T (R i G T I will just discover all the newly connected devices on all
Sensors Actuators the 3 ports'
100 > 100 >

LDSBus 2 ® off (i) O

LDSUs connected
50

Sensors and Actuators reported from connected LDSUs

Sensors > Actuators > Gateway Scan Gateway Scan
100 100
Scan can be performed with or Scan can be performed with or
ithout a port power cycle. without a port power cycle.
Scanning with a port power Scanning with a port power
m cycle will cause sensors and cycle will cause sensors and
actuators to undergo a power actuaters to undergo a power
cycle. cycle.
3 Scan with power cycle Scan with power cycle
Machine-to-machine (M2M) > = ! i = ! i

CANCEL sc. CANCEL

NOTE:
N All connected devices will restart when the Scan with Power Cycle option is triggered.
k4 It will also identify all connected devices—both new and old—to the Gateway.
Scan without power cycle, will discover all the connected devices (old and new) to the

gateway.
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£ Restart

Q Gateway Location
1] Gateway Settings
= Manage Storage
1 Delete Gateway

.
Click on « icon to view additional gateway functions.
2. Restart

A gateway restart will reboot the gateway and the
connected LDSBus devices.

3. Gateway Location

The current location of the gateway is displayed. User can

perform a long tap on the marker 4 to change the location.
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4. Gateway Settings
Following options are available under gateway settings:

a. Firmware Update

The Gateway's default firmware version is v1.6.17 for
standard operations, but users must update to the latest
version to access additional functionalities such as event
handling.

= Firmware Update

Current Version
Vo2

LAST UPDATE DETAILS

Version
voz

Success

Last update date Successfully requested to update
02/04/2020 firmware for this gateway
Firmware update may take some

Last update status time to complete.
Success

AVAILABLE VERSIONS

V3.0
@ Restart Learn More °
V31
Q Gateway Location Feam More
V3.2
3 Gateway Settings ° e
= Manage storage
Delete Gateway b. Re-onboard Gateway
An onboarded gateway must be re-onboarded if there is a
change in the Wi-Fi network, network credentials,
configuration error, or if the user switches from Ethernet to
Wi-Fi. This is made possible via the re-onboarding function.
The procedure for re-onboarding the gateway is the same as
that of the On-board Gateway.
c. View Gateway Descriptors
Following details are shown:
e UUID
e Serial Number
e Ethernet Mac Address
e  WiFi Mac Address
e Model Number
e Product Version
e Firmware Version
e Sensor Cache Storage Size (KB)
e Number of LDS Ports
e Configuration Storage (KB)
e Maximum LDSUs per Gateway
e Machine to Machine Configuration
e GPS Location
e Auto-Scan
e Sensor Cache Status
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5. Manage Storage

The information related to storage usage is displayed.
Users can download gateway data either in full or by
selecting a specific date range.

€  Manage Storage <  Download Data

SELECT A TIME ZONE

STORAGE

Asia/Singapore (UTC +08:00) v

‘ SELECT DATA TO INCLUDE

() Download all data

(® Pick date range

@ Storage used by this Gateway - 1.0 GiB (10%) From 17/11/2020 1:14 PM
Slorage used by other Gateway(s) - 2.0 GiB (20%)
Frea storage - 2.0 GiB (20%) To 17,12/2020 1:14 PM
DOWNLOAD OPTIONS
Download Data > @  Link By Email
Clear Data O Fast Download (Ranges up to 24 hours)
D] Restart
DOWNLOAD
€ Gateway Settings User can choose to download data by:
= Manage St‘”ageo a. Link By Email - An email will be sent to the registered
email address with the set of instructions on how to
[] CEEREEEE ° download the data.

Instructions on how to download the sensor data

o Click [Download Data].

o The data is downloaded to your local folder (for
example - Downloads).

o Extract the zip file and its content by providing the
password sent to your registered email address.

o Open the spreadsheet file that contains the
downloaded sensor data.

b. Fast Download - If the selected date range is within the
last 24 hours, the user can directly download the data
to the device.

6. Delete Gateway

Users can remove the gateway by selecting the "Delete
Gateway" option.

v

N\ NOTE: Once a gateway is deleted, it can be re-onboarded only after 2 hours.
@
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6.2 Manage LDSBus Ports

IoTPortal Gateway has 3 LDSBus ports. Each LDSBus port can connect to multiple LDSUs (total of
80 LDSUs across the 3 ports) via LDSBus Quad-T Junctions. The LDSBus port has the following
features - Scan, Delete and Power On/Off (Port Power Control).

For Illustration purposes, the procedure for managing the LDSBus 1 is explained here. The
same procedure can be used for managing LDSBus 2 and LDSBus 3.

< : 1. Port Scan

Tap [Scan] to perform port scan and get the latest list of
devices connected to a specific LDSU port.

There are two options available — Scan with Port Power Cycle
and Scan without Port Power Cycle.

My loT Gateway 1

uuID 123456789578936001

Serial Number 123456789456

a. Scan with Port Power Cycle: All connected devices will
restart when the Scan with power cycle option is
triggered. It will also discover all the connected devices
- both new and old - to the specific LDSBus port (OR)

Software Version 1.0

Status Online

LDSBus 1 ® oOn

g oonnected > b. Scan without Port Power Cycle: De-selecting this
checkbox will just discover all the connected devices on
Sensors and Actuators reported from connected LDSUs .
the specific LDSU port.
Sensors Actuators
100 > 100 >
=
L s2 do)
LDSUs connected
50 >
Sensors and Actuators reported from connected LDSUs
Sensors Actuators
100 > 100 >
Scan in Powered Off Port Scan in Powered Off Port
[ Povieron | Sean in a powered off port can Scan i a powered off port can
be performed only with a port be performed only with a port
power cycle. power cycle.
LDSBus 3 Faulty @ o [ scan with power cycle Sean with power cycle
CANGEL GANCEL
LDSUs connected
50 >
Sensors and Actuators reported from connected LDSUs
Sensors Actuators
100 > 100 >
Machine-to-machine (M2M) >
O con, v |
Tap on refresh icon, to view the updated list.

2. Delete Port
Tap [Delete] to remove all the connected LDSUs from the port.

3. Power On/Off Port
Tap [Power Off] to power off/on each port individually.

NOTE: Scanning must be done sequentially. First, complete LDSBus 1 scan and verify
N, whether the devices are online or offline. Then proceed with LDSBus 2 scan, followed
% by LDSBus 3.

Product Page 25
Document Feedback Copyright © BRT Systems Pte Ltd



https://brtsys.com/iotportal/
mailto:docufeedback@brtsys.com?subject=BRTSYS_AN_088%20IoTPortal%20User%20Guide%20Android%20Mobile%20App%20Version%202.1

OBRTSys

Document Reference No.: BRTSYS_000213

BRTSYS_AN_088 IoTPortal User Guide - Android Mobile App

Version 2.1

Clearance No.: BRTSYS#139

6.2.1 LDSU List and Categories

My loT Gateway 1

uuID 123456789578936001
Serial Number
Software Version

Status

LDSBus 1 @ On

LDSUs connected

50 >

Sensors and Actuators reported from connected LDSUs

Sensors Actuators

100 > 100 >
==
LDSBus 2 @ off (i) O

LDSUs connected

50 >

Sensors and Actuators reported from connected LDSUs

Sensors Actuators

100 > 100 >
LDSBus 3 & Faulty (1) O

LDSUs connected

50 >

Sensors and Actuators reported from connected LDSUs

Sensors Actuators

100 > 100 >
L IEXE
Machine-to-machine (M2M) >

SCAN

To access LDSU List and
Categories interface, select a
specific LDSBus Management
widget, for example LDSBus 1.
The LDSU List interface
displays the number of Sensors
and Actuators reported under
the detected LDSUs.

LDSU Name, UUID, Status
(reachable/not reachable) and
Termination Status are
displayed. Users may search
for a specific LDSU using the
Search field.

Tap on any LDSU to open its
details interface, which displays
information such as the UUID,
Serial Number, Manufacturing
Date, Product Version,
Firmware Version, LDSU DID,
and Termination Status.

< LDSUs Q

LDSBus CO2 Sensor

UUID: 4526987 XXXX

@ Reachable Termination Status: ON

LDSBus 2CH Relay
UUID: 4526987 XXXX

@® Reachable

<«

LDSBus 2CH Relay

Product Name
LDSBus 2CH Relay

uuio
A526IBTHHNN

Serial Number
5C701100

Manufacturing Date
13092024

Product Version
1.0

Firmware Version
2.8

LDSU DID

Termination Status
OFF

Sensor Report Rate
60 sec(s)

Download Data >

IDENTIFY DEVICE

DELETE
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6.2.1.1 LDSU Details

Product Name
LDSBus 2CH Relay

uuio
45269873000

Serial Number
SC701100

Manufacturing Date
13092024

Product Version
1.0

Firmware Version

Termination Status
OFF

Sensor Report Rate

60 sec(s) °

W

«% Download Data

Tap on any of the LDSU device to view the details.

1. Tap ’ icon to edit the LDSU Name.

2. Tap on Sensor Report Rate to update the report rate.

3. Tap [Download Data] to access LDSU data. Then, choose
either 'Download all data' or 'Pick data range' as required.

If the selected date range is within 24 hours, the data can be
downloaded using the Fast Download option. Otherwise, a link
with instructions to download will be sent to the registered
email address.

= Download Data

SELECT A TIME ZONE
Asia/Singapare (UTC +08:00) v

SELECT DATA TO INCLUDE

Confirm

(O Download all data
By confirming, an email will be
sent to your email address with

(® Pick date range instructions on how to
download. Do you want to
From 17/11/2020 1:14 PM continue?

To 17/12/2020 1:14 PM

DOWNLOAD OPTIONS

@ Link By Email

o Fast Download (Ranges up to 24 hours)

DOWNLOAD ‘

4. Tap [IDENTIFY DEVICE] to identify the LDSU that is
connected to the LDSBus Port.

5. Tap [DELETE] to delete LDSU device. Upon deleting,
ensure that the LDSU is physically removed from the Bus,
otherwise it will be reported as newly found LDSU device
when the bus port is scanned.

NOTE: At any situation Hot plug In/Out is not recommended. In case, if there is a need
\/‘ to add or remove the devices in the network, then shut down the system and do the
4

needful.
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6.2.2 Sensor List

To access list of sensors connected to the LDSBus, select
Sensors under a specific LDSBus Management widget, for
example LDSBus 1. A list of sensors, if any, are displayed -
Sensor Name, Sensor Type, Reading, when the Sensor was Last
Active and Alert (if any).

e
My loT Gateway 1

uuiD 123456789578936001

Serial Number 123456789456579

Users may search for a specific Sensor using the Search Q
function.

Software Version 1.0

Status Online

Tap the filter icon to choose from the available sensors.

LDSBus 1 ® On O

;nosuS connected 5 < Sensors Q b4 Filter

Sensors and Actuators reported from connected LDSUs ¥ AllTypes " Min/Max: Last 24 hrs ~
Sensors 5 Actuators 5
100 100 Motion N Sensor Types

Motion sensor

o I ) fre e

1

Ammenia

Last active 28/09/2023 06:21 PM Alert

LDSBus 2 e off (i) ®) coz

LDSUs connected N Temperature Current
50 @ >
Temperature sensor Do
Sensors and Actuators reported from connected L DSUs

599.67 °C EC

200.00 / 1372.36 °C
Sensors Actuators

> >
100 100 Last active 28/09/2023 06:21 PM C' Alert eeoz

Generic Analog Input
= o

Humidity

it > Generic Digital Input
umidity sensor
A M Humidity
LDSBus 3 Faulty (1) O 96.48% M umidity
- “ 0.00 / 100.00%
1AQ
LDSUs connected
=0 > Last active 28/09/2023 06:21 PM (& Alert
Moisture
Sensors and Actuators reported from connected LDSUs -
) . ntinn
Ambient Light N
Sensors N Actuators 5 Ambient light sensor
100 100
9917 LUX 0/ 100000 LUX

e | oo ]

To view the minimum and maximum reported value within a
time period select the Min/Max drop-down. User can either
select a predefined range or enter a custom one.

SCAN
< Sensors

Al Types . Min/Max: Last 24 hre - x

Machine-to-machine (M2M) >

Last Smirutes
Temperature
Temperature sensor

Start End
599.67 °C : 17/11/2020 1:14 PM 30/11/2020 1:14 PM
Last active 28/09/2023 06:21 PM €3
November 2021 < >
Humidity >
Humidity sensor s M T w T F s
96487 1 2 3 4 5 6

Last active 28/09/2022 06:21 PM C

Ambient Light > 14 15 16 @ 18 19 20
Amblent light aensor

9917 LUX et 21 22 23 24 25 26 27

Last active 26/09/2023 06:21 PM CF Alert Gl 8 29 @ 1 .

3844 ppm o : 3
. 12 13 AM

Last active 28/09/2023 06:21 PM (2 Alert @l
1 14 PM
P 3
Prossurs manuor > 2 15
931 hPa N et s b
ast aotive 268/09/2023 0621 PM (2 Alert @) APPLY
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6.2.2.1 Configure Sensor / Alert

For illustration purposes, a temperature sensor is used.

< Temperature Sensor
1. Mode
Single Threshold - There are two types of mode, namely Single Threshold and Dual
Threshold.
c Single Threshold: A single threshold is used when an action should
be triggered if the current temperature is greater than or lesser than
ACTIVATE WHEN the specified threshold value.

Dual Threshold: A dual threshold is used when an action should be
triggered if the current temperature value is within specified

(O Greater than

© lezstisn threshold range or out of specified threshold range.
ACTIVATION ALERT OPTION a 2. Activation Alert Options
Once - An activation alert refers to a notification that is triggered to indicate
the user defined alert.
MESSAGE Once: If this option is selected, when activated, the activation alert

is sent only once.
Continuously: If this option is selected, when activated, the
Sensor Activation activation alert is sent continuously until deactivated.

Message on activation

Sensor Activated

3. Message

Message on activation: Message to be send on sensor activation
Message on deactivation: Message to be send on sensor
Message on deactivation deact|vat|0n

Sensor Deactivation

4. Send Alert

Sensor Deactivated Select alert mode(s) - Email, SMS, Push Notification. Accordingly,
select the recipient information.

Tap on [SAVE] to save the configuration. Note that, if the
<MD ALERT ° configuration needs to be updated, then it can be done only after 2
minutes.

Send Email

Email recipient
john@domain.com

Send SMS

SMS recipient
+65 69845632

Send Notification

ification recipient
ain.com

SAVE

NOTE: Ensure token balance is sufficient to perform above operation.
@
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6.2.2.2 Sensor Details

< Temperature Sensor !I

Details
MODE

Single Threshold ~

ACTIVATE WHEN
(O Greater than

(@) Less than

ACTIVATION ALERT OPTION
Once ~
SEND ACTIVATION ALERT EVERY

sec(s)
MESSAGE
Message on activation
Sensor Activation

Sensor Activated

Message on deactivation
Sensor Deactivation

Sensor Deactivated

SEND ALERT
Send Email

Email recipient
john@domain.com

Send SMS

SMS recipient
+65 69845632

Send Notification

Push notification recipient
john@domain.com

SAVE

Select Details - sensor information like Type, LDSU name etc is
displayed as shown below.

,’

Tap to edit the sensor name.

Tap [Download Data] to access LDSU data.

Temperature Sensor

Type

Temperaure

LDSU Name
<LDSU Name>

LDSU ID
<Id>

Bus Port No.
1

Gateway Name
My loT Gateway 1

Download Data >

Choose either 'Download all data' or 'Pick data range' as required.
If the selected date range is within 24 hours, the data can be
downloaded using the Fast Download option. Otherwise, a link with
instructions to download will be sent to the registered email

address.

< Download Data

SELECT A TIME ZONE
Asia/Singapore (UTC +08:00) v
SELECT DATA TO INCLUDE

(© Download all data

(® Pick date range
From 17/11/2020 1:14 PM

To 17/12/2020 1:14 PM

DOWNLOAD OPTIONS

@ Link By Email

O Fast Download (Ranges up to 24 hours)

DOWNLOAD
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6.2.2.3 Sensor Association

< Temperature Sensor H

Details
MODE
Sensor Association
Single Threshold ~v
*C
ACTIVATE WHEN
(O Greater than
@ Lessthan
ACTIVATION ALERT OPTION
Once v

MESSAGE

Message on activation
Sensor Activation

Sensor Activated

Message on deactivation
Sensor Deactivation

Sensor Deactivated

SEND ALERT
Send Email

Email recipients
0 recipients

Send SMS

SMS recipients
0 recipients

Send Notification

Push notification recipients
0 recipients

SAVE

This option

is used to associate additional

parameter (like

temperature) for compensation to improve sensor data accuracy.
There are 2 ways to do sensor association:

e Use Sensor and its value

To associate temperature with pH sensor, select the Sensor Type
- Temperature; Select the Value - Associate a sensor.

Sensor Type Temperature

VALUE

(@ Associate a sensor
() Fixed
ASSOCIATE A SENSOR

SELECT

Associate another sensor's value from the same
Gateway

TEMPERATURE SENSORS

BRT 4-in-1 Sensor 1

My loT Gateway - LDS BUS 1 °
UUID: 4526987 XXXX

Temperature

Soil Sensor 1

My loT Gateway - LDS BUS 3
UUID: 4526987XXXX
Temperature

e Use Fixed Value

This option is used when a temperature sensor is not available.
Instead, a fixed value is used to associate the sensor.

< Sensor Association

Sensor Type

VALUE

@ Fixed

ENTER FIXED VALUE

() Associate a sensor

SAVE

Temperature

v\,‘ NOTE: This function can be used only for EC, Salinity, DO and pH sensors.
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6.2.3 Actuators List

My loT Gateway 1

uuID 123456789578936001

Serial Number 1234567894565799213
Software Version 1.0

Status Online

LDSBus 1 ® oOn O

LDSUs connected

50 >
Sensors and Actuators reported from connected LDSUs

Sensors 5 Actuators S

100 100
EEETE $©m
LDSBus 2 @ Off (i) O

LDSUs connected

50 >
Sensors and Actuators reported from connected LDSUs

Sensors 5 Actuators 5

100 100
=T Form o
LDSBus 3 Faulty (i) O

LDSUs connected

50 >
Sensors and Actuators reported from connected LDSUs.

Sensors Actuators

100 > 100 >
=n
Machine-to-machine (M2M) >

SCAN

To access list of actuators connected to the LDSBus, select
Actuators under a specific LDSBus Management widget, for
example LDSBus 1. A list of actuators, if any, are displayed -
Actuator Name, Actuator Type, Control — Manual / Auto, Mode
- Level / Pulse, Reading, Min / Max values, Actuator Status,
when the Actuator was Last Active and Actions
(Activate/Deactivate/Override/Abort).

Users may search for a specific actuator using the Q search
function.
Tap the filter icon to choose from the available sensors.

& Actuators Q

Relay Channel 1

Generic Switch - Auto

10 Controller DIO
Generic Digital Output - Manual

Mode Status
Pulse ® Low attoday 1200PM C

Last activated: 06/12/2022 at 12:00 PM

4-wire motor controller

4-wire motor - Manual

Last controlled: 06/12/2022 at 12:00 PM

T T

Tap on [Activate] to trigger the actuator into active state.
Tap on [Deactivate] to trigger the actuator into inactive state.

Tap on [Abort] to cancel the current operation and return the

actuator to inactive state immediately.

Tap on [Override] to change the control from Auto to Manual.
Tap on [Forward] to activate forward action.
Tap on [Reverse] to activate reverse action.

Tap on [Pause] to pause motor movement.

Tap on refresh C icon, to view the updated status.

NOTE: The Abort feature is only available for Pulse mode.
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6.2.3.1 Configure Actuator

For illustration purposes, Relay — Channel 1 is used.

& Relay Channel 2 (i ]
1. Control

Last activated: 06/12/2022 at 12:00 PM There are two types of Control, namely Manual and Auto.

Manual: This mode allows user to activate and deactivate

relay channels manually.

Auto: This mode operates autonomously, with the system

st ® Hgh oiaarzemt © ol managing the activation and deactivation of the relay channel
automatically. In this mode, predefined events or conditions
determine when the relay channel is activated or deactivated.
Related Events N These events could include specific times of the day,
2 Event(s) environmental triggers, or inputs from other systems. The

system executes these actions based on programmed

instructions without requiring manual intervention, enabling

Configuration o automated operation, and reducing the need for constant
oversight.

Control G Manual 2 Mode

Mode Level There are two types of Modes, namely Level Mode and Pulse
Mode.

Level: In Level mode, the functionality operates similarly to a
standard switch mode commonly found in various electronic
devices. Once a channel is activated, meaning the relay is
turned on, it remains in that state until the user deactivates
it. This mode provides a straightforward and intuitive way of
controlling the relay, offering stability and consistency in
maintaining the relay's state until the user takes a deliberate
action to change it.

Polarity High

Pulse: In pulse mode, the functionality mirrors that of
automatic doors.

Upon activation, the channel remains active for a predefined
period, denoted as T1. During this time, the relay maintains
its active state, allowing the load to be powered or controlled
as required. This duration typically corresponds to the time
required to perform a specific task or operation associated
with the load.

Following the completion of the T1 period, the channel
automatically deactivates. The duration of this inactive period
is denoted as T2 and is adjustable based on the application
requirements.
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& Relay Channel 2 (' ]

Last activated: 06/12/2022 at 12:00 PM

Status @ High todayat1200PM C
Related Events N

2 Event(s)

Configuration 3
Control Manual
Mode Level
Polarity c High

3. Polarity

The LDSBus 2CH relay utilizes Single Pole Double Throw
(SPDT) relay type, offering two distinct ways of load
connection. Load connection can be achieved by connecting
the load to Normally Open (NO) or Normally Closed (NC)
terminals. To accommodate these connection options, the
controller features two configurations: High and Low.

Level Mode

COM Activation
High )
COM-
Low COM-
COM-
Pulse Mode
Activation De-activation
T1 T2
COM-NC
High
Polarity COM-NO
Activation De-activation
T1 T2
Polarity
COM-NO

High: In the default High configuration, the relay operates
with the channel contact closed between the Common (COM)
and Normally Open (NO) terminals for activation. Upon
deactivation, the channel contact switches to close between
the Common (COM) and Normally Closed (NC) terminals.
Low: In the Low configuration, the relay operates in the
opposite manner compared to the High configuration. Upon
activation, the channel contact closes between the Common
(COM) and Normally Closed (NC) terminals. Then, upon
deactivation, the channel contact switches to close between
the Common (COM) and Normally Open (NO) terminals.

NOTE: Polarity feature is available for both Level mode and Pulse mode.

%
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€ Configuration

CONTROL

@ Manual () Auto

MODE

DEACTIVATE OPTION e

Immediate

Pulse
POLARITY
Positive
MNegative
T1 T2

5m Os ° 5m Os

The following options are only available for Pulse Mode.

4. Pulse Phase - T1, T2

T1 and T2 indicate the first and second phase of the pulse,
respectively.

Ensure that T1 and T2 duration are greater than 0 seconds
and (T1 + T2) duration does not exceed 1 hour.

5. Deactivate Option
The following three distinct options are available for
deactivation mode.

Immediate: With this option, the channel instantly returns to
its deactivated state without any delay.

Immediate after T1: With this option, the channel returns to
deactivated state after completing the T1 cycle.

Immediate after T2: With this option, the channel returns to
deactivated state after completing the T1 and T2 cycle.
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6.2.4 Machine-to-Machine

My loT Gateway 1

UuID
Serial Number
Software Version

Status

LDSBus 1 ® On

LDSUs connected

50 >

Sensors and Actuators reported from connected LDSUs

Sensors Actuators
100 > 100

>

LDSBus 2 e off (i) O

LDSUs connected

50 >

Sensors and Actuators reported from connected LDSUs

Sensors Actuators
100 > 100

>

Machine-to-machine (M2M) >

SCAN

Machine To Machine (M2M) connection enables the user to
download system level diagnostic messages about the
gateway. These messages can be useful for further
troubleshooting in case of issues.

On selecting Machine-to-machine(M2M) from the LDSU
details page, user can view the serial communication
parameters such as baud rate, parity, flow control, stop bits
and data bits that are essential for communication with the
gateway, default test message and alert configurations.

< Machine-to-machine (M2M)

Rf:sc?. L?.c!cftcujllt -
9600 ~
Even ~
None ~
1 ~
7 I -~

DEFALLT MESSAGE

loTPortal M2M Message

This is loTPortal!

SEND ALERT
Send Email

Email recipient

john@domain.com

Send SMS

SMS recipient
+65 69845632

Send Motification

Push notification recipient
john@domain.com

SAVE
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= beoeliesisseeii L 1. Communication Parameters
Baud Rate - Refers to the communications speed measured
a — in “bits transferred per second.” Select the Baud Rate from
the drop-down control.
5600 - Parity - Parity is used for error-checking. Parity can be
either Even, Odd, or None.

Reset to default

Even ~

For example, for Even parity, if the data is 10010010, the
,_0 serial port sets the parity bit as 1 to keep the number of

logic-high bits Even. For Odd parity, the parity bit is 0 so
that the number of logic-high bits is Odd. Select the Parity
from the drop-down control.

None ~

7 ~

— Flow Control - Flow control used to manage the rate of
OEFALLT MESSAGE data transmission between sender and receiver to prevent
oot M2 e e a fast sender from overwhelming a slow receiver.
Thisis loTPortal! Stop Bits - Stop bits are used to signal the end of a
communication packet. Stop bits can be either 1 or 2 bits.
sEneneeRT ° Data Bits - Data bits are a measurement of the actual data
Send Email bits transferred within a word. Data Bits can be either 7 or
Email recipient 8 bltS
s e 2. Reset
Tap on [Reset] to reset all fields to default values as shown
Cet evaasenz in the table below.
Send Notification M2M Parameter Default Value
Push notification recipient Baud Rate 115200
T Parity None
Flow Control None
I | sopits 1
Data Bits 8

Table 1 - M2M Default Values

3. Default Message

To confirm proper configuration of the M2M communication
link, a command including a message may be transmitted to
the gateway. This default message can be updated by the user,
allowing verification that the gateway is responding correctly
and the communication link is operational.

4. Send Alert
The user can choose to receive the default message via email,
SMS, or push notifications by enabling the corresponding toggle

switches.
v NOTE: For detailed instructions on configuring M2M, refer to the loTPortal Gateway
) M2M Configuration guide.
%
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6.3 loTPortal Gateway Group Functions

6.3.1 Gateway Features

1. Transfer
Transfer allows users to move a gateway to a different
gateway group.

Gateway Group 1

& Transfer Gateway Q
4 Member(s) Select a Gateway group
My loT Gateway 10 . G:li\'j:v Group 1 o
LIUID: 4526987XXXX : .
Type: POE
Transfer Gateway Group 2
@ Online 5 Gateways
Remove
° Confirm Gateway Group 3
My loT Gateway 11 . Do you want transfer this § Gateways
UUID: 452698 7X00(% H Gateway to another Gateway
Type: POE group? Gateway Group 4
5 Galeways
® Not On-boarded
Gateway Group 5
5 Gateways
My loT Gateway 12 .
UUID: 4526887XXXX : Gateway Group 6
Type: POE 5 Gateways
® Online
My loT Gateway 13 .
ULID: 4526887XXXX :
Type: POE 2. Remove
e onli Remove gateway from the group. Upon successful removal,
nline - .
the removed gateway will become a standalone / single
gateway.
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6.3.2 Gateway Group Features

Tap Q to search for a specific gateway within the gateway
group.

Tap ’ icon to edit the Gateway group Name.

Gateway Group 1

Tap [+] to add more gateways to the gateway group.
4 Member(s)

My loT Gateway 10
UUID: 4526987XXXX
Type: POE

® Online

My loT Gateway 11
UUID: 4526987 XX XX
Type: POE

® Not On-boarded

My loT Gateway 12
UUID: 4526987 XXX
Type: POE

® Online

My loT Gateway 13
UUID: 4526587KXKN
Type: POE

@® Online
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Q Gateway Locations
] Group Settings
B Delete Group

< Firmware Update

Select Gateways to update

My loT Gateway 10
UUID: 4526987 XXXX

Current Version: V 3.0

Last updated date: 04/04/2020
Last update status: Success

My loT Gateway 12
UUID: 4526987 XXXX

Current Version: V 3.0

Last updated date: 04/04/2020
Last update status: Success

My loT Gateway 13
UUID: 4526987XXXX

Current Version: V 3.0

Last updated date: 04/04/2020
Last update status: Success

2. Group Settings

Group settings include Firmware Updates which allows user
to perform firmware update for gateway group members.

If successful, a request for firmware update will be submitted.

NEXT

1. Gateway Locations
The current location of the gateway group is displayed.

[}
Tap on e to view additional features of gateway groups.

Q &< Firmware Update

AVAILABLE VERSIONS

Q V3.0
Learn More
V3
Learn More
V3.2

Learn More

UPDATE

3. Delete Group

Users can remove the gateway group by selecting the "Delete

Group" option.
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7. LoROWAN Node Features

7.1 LoRaWAN Node Functions

1. Scan
A gateway scan updates the current LDSU, sensor, and
actuator list, and also adds any newly discovered devices.

My LoRaWAN Gateway 1

uuID LN00011223344556677

Status Online
Success

Type LoRaWAN Node

Disable Related Events Scan request sent. Please
refresh the device list to reflect

A scan request may cause the updated list.

events to be falsely triggered.

This message may be ignored if

Modbus

you have already disabled all

events on this gateway.
LDSUs connected ¢ v

16 ?

CANCEL CONTINUE

Sensors and Actuators reported from connected LDSUs

Sensors Actuators
100 2 100 ?
Note:

Sensor/Actuator configuration with a duration
shorter than the report rate interval will not
function as expected.

SCAN 1
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{£)  Restart °
©  Gateway Location °
[5  Gateway Descriptor °
&=  Manage Storage
i Delete Gateway

H

Click on =« icon to view the gateway details.

2. Restart
A gateway restart will reboot the gateway and the connected
Modbus devices.

3. Gateway Location
The current location of the gateway is located. User can
perform a long tap on the marker 4 to change the location.

4. Gateway Descriptor
Gateway descriptor details are shown as follows:

< Gateway Descriptor

uuID
LNDD011223344556677

DevEUI
0011223344556677

Model Number
LGO10107A

Configuration Storage (KB)

Maximum LDSUs per Gateway
80

GPS Location
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5. Manage Storage
The information related to storage usage is displayed. Users

can download gateway data either in full or by selecting a
specific date range.

&  Manage Storage

STORAGE

p

teway - 1.0 GiB (10%)

yis) - 2.0 GiB (20%)

Download Data >

£)  Restart

Clear Data

©Q  Gateway Location

6. Delete Gateway

[F  Gateway Descriptor Users can remove the gateway by selecting the "Delete
Gateway" option.
=  Manage Storage °
@ Delete Gateway o
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7.2 Manage Modbus Ports

LoRaWAN node can be used to connect multiple Modbus
devices. The Modbus ports have the same features as the
IoTPortal LDSBus ports.

My LoRaWAN Gateway 1 Refer to the section 6.2 for more details.

uip LN00011223344556677
Status Online

Type LoRaWAN Node

Modbus

LDSUs connected N
16

Sensors and Actuators reported from connected LDSUs

Sensors Actuators
100 > 100
Note:

i he report rate ir
function as expected.

SCAN

v NOTE: Unlike loTPortal gateway, a LoRaWAN node supports a single reporting rate for
"o allLDSUs.
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8. Event Management

An event is a set of triggers evaluated against a set of conditions that cause an action or sequence
of actions to happen. There are 5 types of events. The following table provides the list of events and
action triggered.

Event Type Action Triggered
Sensor based events The trigger signal is generated by one or more sensors
Time based events The trigger signal is generated by a clock

Duration based events | The trigger signal is generated by a timer

Attribute based events | The trigger signal is generated by an attribute of an object that is not a
sensor (for example, an attribute of a gateway, a storage attribute, a
subscription entitlement attribute, etc.

5 | Complex events Combination of one or more above triggers

Table 2 - Event Types

Ml |N|-

In every event, conditions are evaluated, and when the conditions are met, an action or sequence
of actions is taken. Alerts and actuation sequences may be included in such actions. A triggered
event cannot be re-armed until all its action components have been completed.

The events are created by the event owner, or any member of the organization authorised to perform
the action, such as Create/Read/Update/Delete (CRUD). Events are given friendly names, and a log
of event activations is kept and counts towards storage. Events can be enabled or disabled. Events
are not enabled by default and must be enabled. A disabled (disarmed) event ignores its trigger
signals and does not evaluate its conditions.

8.1 Create Event

To create an event, tap on [+] followed by entering an Event
name.

Event Management

ALL EVENTS

The newly created event is displayed.

No Events to display. <

<Event Name>

When

No conditions added >

No actions added >

Enable this event

Note:

Events
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8.1.1 Add condition

&  Add Condition

"\(’ LDSU Status N
E_g. "Whaen LDSU goes offline”

Sensor Value
3% >

E.g. "When sensor value rises abave 30°C”

= Gateway Status

7 ’
E.g. "When gateway comes online”

Q‘\ Recurrence N
0

E_g. "Every Sunday and Manday™

Eu] On a Date N
20 E.g."0n 15t of January®

Evaluate Event Variable
(x)

E.g. "When Event Variable value less than 5°

User can add the following type of conditions (Refer section
8.1) to trigger an event:

1. LDSU Status

An event can be configured to trigger when an LDSU device
changes its status to offline or online. A duration can be set
to ensure the event is triggered only if the device remains in
that state for the specified period.

= Select Sensor Q < LDSU Status

Filter by: All Gateways All Type When LDSU

BRT 4-in-1 Sensor 0
My loT Gateway - LDS BUS 3
UUID: 4526987300

BRT 4-in-1 Sensor 0
My loT Gateway - LDS BUS 3
UUID: 4526987XXXX

Motion

Status
BRT 4-in-1 Sensor 1

My loT Gateway - LDS BUS 1 °
UUID: 4526987XXXX @ Goes offline
Temperature

BRT 4-in-1 Sensor 2 (O Comes online
My loT Gateway - LDS BUS 3
UUID: 4526987 XXXX

Humidity
Last for (Duration)

BRT 4-in-1 Sensor 3
My loT Gateway - LDS BUS 3
UUID: 4526987XXXX
Ambient Light

5 sec(s)

pH Sensor 0

My loT Gateway - LDS BUS 3
UUID: 4526987 XXXX

pH

NEXT ADD

Users can add multiple conditions by choosing between AND
or OR to match their desired criteria.

< Conditions

When

BRT 4-in-1 Sensor 1 X
Ar UUID: 4526987XXXX

Goes offline for 5 sec(s)
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2. Sensor Value

¢ Add Condition An event can be configured to trigger when the sensor value
- Rises above, falls below, enters a range, exits a range,
changes to 1 or changes to 0.

E.g. "When LDEL goes offling”

When Sensor

BRT 4-in-1 Sensor 1

Sensor Value My loT Gatewa, 51
{‘\r’g LDSU UUID: L2:
- E.g. "When sensor value rises abave 30°C Temperature
Value
=  Gateway Status Rises above >
@ E.g. "When gateway comes online’
30 ‘c
Last for (Duration)
Recurrence
8
E.g. *Every Sunday and Manday” s sec(s)
EH] On a Date 5
20 E.g. "On Tst af January”
(x) Evaluate Event Variable N ADD
E.g. "When Event Variable value less than 5°

3. Gateway Status
Similar to LDSU status.

4. Recurrence
Users can configure recurring events that repeat at specified
intervals and are active within a defined date and time range
as shown below.

< Recurrence

Repeat

@ Daily

O Weekly
O Monthly

O Yearly

Repeat Every
01 Day(s)

Minimum 1 day and maximum 182 days.
Time Schedule

All Day ~

12:00 AM to 11:59 PM

Range of recurrence
Start from 01/01/2021  12:01 AM
Enable end date

End by No end date
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< Add Condition

LDSU Status

E.g. "When LDEL goes offline”

Sensor Value
3%

E.g. "When sensor value rises abave 30°C”

= Gateway Status

@ E.g. "When gateway comes onling®

Q-\ Recurrence
(Y]

E.g. "Every Sunday and Manday®

Evaluate Event Variable
(x)

E.f. "When Event Variable value less than 5

[H] On a Date
0 E.g. "On 1st of January”

On a Date
Users can configure the event to be triggered on a particular
date and time.

< On a date

On

01/01/2021 v

Time Schedule

Before or After

Before 10:00 AM

After 11:00 AM
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&< Add Condition

j\f LDSU Status N
E.g. "When LDEU goes offline”
Sensor Value
3% we
= E.g. "When sensor value rises above 30°C
= Gateway Status N
W E.g. "When gateway comes anling”
Q-\ Recurrence N
O E.g. "Every Sunday and Manday®
EH\ On a Date 3
“0 E.g. "On 1st of January”

(x) Evaluate Event Variable
E.g. "When Event Variable value less than 5°

6. Evaluate Event Variable

An event is triggered based on the evaluation of its
associated event variable. The event variable can take
multiple forms, such as a Boolean (true/false), integer,
floating-point value, counter (with conditions such as less
than, equal to, or greater than), or a timer. The system
monitors the specified condition, and once the defined
threshold or state is met, the corresponding event is
initiated.

For more information on how to create an event variable,
refer to section 8.3.

Below is an example on how different conditions can be
configured for an event.

When

BRT 4-in-1 Sensor 1 X
Ar LDSUULID: 4526987XXXX
Goes offline for 5 sec(s)

OR

BRT 4-in-1 Sensor 1 X
LDSU UUID: 5454654654
3%
= Temperature

Rises above 30°C and remains for 5 sec(s)

AND
OR

My loT Gateway 1 X
@ UUID: 4526987XXXX
Comes online for 50 sec(s)

AND
Daily X
All Day

AND
Event variable 2 X

(x) Event Variable - Integer
When less than §

AND
OR

E‘] On 07/12/2024 X
fio)

All Day
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8.1.2 Add Action

& Add Action

L? Send Push Notification

?:é, Trigger Actuator

Add an attion to trigger Actuator

Send Email
% Sand Email to one or more email addres
@ Send SMS

Send M3 1o one or more phone numl

Send Motification to one or more user

@ Add Delay

Add a delay before an action get trigger
(%) Modify Event Variable
X

Maodify the value of Event Variable

b

00000

User can add the following type of actions (Refer section 8.1)
that will run when the conditions are met:

1. Send Email
User can configure the message content, subject line, and
recipient email list.

2. Send SMS
User can configure the message content and recipient mobile
number list.

3. Send Push Notification
User can configure the message content and recipient list.

4. Trigger Actuator

User can configure to trigger an actuator as an action. Do
note that, only actuators that have Auto mode enabled will
be available. User can choose to either activate or deactivate
the actuator.

< Choose Actuator Q < Actuator Action
Filter by: All Gateways All Type Actuator

Motor 1 e Motor 1

Relay Switch Relay Switch

Motor 2

Relay Switch Do

Motor 3 ® Activate

Relay Switch

(O Deactivate

NEXT ADD

5. Add Delay
User can add a delay as an action.

6. Modify Event Variable

User can choose to modify an event variable as an action. An
event variable can be boolean, integer, float, counter (less
than, equal to, greater than) or a timer.
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8.1.3 Enable Event

<Event Name>

When

AND and OR Conditions

6 Conditions
Do

B ® £ §

Send Email, SMS, Notification, Trigger Actuator &

Modify Event variable

Enable this event e .

th a duration/delay
interval will not

function as expected.

1. Delete Event

Click on O icon to delete the event.

2. Rename Event

g

Tap on ’ to edit the event name.

3. Enable this event

Enable event using the toggle button. By default, the events

are disabled.

Event Status

Toggle Button State

Enabled

Disabled
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8.2 Condition/Action Features

The following features are common for both conditions
and actions. For illustration purposes the action page is
shown.

Do

® SMS °/‘ X

"Lorem ipsum dolor sit amet,

consectetur adipiscing elit... —
To "John Doe’

1. Remove order of actions

Click X to remove an action from the list.

2. Change order of actions

Hold the = icon to change the order of the action moving
it up or down.

3. Edit action

Click “ to edit an action.

"Lorem ipsum dolor sit amet,
consectetur adipiscing elit... — < Send Email
To "John Doe’

[ Notification /s X

Subject
& Delay 75 X The standard lorem ipsum
00:00:10 = Message

Larem ipsum dolor sit amet, conscute
adipisture elit, sed to eiumusted tempeor

G Actuator 75 X inciduur ut labore
Success
Motor 1 .
Relay Switch Recipients Action updated successfully.
Mode: Loop J—
Jehn Doe
Control: Auto

john@domain.com

Action: Activate

x) Event Variable /s X

Event variable 1
Type: Boolean f—

v

~ NOTE: Ensure that the event is disabled before performing the above functions.
@
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8.3 Create Event Variables

Event variables are values used to trigger or control the behaviour of an event. They may take
different forms, such as Boolean, integer, float, counter (e.g., less than, equal to, greater than),

or timer values.

Event Management

ALL EVENTS

No Event Variables to display.

To create an event variable, tap on [+] icon under the Event

Q Variables tab. Following types and values are supported:
Variable | Fields Value
Type
EVENT VARIABLES Boolean Initial Value | True/False
Initial Value | 0 - 65535
Upper Limit | Should be >= Initial
value and between 0 -
Integer 65535
Lower Limit | Should be <= Initial
value and between 0 -
65535
Float Initial Value | 0 - 65535, up to 2
decimal places
Upper Limit | Should be >= Initial
value and between 0 -
65535, up to 2 decimal
places
Lower Limit | Should be <= Initial
value and between 0 -
65535, up to 2 decimal
places
Counter Count Up/ Down count
Initial Value | 0 - 65535
Terminal 0 - 65535, must be >
Value initial value
Step Size 1 - 65535, absolute
difference of Initial and
Terminal Value must be
a multiple of step size.
Wraparound | Enabled:
Terminal Value + Step
(d Size = Initial Value
Disabled:
Terminal value+ Step
Size = Terminal Value
Timer Initial Value | 00:00:01 - 23:59:59

Newly created event variable will look as follows:

Event Management
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8.3.1 Event Variable Submenu

L]
Tap on e icon to open the sub menu for event variables.

1. Edit Event Variable
Modify previously defined values.

2. Reset Event Variable
Reset the current value to the defined initial value.

3. Delete Event Variable

Remove event variable from the list. Do note that if the
variable is linked to any active event, it cannot be deleted.
Users can view the events associated with the event variable
under the Associated Events tab.

< Event Variable 1

<Event Name>
Single condition

Actions: [ = 8 {H

<Event Name>
AND conditions

Actions: [ = 8 H

“

V4 Edit Event Variable

¢ Reset Event Variable

B  Delete Event Variable
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9. Dashboard Management

The dashboard function allows users to create dashboards for data visualization and remote device
control in real time. Users can create dashboards and add attributes for Gateways, Sensors
(Temperature, Humidity, Ambient Light etc.) and Actuators.

9.1 Create Dashboard

Tap on [+] to add a new dashboard.
Dashboards Q
Enter the Dashboard Name; Select an appropriate icon color
for the dashboard. Tap [CREATE].

No Dashboards
< New Dashboard Dashboards Q
Dashboard Name
@ Dashboard 1 >

Dashboard 1

Icon color

o
© 0

009

CREATE
— bor|

Dashboards

various types of charts, including:

Users can now begin customizing their dashboard by adding
0 e Gateway Charts

e Sensor Charts
ﬁfh e Actuator Charts
Dashboards e Other Charts (Water consumption, energy
consumption etc.).
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9.2 Add Chart

1. Add Gateway Chart
&  Dashboard 1 Il Tap on [+] under Gateways tab to add a gateway chart.

e ve Enter a name for the chart and select the gateways to be
Sl 2t included. Click [NEXT] to proceed.

. Select chart type, data to be displayed, confirm gateway
No geteway charts ta display. details and click on [SAVE].

Chart Name

<Group Name>
My loT Gateway - Online/Offline

My loT Gateway °
UUID: 452698 7XXXX Chart For
My loT Gateway 2 (@ Online/Offline status

UUID: 4526987XXXX

(O storage usage
<Group Name>

Chart Type
My loT Gateway 3
UUID: 452698 700K
@ Donut chart
My loT Gateway 4 .
(O Piechart
UUID: 4526987XXXX
Gateway Details Remove
Standalone
Gateway
My loT Gateway 5 My loT Gateway
UUID: 4526987XXXX
uuID

A532XXXHNK

The newly created Gateway Chart displays the storage usage
of all the gateways connected to the IoTPortal system.

< Dashboard 1

GATEWAYS

My loT Gateway - Online/Offline

Online/Offiine status

1Day Week 1 Month

Online - 18 hrs

@ Offine - 6 hes
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. 2. Add Sensor Chart
& Dashboard 1 : Tap on [+] under Sensors tab to add a sensor chart.

SENSORS User can either create:
a) Chart with a single sensor

b) Chart with multiple sensors
No sens ts to display. c) combined sensor chart (applicable only for people
counting sensors)

< Create Sensor Charts

Single/Multiple Sensor Chart N

For All Sensors

Combined Sensor Chart
For People Count Sensor
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& Create Sensor Charts

-

For All Sensors

Single/Multiple Sensor Chart

Combined Sensor Chart

For People Count Sensor

a. Add Single Sensor Chart

To add a single sensor chart, user can select Single/Multiple
Sensor Chart option.

Select the sensor, unit and color. Tap on [SAVE].

< Choose Sensor < Chart Details

Filter by: All Gateways All Type Chart Name
BRT 4-in-1 Sensor 0 BRT 4in1 Sensor 1
My loT Gatev -LDS BUS 3

LDSU UUID! BTXXXRK

Motion Sensor 1 Remove
BRT 4-in-1 Sensor 1 Sensor

My loT Gatev DS BUS 1 BRT 4-in-1 Sensor 1

LDSU UUID: 45 7! °

Temperature
Type

, Temperature
BRT 4-in-1 Sensor 2

Iy IoT Gate: DS BUS 3
LDSU UUID!
Hurmidity

Gateway
My loT Gateway

BRT 4-in-1 Sensor 3

My loT Gateway - LDS BUS 3 LPSU uuID
LDSU UUID: 4526987 XXXX 4532XXXXXX
Ambient Light
Unit C
pH Sensor 0
My IoT Gater
LDSU UUID, Color
pH
Air Quality Sensor - Type-A 0 Show alert area

Iy IoT Gate:
LDSU UUID: 4526987 XXXX

Temperature
+ ADD SENSOR

Air Quality Sensor - Type-A 1
My loT Gateway - LDS BUS 3

LDSU UUID: 4526987 XXXX

Humidity

NEXT SAVE

Newly created single sensor chart with the values are
displayed.

DS BUS 3

To a single chart, you can add max 8 sensors (Sensors
with same sensor type or 2 different sensor types. Le. 2
y-axis can plot with different units)

User can see the current sensor value, Min/Max range, last
reported time and date and the time interval.

< Dashboard 1

SENSORS

BRT 4-in-1 Sensor 1 a -
Last 15 minutes
Min/Max
i1 ol
N

BRT 4+in-1 Sensor 1
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4 Chart Details

CHART NAME

BRT 4in1 - Temperature

SENSOR 1 REMOVE
Sensor BRT 4-in-1 Sensor 1
Type Temperature
Gateway My loT Gateway 1
LDSU UUID 4523 XXXXXX
Unit °C
Color ®
Show alert area

+ ADD SENSOR

To a chart, you can add max 8 sensors (Sensors with
same sensor type or 2 different sensor types. i.e. 2 y-axis
can plot with different units)

Dashboards E

v

%

b. Add Multiple Sensor Chart

To add a chart displaying multiple sensor values select
Single/Multiple Sensor Chart option.

Select the sensor (follow the steps shown above for Add
Single Sensor Chart), unit and color.

To add another sensor to the chart, click

SENSOR] button.

< Chart Details

Chart Name

BRT 4in1 Sensor 1

Sensor 1 Remove

Sensor
BRT 4-in-1 Sensor 1

Type

Temperature

Gateway
My loT Gateway

LDSU UUID
ASI2UXKKXX

Show alert area

+ ADD SENSOR

To a single chart, you can add max 8 sensors (Sensors
with same sensor type or 2 different sensor types. i.e. 2
y-axis can plot with different units)

on [+ADD

Chart Details

ture & Humidity

LDSU UUID
ABAZRRRRHK

Unit ]
Color -
Show alert area

Sensar 2 R v
Sensor

BRT

LDSU uuID
ABIPAHH K

unit %

color

Show alert area

4+ ADD SENSOR

Newly created multiple sensor chart with the values are

displayed.

< Dashboard 1

SENSORS

— Temperature -~

@ BRT 4in-1 Sensor 1

4in1 - Temperature & Humidity

Humidity

/J\'::‘ :

BRT 4in-1 Sensor 2

o« ---

Last 15 minutes

NOTE: 8 sensors and 2 sensor types are allowed per chart.
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&  Create Sensor Charts

Single/Multiple Sensor Chart

For All Sensors

Combined Sensor Chart

For People Count Sensor

c. Add Combined Sensor Chart
This chart is used to view the combined PCS (People Counting
Sensors) values.

Select the at least 2 PCS gateways to see the combined sensor
readings.

< Choose Sensors

Filter by: All Gateways

r= for combined pecple count chart

°
°
°

People count sensol

PCS 4

°

People count sensor

wuio
P

SELECT SENSORS
savE

Chart is created and displayed as shown below. User can view
the detection value, Min/Max range, last reported time and
date and the time interval.

User can view the different sensors by clicking the dropdown
under Sensors.

< Dashboard 1

SENSORS

People Count o -

Last 15 minutes

Min/Max

Gombined data - 4 sensers Sensare

Sensor 1: FCS
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3. Add Actuator Chart
&  Dashboard 1 Y H Tap on [+] icon under Actuators tab to add an actuator
chart.

ACTUATORS
Choose the actuator and color for the graph.

< Choose Actuator < Chart Details

Filter by: All Gateways All Type Chart Name

No actuator charts to display.

Relay - Channel 1

Actuator Details Remove
Actuator
Relay - Channel 1
Type
Temperature
1I0Controller - AlO Output 2
My loT Gateway - LDS BUS 3
LDSU UUID: 4526987XXXX Gateway
Analog Output My loT Gateway
I0Controller - DIO Output 1 LDSU UUID
My IoT Gate: DS BUS 3 A4532ZXXXXKX
LOSU UUID: 45
Digital Qutput
Color

I0Controller - DIO Output 2
My IoT Gateway - LDS BUS 3

LOSU UUID: 4526087XXXX

Digital Output

Motor Controller 1

NEXT SAVE

Chart is created and displayed as shown below. User can see
the current actuator value, mode, last reported time and date
and the time interval.

&«  Dashboard 1 Y

ACTUATORS

Relay - Channel 1 o= -

Relay Switch

Mode: Level

Last 15 minutes

Relay Channel 1
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4. Add Chart - Others
&  Dashboard 1 A The following chart types can be added under the Others

category.
€  Chart Details
° Chart For
No charts to display.
Email, SMS, Notification and N
Event Count
Energy Consumption >
Water Consumption >
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a. Email, SMS, Notification and Event Count

& Chart Details User can view the following types of data using this chart
option:
Chart Name
Email, SMS, Notification and N
Event Count Count of Events
Chart For
Energy Consumption >
(®  Count of Events enabled vs triggered
O Count of ernails, SMS, and

Water Consumption ) notifications sent

Once created, user can view count of email, SMS and

notifications sent to the user.

Similarly, user can also view the count of events enabled vs

actually triggered.

< Dashboard 1 = Dashboard 1
OTHERS OTHERS
Count of Events .. Count of Email, SMS, Notification
Count of Events enabled vs triggered Count of emails, SMS, and notifications sent
I
Events enabled @ Events triggered Email SMS Notification
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b. Energy Consumption

Users can monitor energy consumption over time by tracking
data from various energy sensors and visualizing it through

&  Chart Details

charts. User can choose between the following type of charts:
AL e Individual Consumption Chart - For a single energy
sensor
Event Count > <  Dashboard 1 Y
Filter by: All Gateways T
. Energy Meter 1 - Phase A
Energy COnSUmpthn ? ) Fi‘t“; 0 Energy Consumption - Meter 1
Water Consumption >
Energy Meter 1 Hourly Avg. 16.60 kWh

er 2 - Phase A
-LDSBUS 3

Energy Meter 2 - Phase C
My leT G DS BUS 3

¢ Combined Consumption Chart - Combined energy
consumption reading from multiple sensors.

Filter by: All Gateways

OTHERS

Energy Meter 1 - Phase A

LDSU UU

Active Energy

Combined Energy Consumption

Day

Energy Meter 1 - Phase B T 2a0% 21/09/2024

rgy Meter 1 - Phase C

oy o ® T

@ Energy Meter 1- Phase A
Eneray Meter 1 - Phase 8
Energy Meter 1 - Phase © Hourly Ava: 16.60 kih
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& Chart Details

Chart For

Email, SMS, Notification and
Event Count

Energy Consumption

Water Consumption

c. Water Consumption

Users can monitor water consumption over time by tracking
data from various flow volume sensors and visualizing it
through charts. User can choose between the following type

of charts:

e Individual Consumption Chart - For a single flow

volume sensor

= Choose Sensor

Filter by: All Gateways

Water Flow Meter 1

My loT Gateway - LDS BUS 1 °

<« Dashboard 1 Y

OTHERS

Water Consumption - Meter 1

100.60 m? oo

4 24.0% 21/09/2024

@ Water Flow Meter 1 Hourly Avg: 16.6 m?

¢ Combined Consumption Chart - Combined water
consumption reading from multiple sensors.

= Choose Sensor

Filter by: All Gateways

Ay loT Gateway - LDS BUS 3 °
UUID: 4526987 XXXX

ow Volume

Water Flow Meter 4

My loT Gateway - LDS BUS 3

LDSU UUID: 452698 7XXXX
Flow Volume

NEXT

&« Dashboard 1 Y

OTHERS

Combined Water Consumption

100.60 m? o

T 24.0% 21/09/2024

@ Energy Meter 1- Phase A
Energy Meter 1- Phase B

Energy Meter 1- Phase C Hourly Avg: 16.6m*
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9.3 Chart Features

1. Apply Filter
User can apply filter either by chart name or chart type to
filter the list.

Filters CLEAR Filters CLEAR
[ oo [ e ) N

& Dashboard 1 1Y

ACTUATORS

Relay - Channel 1 Qm
' Search @ relay swich
Relay Switch ) e
Last 13 minutes
Mode: Level Generic Analog Output
Temperature Sensor 1
@ Humidiy
Temperature Sensor 2
PIR Motion
Temperature Sensor 3
Air Quality

Ry 1 Humidity Sensor 1

Water Leakage
Humidity Sensor 2
Barometric Pressure
Humidity Sensor 3

Relay Channel 1

APPLY APPLY

2. LIVE Mode

User can enable LIVE mode where the chart displays real-time
data from devices as it is being collected. On selecting LIVE
option, user can view the data within the last 15 minutes, 30
minutes or 1 hour as shown below:

< Relay - Channel 1

1 nst 16 Minutes
Last 15 Minutes

Mode: Level - Manual

Last 30 Minutes

Last 1 Hour

Relay Channel 1 Refresh Rate: Auto

Refresh rate controls how often sensor data is updated. There
are 3 options available:
e Pause - Stop updates
e Auto - Let system adjust based on activity
e Custom Value - User can set a custom value (in
seconds)

€  Relay-Channel 1

Mode: Level - Manual Last 15 Minutes

Custom rate (Secs):

50

Value should be an integer between 5 -

Pause CANCEL SAVE
Auto
Custom Rate (Secs)

Relay Channel 1 Refresn Rate: Auto
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< Dashboard 1

Relay - Channel 1
Relay Switch
Mode: Level

Relay Channel 1

iy Stz 1

Y

ACTUATORS

Last 15 minutes

filter.

< Dashboard 1

Relay - Channel 1
Relay Switch

Mode: Level

Relay Channel 1

Y

ACTUATORS

o -

Last 15 Minutes
Last 30 Minutes
Last 1 Hour
Last 24 Hours
Last 1 Month
Last 3 Months
Last 6 Months

Custom Range

3. Apply Time Interval Filter
This filter allows users to select a specific period or duration
of time to analyse data within a dashboard.
LIVE mode will be disabled if user applies the time interval

x

Start End

17/11/2020 1:14 PM 30/11/2020 1:14 PM

November 2021 < 2

5 M T w T F s
1 2 3 4 5 6

21 22 23 24 25 26 27

28 29 @ 1 2

12 13 AM
1 14 PM
2 15
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/" EditChart

¢ Download Data

[] Delete Chart

Tap on e @ @ icon to open the sub menu for charts.

4. Edit Chart
Use the option to modify the chart attributes.

5. Download Data

Use this option to access sensor/actuator/other chart data. Do
note, this is not available for gateway chart.

If the selected date and time range is within 24 hours, the
data can be downloaded using the Fast Download option.
Otherwise, a link with instructions to download will be sent to
the registered email address.

< Download Data

SELECT A TIME ZONE

Asia/Singapore (UTC +08:00) v
DATE/TIME RANGE
From 17/12/2023 1:14 PM
Email will send
To 17/13/2023 1:14 PM
An email will be sent to you
shortly once it is ready to
SENSOR(S) download.

BRT 4in1 Sensor 1

My loT Gateway - LDS BUS 3
LDSU UUID: 4526987XXXX
Temperature

DOWNLOAD OPTIONS

@ Link By Email

O Fast Download (Ranges up to 24 hours)

DOWNLOAD

6. Delete Chart
Remove chart by using the Delete Chart option.
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9.4 Dashboard Features

Tap on < icon to open the sub menu for dashboard.

1. Edit Dashboard
Users can modify the dashboard name and icon color using
this feature.

2. Delete Dashboard
Use this option to delete the dashboard along with all
associated charts.

/' Edit Dashboard

B  Delete Dashboard
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10. Organisation Management

Organisations are collections of users groups assigned with predefined permissions to achieve usage
and access policies. The user may create one or more organisations and be invited to join and
become a member. A user who creates an organisation becomes its owner. Any user who is invited
to join the organisation becomes a member. Owners can create up to 8 organisations. Organisations
cannot be created on IoTPortal without a verified email address of the owner.

Product Page
Document Feedback

QOrganisation 1 Organisation 5

.
16 User Groups per organisation 16 User Grou ps per organisation
& &
16 Members per group 16 Members pergroup
Organisation 2 Organisation 6
—

16 User Groups per organisation 16 User Groups per organisation
& &
16 Members per group 16 Members per group

Organisation 3

W W W W Organisation 7
gl gt S Signd

i g W W
Wit gl gt i

16 User Groups per organisation
& 16 User Groups per organisation

16 Members pergroup &
16 Members pergroup

Organisation 4 Organisation &

16 User Groups per organisation 16 User Groups per organisation
& &
16 Members per group 16 Memhbers pergroup

Figure 1 - Organisation Management
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10.1 Create Organisation

John Doe
Your Personal Account

NS

Account Settings

Invitations

Settings

Logged in Devices

© o © @

About
(&  Feedback
[ Logout

s

Maore

To create an organisation —

From the More page, tap [Switch]. A |list of existing
organisations under the owner/user if any are displayed. If no
organisations are available, the interface will be empty.

Tap [CREATE NEW ORGANISATION] to add a new
organisation.

Add name for the organisation, select time zone and click
[CREATE].

x Switch Account < New Organisation

Organisation Details

» Your Personal Account
John's Org
J John Doe v
My Account
> Time zone
Organisations ‘ .
Asia/Singapore (UTC +08:00) v
No organisations
This time zone is used for time related events only. All
other time information is relative to local device time.
b Events created in the past will continue to work in the
previous time zone.

>
CREATE NEW ORGANISATION CREATE

Once the organisation has been successfully created, the user
can send invitations to prospective members to join the
organisation. This action can be performed immediately or

deferred to a later stage.

< Invite Users

Email Address

+ MORE EMAILS

Success

Invitation has been sent

successfully.

INVITE

Invite Later & Skip
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10.2 Organisation Detail

& Organisation Details

BRT

Owner John Doe

Created On 23/12/202

Members

2 Members

Groups

1 Groups

Roles °

1 Roles

DELETE ORGANISATION 5

The Organisation Details page displays the organisation name,
the owner's name, and the date of creation.

1. Edit Name

Tap I:l/to rename the organisation.

2. Members
Tap to view members of the organisation. For more details
refer section 10.3.

3. Groups
Tap to view members within the organisation. For more details
refer section 10.4.

4. Roles
Tap to view different user roles within the organisation. For
more details refer section 10.5.

5. Delete Organisation
Organisation will be deleted.

If the user is not the owner, they will have the option to leave

the organisation by selecting [LEAVE ORGANISATION].

< Organisation Details

FTDI

Owner John Doe

Created On 23/12/202

Members

2 Members

Groups

1 Groups

Roles

1 Roles

LEAVE ORGANISATION
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10.3 Members

The number of members in each group may be up to 16. Invitations are used to invite members into
organisations. The invited user receives an email or push notification inviting them to download and
register for an IoTPortal account and accept or decline the invitation. A member who is not assigned
to a group does not inherit any default policies, except policy-leave-organisation.

A group owner or member with a group-manager policy can add, remove, or transfer users into, out
of, and between groups. Members are re-invited back to an organisation when they are removed
from it. Pending invitation can be cancelled by the owner. Owners can re-assign an invited user or
member to another group.

Members who have been moved to a different group or removed from an organisation may have
active ongoing sessions in progress at the time of change. As a result, the member’s next actions
will fail (e.g., invalidate access and refresh tokens). To allow the new group policy and permissions
to take effect, the member must log into the IoTPortal again and select the organisation. If a member
is removed from the organisation, the organisation will not appear on the list of organisations.
Members and owners who have been re-assigned or removed will be notified via email (verified
email) or push notification (verified mobile).

10.3.1 Member List

Users are invited into organisations through invitations via email address. The email address used
in the invitation may be verified (existing IoTPortal user) or unverified.

An invited user is sent an email inviting the user to download and sign-up for an IoTPortal account
(for unverified user) or login (for verified user) and accept/decline the invitation. Existing users will
be able to view the invite notification under the Invitations page in the mobile app or under the
notification icon in the webpage.

The organisation owner has access to view the complete list

> 1 Q of members associated with their organisation.
“ Pending Declined 1. Search Member
° Tap Q to search for a member.

Ross Geller N

Joined on 28/04/2020 2. Filter

Accepied Members can be filtered based on the status of their
invitations: All, Accepted, Pending, or Declined.

r"‘:":ca Ge"eru > 3. Add Members
Tap the [+] icon to add additional members by sending them

Accepted an invitation via email.

Chandler Bing

Invited on 29/04/2020
Accepted

Joey Tribbiani
Invited on 29/04,/2020

Accepted
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10.3.2 Member Detail

Selecting any of the member names for the member list (Refer
<  John Doe section 10.3.1) displays the member detail page.
This page and its features vary on the member status (owner,

Email Address accepted invitation, pending reply or rejected invitation).
johndee@domain.com
e Owner
If the member is the organisation owner, they will be able to
g‘a‘us view their registered email address, account status, the date
nner the organisation was created, and any associated groups.
Created Organisation On
19/12/2020
GROUPS
Admin et
Added to this group on 01/01/2021 -
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&« Ross Geller

Email Address
ross(@domain.com

Status
Invitation Accepted

Joined On
19/12/2020

Invited On
19/12/2020

Invited By

johndoe@domain.com

REMOVE USER FROM ORGANISATION

e Member of the Organisation (Accepted Invite)
Tap [REMOVE USER FROM ORGANISATION] to remove a
member who is part of the organisation.
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¢ phoebe@domain.com » Pending Reply S
Tap [CANCEL INVITATION] to revoke an invitation that has

not yet been accepted or declined.
Email Address

phoebe@domain.com

Status
Invitation Pending

Invited On
19/12/2020

Invited By

johndoe@domain.com

CANCEL INVITATION

Product Page 76
Document Feedback Copyright © BRT Systems Pte Ltd



https://brtsys.com/iotportal/
mailto:docufeedback@brtsys.com?subject=BRTSYS_AN_088%20IoTPortal%20User%20Guide%20Android%20Mobile%20App%20Version%202.1

BRTSYS_AN_088 IoTPortal User Guide - Android Mobile App

OBRTSys

Document Reference No.: BRTSYS_000213

Version 2.1

Clearance No.: BRTSYS#139

< rachel@domain.com

Email Address
rachel@domain.com

Status
Invitation Declined

Invited On
19/12/2020

Invited By
johndoe@domain.com

FORGET USER

INVITE AGAIN

e Declined Invite

The organisation owner may choose to either resend the
invitation or remove the user from the member list.
Click [INVITE AGAIN] to resend the invitation to the email

address.

Resend Invitation?

Do you want to resend an
invitation to
rachel@domain.com?

Click [FORGET USER] to remove user details from the

organisation.

Forget User?

Do you want to forget this user?

NO

YES
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10.4 Groups

The owner of an organisation can create up to 16 groups. Groups can be divided into two types:

1. Fixed Owner Group: This group is pre-created. Only one owner group can exist, and it cannot
be deleted, but members can be added and removed except the organisation owner. The
members of this fixed group have unrestricted access to the organisation’s configuration.

2. Regular Group: The second type of group is a regular group that can be assigned policies. The
policies define a set of privileges for a particular action or set of actions withing the IoTPortal or
for access to protected resources. Owners may perform Create/Read/Update/Delete (CRUD)
operations on their groups. Organisations can have up to 15 regular groups besides the owner
group.

Each member is added to a group, and group membership is not exclusive; each member can belong
to more than one group.

10.4.1Default Group

This is a default group where members can be added and
& Groups Q removed except the organisation owner.

Click on the Admin group to open the group detail page.
Tap on [+] to add members to the group.

<  Admin <  Add Members Q

Admin DefaliGray )

MEMBERS

Select Users

John Doe Ross Geller °

Added to this group on 29/04/2020

Monica Geller

Chandler Bing
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< Admin

MEMBERS

John Doe
Added to this group on 29/04/2020

Ross Geller
Added to this group on 29/04/2020

Once member/s are successfully added to the admin group,
the organisation owner can view the member detail page as
shown:

e Owner Detail Page
To view member details for the organisation owner, tap on the
name and then select the [Member Info] button.

< John Doe

Email Address
johndoe@domain.com

Status
Owner

Created Organisation On
19/12/2020

GROUPS

Member Info

Admin
Added to this group on 01/01/2021

Default Graug

e User Detail Page
To view member details for any user, tap on the name and
then select the [Member Info].

User can be removed from the group using the [Remove

from Group] button.

Email Address
ross@domain.com

Status
Invitation Accepted

Joined On

19/12/2020
Member Info Invited On

19/12/2020
Remave from Group

Invited By

johndoe@domain.com

REMOVE USER FROM ORGANISATION
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10.4.2 Custom Group

Tap on [+] to create a custom group. Provide a name and
< New Group click [CREATE].

Group name ¢ New Group

Group name

Enter group name

Managers

CREATE

Newly created group is displayed.

& Groups Q

Admin Deteult Biaum
CREATE
Managers Custom Groun | >
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Tap on [+] to add members to the group.

< Managers
& Add Members Q
MEMBERS

Select Users

Ross Geller °
No members to display.

Monica Geller
Chandler Bing

Once successfully added, the member names will be listed
under the group detail page.

& Managers

MEMBERS
o Ross Geller N

Added to this group on 29/04/2020
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Roles can be assigned to a custom group. Refer to section
10.5 for more information about roles.

<  Managers

MEMBERS Under Roles tab in a grip, tap the [+] button.
Select one of the pre-defined roles and tap [ADD]. The newly
added role is displayed.

Ross Geller
> & AddRoles Q ¢  Managers Q
Added to this group on 29/04/2020
ROLES
Select Roles
Manager Cumtorm Group ° Manager CumomGroam | >

Tapping on the role, displays a sub menu where user can view
Role Info or Remove from Group.

&«

Manager

Custom Role

PERMISSIONS

Gateway Management
All Gateways & Gateway Groups

Gateway settings, Sensors, Actuators, etc.

(O canManage (®) Viewonly () No Access
Role Info

Remove from Group Dashboard Management
All Dashboards

Dashboards and Charts

(O canManage (@ ViewOnly () Mo Access

Event Management
All Events

Create, Edit, View and Delete Events

(O canManage (@) View Only () Mo Access

Organisation Management
Manage Organisation

Groups, Roles and Members

(O canManage (@) View Only

SAVE
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10.4.3Group Detail

.
Click ® to open submenu for a group.

1. Edit Group Name
Change group name.

2. Delete Group
Remove group from group list.

»

/7 Edit Group Name

@ Delete Group
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10.5 User Roles

The IoTPortal users can have one or more roles. Roles have associated Access Rights
Create/Read/Update/Delete (CRUD) and Resources (device/sensor page, dashboard page etc.).
Roles can be defined in number of ways. Roles can be restrictive or loose, generic, or specific. Some
examples of roles are Finance role, Operator role, Customer role, Guest role etc. Alternatively, it can
be generic such as Full Control, Restrictive, View Only etc. Owners and members are given
permission to perform actions in the system or access resources when they have permissions. Refer
to the table given below for the list of Policies and Permissions.

Policies Permissions
Gateway Management (All Gateways and Gateway Groups)
Gateway Settings, Sensors, Actuators etc. Can Manage \ View Only \ No Access
Dashboard Management (All Dashboards)
Dashboards and Charts Can Manage \ View Only \ No Access
Organisation Management (Manage Organisations)
Groups, Roles, and Members Can Manage ‘ View Only ‘
Event Management (All events)
Create, Edit, View and Delete Events Can Manage \ View Only \ No Access

Table 3 - Permissions

10.5.1 Default Role

Similar to groups, there is also a default role for the owner of
¢  Roles 88 the organisation which has access to all the features of
IoTPortal.

Upon selecting a role, the user can view all permissions
associated with that role.
Owner Deful G )

e

Owner

Default Role

PERMISSIONS

Gateway Management
All Gateways & Gateway Groups

Gateway settings, Sensors, Actuators, etc

Can Manage () View Only (C) Mo Access

Dashboard Management
All Dashboards

Dashboards and Charts

Can Manage () View Only (C) Mo Access

Event Management
All Events

Create, Edit, View and Delete Events

Can Manage () View Only () No Access

Organisation Management

Manage Organisation

Groups, Roles and Members

Can Manage O View Only
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10.5.2 Custom Role

Tap on [+] to create a custom role. Provide a name and
¢ Roles C@ Lpdate the permissions.
User can choose between 3 levels - Can Manage, View Only
and No Access.

Owner Detsult G 3 & New Role

Role Name

PERMISSIONS

Gateway Management
All Gateways & Gateway Groups

Gateway settings, Sensors, Actuators, etc.

() Can Manage (® ViewOnly () No Access

Dashboard Management
All Dashboards

Dashboards and Charts

() Can Manage (@) View Only () No Access

Event Management
All Events

Create, Edit, View and Delete Events

() Can Manage (@) View Only () No Access

Organisation Management

Manage Organisation

Groups, Roles and Members

() Can Manage (@) View Only

CREATE

Newly created role is displayed.
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&

Manager

Custom Role
PERMISSIONS

Gateway Management
All Gateways & Gateway Groups

Gateway settings, Sensors, Actuators, etc.

O Can Manage @ View Only O No Access

Dashboard Management
All Dashboards

Dashboards and Charts

O Can Manage @ View Only O Mo Access

Event Management
All Events

Create, Edit, View and Delete Events

O Can Manage @ View Only O No Access

Organisation Management
Manage Organisation

Groups, Roles and Members

O Can Manage @ View Only

SAVE

1. Delete Role
Remove role from role list.

2. Edit Role Name
Change role name.
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11. More Functions

11.1 Account Settings

Users can access their IoTPortal account settings by selecting
the 'Account Settings' option.

< A t
John Doe

Your Personal Account £ Profile Details >

Switch @ Change Password >

@)  Biometric ID Authentication >

@ Delete Account >
& Account Settings >
&  Invitations >
1 Settings >
D Logged in Devices >
About >
Z  Feedback >
[ Logout >

More
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< Account

1. Profile Details
Profile contains user information such as First Name, Last
Name, Email Address and Mobile Number associated with

& Profile Details G > the u‘s/gr.
Tap @ icon to edit profile details.
< Profile V4 < Edit Profile
%),  Biometric ID Authentication > firet Name
John
Last Name
Iﬁ] Delete Account > Doe Doe
il
E;T;aluc@-dumau- com [ johndoe@domain.com
Mobile Number +65 ‘;87;65432
Last login: 12:50 AM, 03/06/2024
Tap on [VERIFY], if the user has not verified their
registered mobile number.
Enter the verification code and tap [VERIFY] to complete
verification.
Once verification is complete, users can enable the
Multifactor Authentication toggle to receive a one-time
password (OTP) during future sign-ins.
First Name
John First Name
John
Last Name Please enter verification code sent to your
Doe mobile number.
Last Name
Doe
Email
Email Py

Mobile Number
+65 98765432

Last login: 12:50 AM, 03/06/2024

Didn't get code? Resend code 29 sec(s) Johndoe@domain.com

VERIFY

Mobile Number Y
+65 98765432

Multifactor Authentication ®

VERIFY Last login: 12:50 AM, 03/06/2024
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2. Change Password
Account Tap on [Change Password] to replace the existing password
with a new one.

8  Profile Details >

3. Biometric ID Authentication
User can enable Biometric ID Authentication to sign in
without entering a password.

E@j Biometric D Authentication e > < Biometric ID Authentication

Change Password

Biometric ID Authentication

TJ  Delete Account

» Use Biometric 1D quickly and securely sign in.

Confirm

Enable sign in with Biometric 1D?

CANCEL ENABLE

4. Delete Account

Use this option to delete your IoTPortal account. Do note that
when the IoTPortal account is deleted, all services linked to
that account will be lost. Data may be downloaded before
account deletion.

< Delete Account

Download your data.

You can download your data before deleting your account

Download Data

Read carefully ! Delete your accout?

You're trying to delete your loTPortal account .
il address email@domain.com, You are proceeding to delete your

rious loTPerlal services. If loTPortal account associated with
you still want to proceed with the account deletion, click
the email address

on the 'Delete Account' button below.
email@domian.com

Enter your account password to
proceed

Acknowledge before deleting your account

Yes, | want to permanently delete this loTPortal
Account and all its data. | acknowledge that by

deleting, all my data associated to this account Password

, mobile

ineluding gateways, organisations, ev
number will get deleted permanently and 1 will be
removed from all the organisations in which | am a CANCEL  PROCEED
member. | am still responsible for any charges

incurred due to any pending financial transaction

DELETE ACCOUNT
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11.2 Invitations

John Doe
Your Personal Account

Switch

£ Account Settings
&  Invitations
§3  Settings

Logged in Devices

About
(Z  Feedback
[ Logout

Select [Invitations] to view the list of invitations received
from other organisations (if any).

A list of invitations received from other organisations (if any)
are displayed. Click [ACCEPT] or [DECLINE].

< Invitations

J John's Org N
Invited On: 23/12/2020
[ occioe ] scest |
>
J John's Org 2 N
Invited On: 23/12/2020
>
[ occive ] scest |
>
>
>
>
’ To view the invitation details, tap on the invitation. The
Invitation details are displayed.
< Invitation Details
Organisation
More John's Org
Owner

johndoe@domain.com

Invited On
23/12/2020

Invited by

johndoe@domain.com

DECLINE ACCEPT
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11.3 Settings

Within the Settings menu, users can adjust the time zone
according to their preferences.

The time zone setting applies only to individual profiles.
Therefore, organisation owners should switch to their

John Doe organisation account to update the time zone for that specific
Your Personal Account organisation.
Switch
< Settings < Time Zone Settings
@ Time Zone Settings > TIME ZONE
& Account Settings p
Asia/Singapore (UTC +08:00) v
@ Invitations ? This time zone is used for time related events only. A
other time information is relative to local device time.
Events created in the past will continue to work in the
@ Settmgs > previous time zone.
This time zone is enly applicable to your personal
) . account. For organisation, switch to an organisation
D Logged in Devices > and set the time zone under that organisation.
About >
&  Feedback >
[+  Logout b

Maore
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11.4 Logged In Devices

John Doe
Your Personal Account

Switch

Account Settings

Invitations

Logged in Devices

© O & ©

About
&  Feedback
[ Logout

'

More &« Logged In Devices

Use Logged In Devices option to view the list of devices
that have been used to log into IoTPortal account.

< Logged In Devices Q < Device Details

=  Android Device

[=]
= Lastlogin:0530 PM 10/12/2020 Eﬁ

=  Android Device

-
3 - Last login: 05:30 PM 10/12/2020 > Device Token
? Device Type

75 Android Device Android (This Device)

- Last login: 05:30 PM 10/12/2020 3

> Stop receiving push notifications

Last Login Time
02:23 PM 19/12/2020
= i0S Device

> = Lastlogin: 0530 PM 10/12/2020

Stop receiving push notifications

>
= i0S Device
= Last login: 05:30 PM 10/12/2020 >
Stop receiving push notifications
>

To view the details of the device, tap on the device
information. The details pertaining to device token; device
type and last login time are displayed.

Tap [STOP RECEIVING PUSH NOTIFICATIONS] to stop
receiving push notifications to this specific device.

=  Android Device
Last login: 05:30 PM 10/12/2020 3

—  Android Device
- Last login: 05:30 PM 10/12/2020 >

Stop receiving push notifications

~  Android Device
Last login: 05:30 PM 10/12/2020 >

Stop receiving push notifications

Stop Notifications?

Are you sure you want to stop
receiving push notifications for
= 108 Device device <device name>.

Last login: 05:30 PM 10/12/2020 >

Stop receiving push notifications CANCEL

=  I0S Device
Last login: 05:30 PM 10/12/2020 3

Stop receiving push notifications
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11.5 About

The About option includes information about IoTPortal
version, terms of service, privacy policy and licenses.

John Doe

Your Personal Account
Terms of Service =@
Switch
Privacy Policy =@
Licenses ]
£} Account Settings >
&  Invitations >
D Logged in Devices >
About >
loTPortal
@  Feedback >
Version 2.3.0
© 2025 BRT Systems Pte Ltd. All Rights Reserved.
[ Logout >
More
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11.6 Logout

Tap Logout to sign out of the IoTPortal mobile app.

John Doe
Your Personal Account

Switch

£ Account Settings >
&)  Invitations >
£}  Settings >
D Logged in Devices >
About >
(  Feedback >

Logout >

]

Maore
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12. Contact Information

Refer to https://brtsys.com/contact-us/ for contact information.

System and equipment manufacturers and designers are responsible to ensure that their systems, and any BRT Systems Pte Ltd
(BRTSys) devices incorporated in their systems, meet all applicable safety, regulatory and system-level performance
requirements. All application-related information in this document (including application descriptions, suggested BRT Systems
devices, and other materials) is provided for reference only. While BRT Systems has taken care to assure it is accurate, this
information is subject to customer confirmation, and BRT Systems disclaims all liability for system designs and for any
applications assistance provided by BRT Systems. Use of BRT Systems devices in life support and/or safety applications is entirely
at the user’s risk, and the user agrees to defend, indemnify, and hold harmless BRT Systems from any and all damages, claims,
suits, or expense resulting from such use. This document is subject to change without notice. No freedom to use patents or other
intellectual property rights is implied by the publication of this document. Neither the whole nor any part of the information
contained in, or the product described in this document, may be adapted, or reproduced in any material or electronic form
without the prior written consent of the copyright holder. BRT Systems Pte Ltd, 1 Tai Seng Avenue, Tower A, #03-01, Singapore
536464. Singapore Registered Company Number: 202220043R.
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Appendix

Glossary of Terms, Acronyms & Abbreviations

Term or Acronym Definition or Meaning
In computer programming, Create, Read, Update and Delete are the four

CRUD - . .

basic operations of persistent storage.

A Graphical User Interface is a digital interface in which a user interacts
GUI . . ;

with graphical components such as icons, buttons, and menus.
IoT The Internet of Things is a network of interrelated devices that connect

and exchange data with other IoT devices and the cloud.

Multi-factor Authentication is an authentication method that requires the
MFA user to provide two or more verification factors to gain access to a
resource such as an application, online account, or a VPN.
Machine-to-Machine refers to the direct, automated communication and
data exchange between devices, machines, or systems without human
intervention. M2M forms a fundamental component of the Internet of

M2M Things (IoT), acting as a key enabler for connected systems to monitor
processes, make real-time decisions, and improve operational efficiency
across various industries.

OTP A one-time password is an identity verification tool for authenticating
users logging into an account, network, or system.

POE Power Over Ethernet

PSU Power Supply Unit
A quick-response code is a type of two-dimensional matrix barcode,

QR Code invented in 1994, by Japanese company Denso Wave for labelling
automobile parts.

UUID Universal Unique Identifier is a 128-bit value used to uniquely identify an

object or entity on the internet.

List of Figures

Figure 1 - Organisation Management ......... ...t e 70

List of Tables

Table 1 - M2M Default Values ..... ..ot et r e r et aanaeas 37
TabDIE 2 — EVENE Ty P @S ...ciiiiiiiiiii ettt ettt et aas 45
I 1 1 LT T &= 1 T e 1 3 84
Product Page 96

Document Feedback Copyright © BRT Systems Pte Ltd



https://brtsys.com/iotportal/
mailto:docufeedback@brtsys.com?subject=BRTSYS_AN_088%20IoTPortal%20User%20Guide%20Android%20Mobile%20App%20Version%202.1

BRTSYS_AN_088 IoTPortal User Guide - Android Mobile App

_a BRTSYS Version 2.1

Document Reference No.: BRTSYS_000213 Clearance No.: BRTSYS#139

Revision History

Document Title : BRTSYS_AN_088 IoTPortal User Guide - Android Mobile App
Document Reference No. : BRTSYS_000213
Clearance No. : BRTSYS#139
Product Page . https://brtsys.com/iotportal/
Document Feedback :  Send Feedback
Revision Changes Date
Ver. 2.0 Initial release for IoTPortal V2.0.1 12-08-2024
Ver. 2.1 Updated release for IoTPortal V2.3.0 15-10-2025
Product Page 97

Document Feedback Copyright © BRT Systems Pte Ltd



https://brtsys.com/iotportal/
mailto:docufeedback@brtsys.com?subject=BRTSYS_AN_088%20IoTPortal%20User%20Guide%20Android%20Mobile%20App%20Version%202.1
https://brtsys.com/iotportal/
mailto:docufeedback@brtsys.com?subject=BRTSYS_AN_088%20IoTPortal%20User%20Guide%20Android%20Mobile%20App%20Version%202.1

	1. About This Guide
	1.1 Intended Audience
	1.2 Document References
	1.3 What’s New in IoTPortal 2.3.0?
	1.4 Known Issues and Limitations

	2. Getting Started
	2.1 Supported Android Platforms and Requirements
	2.2 Installing IoTPortal Mobile App for Android

	3. Authentication
	3.1 IoTPortal Account Sign Up
	3.2  IoTPortal Account Sign In
	3.3 Biometric Authentication
	3.4 Forgot / Reset Password
	3.5 Device Limit Reached

	4. Add IoTPortal Gateway
	4.1 Add IoTPortal Gateway - Using QR Code
	4.2 Add IoTPortal Gateway – Manually
	4.3  On-board IoTPortal Gateway
	4.3.1 On-board IoTPortal Gateway – Using Wi-Fi
	4.3.2 On-board IoTPortal Gateway - Using Ethernet

	4.4 IoTPortal Gateway Detail Page
	4.5 Create IoTPortal Gateway Group
	4.6 Add LoRaWAN Node
	4.7 LoRaWAN Node Detail Page

	5. View Gateways/Nodes/Gateway Groups
	6. IoTPortal Gateway Features
	6.1  IoTPortal Gateway Functions
	6.2 Manage LDSBus Ports
	6.2.1 LDSU List and Categories
	6.2.1.1 LDSU Details

	6.2.2 Sensor List
	6.2.2.1 Configure Sensor / Alert
	6.2.2.2 Sensor Details
	6.2.2.3 Sensor Association

	6.2.3 Actuators List
	6.2.3.1 Configure Actuator

	6.2.4 Machine-to-Machine

	6.3 IoTPortal Gateway Group Functions
	6.3.1 Gateway Features
	6.3.2 Gateway Group Features


	7. LoRoWAN Node Features
	7.1  LoRaWAN Node Functions
	7.2 Manage Modbus Ports

	8. Event Management
	8.1  Create Event
	8.1.1 Add condition
	8.1.2 Add Action
	8.1.3 Enable Event

	8.2  Condition/Action Features
	8.3  Create Event Variables
	8.3.1 Event Variable Submenu


	9. Dashboard Management
	9.1  Create Dashboard
	9.2  Add Chart
	9.3  Chart Features
	9.4  Dashboard Features

	10. Organisation Management
	10.1  Create Organisation
	10.2  Organisation Detail
	10.3  Members
	10.3.1  Member List
	10.3.2  Member Detail

	10.4  Groups
	10.4.1 Default Group
	10.4.2  Custom Group
	10.4.3 Group Detail

	10.5  User Roles
	10.5.1  Default Role
	10.5.2  Custom Role


	11. More Functions
	11.1  Account Settings
	11.2  Invitations
	11.3  Settings
	11.4  Logged In Devices
	11.5  About
	11.6  Logout

	12. Contact Information
	Appendix
	Glossary of Terms, Acronyms & Abbreviations
	List of Figures
	List of Tables

	Revision History

