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1. About This Guide

This guide explains the features and functionalities of PRM Management Console.

2. Intended Audience

The intended audience will be System Integrators, Technical / Administrative users who will assist
in realizing the capabilities, functions, and the full benefits of the product.

Note:

% 1. Ensure the firmware version and package version number are up-to-date and
update/upgrade accordingly.
2. For more information about the latest version and compatibility, contact the BRT
Systems sales/support.

3. Document References

Document Name Document Type | Format
BRTSYS AN 036 PRM User Guide - 1. Introduction
BRTSYS AN 037 PRM User Guide - 2. Installation and
Configuration

BRTSYS AN 039 PRM User Guide - 4. PRM Supervisor and Application Note /
PanlLHub Supervisor Console User Guide
BRTSYS AN 040 PRM User Guide - 5. Outlook Add-In

BRTSYS AN 041 PRM User Guide - 6. PanL PD100 Touch
Display

PDF
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4. Getting Started with PRM Management Console

The PRM Management Console is a web browser-based GUI application that serves as a one-stop
management tool enabling administrators to configure the PRM Server Software (e.g., manage
resource assignment, room booking policies, display panel and calendar configurations). The PRM
Management Console can be connected via a secure HTTPS connection using any one of the following
web browsers - Chrome, Mozilla Firefox, Microsoft Edge, or Safari.

To access the PRM Management Console, ensure that the PRM Server Software is up and running.
The steps to access the PRM Management Console are provided below. Open any supported web
browser (Chrome/ Mozilla Firefox/Microsoft Edge/Safari) and enter the URL. For example -
https://web.prm.local/.

If opening PRM Management Console on a client PC using default BRT System’s SSL certificate,
please refer to the Section 4.4 Browser (with BRT SSL) in BRTSYS AN 038 PRM User Guide -
2. Installation and Configuration @ https://brtsys.com/resources/ (under PanL Room Manager (PRM)
> Application Notes/Installation Guides/User Guides).

The PRM Server must have a valid license to access all the PRM features. To obtain the license, the
customer must GENERATE FINGERPRINT (using the license interface) and send the fingerprint file
to the vendor (i.e., PRM Support — support@brtsys.com). The vendor in turn will generate and send
the license file to the customer’s registered email address. Upon receiving the license file, customer
must activate it using the license interface. The license interface is available only for SUPERADMIN
users. Refer to section 4.1.1 for more information.

4.1 Logging In

The login interface will vary depending on whether the system is configured to connect to Microsoft
365 or Exchange Server - see below -

Connected to Microsoft 365

o PanL Room M PRM
anL Room Manager ( )

Login

BY sign in with Microsoft

‘ Login ‘

There are two types of PRM Users — SUPERADMIN* user and NON-SUPERADMIN users.
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Login as SUPERADMIN user to do the initial configurations like activating PRM licenses, Setting
Policies etc. To login as SUPERADMIN, the user must use the username - “superadmin” and

“password” (the one configured during the installation).

Connected to Exchange Server

Login
Login D
superadmin
Fassword

waramEEE

*The SUPERADMIN user login option is exclusively created during installation.
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4.1.1 Generate Fingerprint and Activate License

9

Ensure that you have logged in to the PRM Management Console as SUPERADMIN. From the
PRM Management Console menu, click on Settings > License. The License interface is displayed
with the list of available licenses(s) if any. For the first time users, the license table will be

empty.

License

Tatal Equinment

Total Active Licen 1 Total Room Licenses 1 Total User Licenses "B Toual Catering Licenses
ol Active License al Room Uicenees ol User License: Tt orel Catering License:

License Type Fooms License Uisers License Equipment Litense Catering License

Meed Support?

- To generate fingerprint, click [GENERATE FINGERPRINT]. A confirmation dialog box will be

displayed. Click [YES] to Generate Fingerprint or [CANCEL] to cancel the operation. Upon
clicking [YES], a fingerprint file with extension .c2v (for example - Current_.22-04-2023 10-
34-07.c2v) will be generated and saved in the preferred location. Email the file to the vendor
(i.e., PRM Support) to obtain the license key. The license key will be sent as a file with
extension.v2c (for example - 72543085074299640.V2C) to the registered email address. Upon
getting the license key, click [ACTIVATE NEW LICENSE].

Click [Browse] and select the license key to upload.

Activate License Key

m i

Upon selecting the license file, click [ACTIVATE] to upload the license file to the PRM Server
and activate the license. Upon activating the license key, the user will be automatically signed
out of the PRM Management Console. Log in to the PRM Management Console. A list of menu
functions (based on the user’s access privileges) is displayed on the left side panel. To access
License interface and verify license information, click Settings = License.

Note: Licenses are installed on the virtual machine or native 0S. To avoid losing
R licenses, make sure this machine is backed up. In case the machine is lost, the
@ customer will have to purchase a new PRM license.
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4.1.2 Calendar and Client ~  PRM Console

Dashboard

To update calendar and Client settings —

o¢ Resource Management

-> Click on the Settings > Calendar and Client menu. The system ser Management
configuration interface is displayed.

= Device Mapping
Catering Management
+ Equipment Management

| SystemLog

0}

Settings

I
{

PanL Hub and Display

Calendar And Client Configurations

Exchange Server/Microsoft 365 Configuration

Exchange Server URLAP

s outicok office365 ComVEWS/Exchange asm

Aunhentication Method

Ot 2.0 (Modem), Clier Credentials

Usemame

7@mibstest] cnmicrosaft com

Ditectory (Tenant] IO

Application (Client) ©

PRM Cliem Secres Description

BRTSYS_CLIENTSECRET

PRM Client Secret Value

Client Configuration

Login Moce

OpeniD Connect (OIDC) Authertication
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4.1.2.1 If connected to Microsoft 365

e Configure for OAuth 2.0 (Modern) Client Credentials authentication mode (Recommended).

Exchange Server/Microsoft 365 Configuration

Input the following in the respective fields:

e Calendar Type
Refers to the Calendar Type - Exchange / Microsoft 365.

e Exchange Server URL / IP
Refers to the Exchange Server URL/IP address.

e Exchange Schema Version
Refers to the Microsoft Exchange Server Scheme version.

e Permission
Refers to the permission to be granted to user accounts.

e Authentication Method
OAuth 2.0 (Modern), Client Credentials - Refers to a standard protocol used for
authentication and authorization between different applications and services.

o Username - Refers to the Exchange/Microsoft 365 Server login credentials.

Note: The Object ID, Directory (Tenant) ID, Application (Client) /D, PRM Client Secret
Description and PRM Client Secret Value field inputs can be obtained from Azure. Refer
to the steps given under section 5.2.3 Modern Authentication using OAuth 2.0 - Open
ID-Connect (0IDC) in BRTSYS_AN_038_PRM User Guide - 2. Installation and
Configuration @ https://brtsys.com/resources/ (under PanL Room Manager (PRM) >
Application Notes /Installation Guides / User Guides) for more details.

&

e Object ID - The Object ID is a unique ID of the service principal object associated with an
application. This value can be obtained from Azure Portal > Azure Active Directory > App
registrations > Locate the App > Overview.

o Directory (Tenant) ID - The Microsoft 365 tenant ID is a globally unique identifier that is
unique to each organization or domain. This value can be obtained from Azure Portal > Azure
Active Directory > Properties page > Tenant ID.

e Application (Client) ID - A Client ID is a unique identifier assigned to a client application
during the registration process with the authorization server or identity provider. This value
can be obtained from Azure Portal > Azure Active Directory > App Registrations > locate the
App > Client ID.

e PRM Client Secret Description — A brief description for Client Secret. This value can be
obtained from Azure Portal > Azure Active Directory > App Registrations > locate the App
> Certificates & Secrets.

e PRM Client Secret Value - Client Secret is a confidential value used for authentication
between a client application and an authorization server. It should be kept secure and saved
during the creation of the Client ID, as it will be hidden once the page reloads. This value
can be obtained from Azure Portal > Azure Active Directory > App Registrations > locate the
App > Certificates & Secrets.

Client Configuration

e Login Mode - Refers to the authentication mode for users to login - OpenID Connect (OIDC)
Authentication or PRM Authentication.
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e Redirect URL - Once the applications have been successfully authorized and granted an
authorization code or access token, Azure AD redirects the user to a page on PanL PRM.

o PRM Login Redirect URL: To set the Login Redirect URL, you need to copy and paste the
link to Azure Portal > Azure Active Directory > App Registrations > New registration >
Create a new App > Add a Redirect URI > Add a platform > Redirect URIs.

e Configure for OAuth 2.0 (Modern) ROPC authentication mode (optional).

Calendar And Client Configurations

Exchange Server/Microsoft 365 Configuration

impersanation

Authertication Method

Qawth 2.0 (Modem}, ROPC

Client Configuration

Login Mode

Input the following in the respective fields:

e Calendar Type
Refers to the Calendar Type - Exchange / Microsoft 365.

e Exchange Server URL / IP
Refers to the Exchange Server URL/IP address.

e Exchange Schema Version
Refers to the Microsoft Exchange Server Scheme version.

e Permission
Refers to the permission to be granted to user accounts.
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Authentication Method
OAuth 2.0 (Modern) ROPC - Refers to a standard protocol used for authentication and
authorization between different applications and services.

Username/Password - Refers to the Exchange/Microsoft 365 Server login credentials.

Directory (Tenant) ID - The Microsoft 365 tenant ID is a globally unique identifier that is
unique to each organization or domain. This value can be obtained from Azure Portal > Azure
Active Directory > Properties page > Tenant ID.

Application (Client) ID - A Client ID is a unique identifier assigned to a client application
during the registration process with the authorization server or identity provider. This value
can be obtained from Azure Portal > Azure Active Directory > App Registrations > locate the
App > Client ID.

Client Configuration

Login Mode - Refers to the authentication mode for users to login - OpenID Connect (OIDC)
Authentication or PRM Authentication.

Redirect URL - Once the applications have been successfully authorized and granted an
authorization code or access token, Azure AD redirects the user to a page on PanL PRM.

o PRM Login Redirect URL: To set the Login Redirect URL, you need to copy and paste the
link to Azure Portal > Azure Active Directory > App Registrations > New registration >
Create a new App > Add a Redirect URI > Add a platform > Redirect URIs.

Upon configuring for OAuth 2.0 (Modern) Client Credentials or OAuth 2.0 (Modern) ROPC (Resource
Owner Password Credentials), click on [Save] to store the changes, if any.

4.1.2.2 If connected to Exchange Server

Configure for Basic / NTLM authentication / NTLM Ignore Certificate Validation mode (Optional).

Calendar And Client Configurations

Exchange Server/Microsoft 365 Configuration

Product Page 11
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Input the following in the respective fields:

Calendar Type
Refers to the Calendar Type - Exchange / Microsoft 365.

Exchange Server URL / IP
Refers to the Exchange Server URL/IP address.

Exchange Schema Version
Refers to the Microsoft Exchange Server Scheme version.

Permission
Refers to the permission to be granted to user accounts.

Authentication Method
Basic - Refers to basic authentication for Exchange Server
NTLM (New Technology Lan Manager) - Refers to the server-based authentication.

Username / Password - Refers to the Exchange/Microsoft 365 Server login credentials.

Upon configuring for Basic / NTLM, click on [Save] to store the changes, if any.

Exchange Server / Microsoft 365 Test Connection

Upon updating the calendar server and PRM Server settings, click on [Test Connection] to verify
the connection between the Exchange/Microsoft 365 Server and PRM Server.
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4.2 Change Password
0 Note: The change password function is applicable only for superadmin account. i.e. if
\,3 the selected Login Mode = Open ID-Connect (0/DC) Authentication.
To change the default admin password -
S superadmen -ﬂ
- Click on S superadmin. Select Change Password. =
- Enter the following - Change Paszword
v" 0ld Password Log ot
v New Password
v" Confirm New Password
Change Password
Qid password
New password
Your password must include
& Atlesst] letier
@ A
L]
& Showld notreuse the password
Confirm new password
Upon entering the required information, click [Reset Password].
Product Page 13
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4.3 Forgot Password

Note: The “Forgot Password” function is applicable to only for superadmin account, if

3

\ the selected Login Mode = Open ID-Connect (0IDC) Authentication. On the other hand,
@

this function is applicable for all users, if the selected Login Mode = PRM
Authentication.

The Forgot Password function allows user to recover a forgotten password. To recover password -

- Click Forgot Password?

Login

- Enter superadmin (to reset password for superadmin) / Email address (to reset password for
user). Click [Send Instructions]. For superadmin, an email is sent to the registered email
address that has been configured in the “config.json” file. For user, an email is sent to the email
id mentioned in the email id field.

Forgot Password

Enter your Login ID

superadmin ]
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- Click the link in the email to access the password reset interface.

n Home Send / Receive Folder View PRM Help POM Q Tell me what yeu want to do

Imp-prm17

4 User-1@brichip.com Dear superadmin,

Inbax 3 Please diu change your password,

P imp-pdm11
i Panl Desk Manager Notification - User Group Update 5:56 pm
Sert tams Vour new User Grous  Defautt ser group <end> Note: your request expiras in 24 hours
Deleted Items 11 4 Tuesday Thanks & Best Regards,
Junk Email imp-pdm6
Outbos [1] Panl Desk Manager Notification - User Group Update Tue 4:07 pm Admin
Your new User Group Default user group <end>
RSS Feeds
Search Folders & Meniey
Microsoft Viva
- Your digest email Mon 830 am
4imp-prm17@mrbstest1.onmicrosoft.com Private to you <https:/go.micrasoft, com/Twiink/Tlinkid= 21042265
Inbox 135 ey
Drafts N
imp-prm17
Sent ltems 1o reply] Successtul activation of Ticensafs), Sun 435 pm
o UM System notice: PRA License activation Successtul activation o
Archive 4 Last Week
I Conversation Histary imp-pdm16
Tnk Bt Panl Desk Manager Nolification - User Group Update Tue 12/3
Your new User Group : Default user group <end=
Outbox
4 Two Weeks Ago
Quick Step Settings
imp-prm17
Search Fol
Sarch Foxdens 0 reply] Successhul activation of icense(s). 3108

) :‘1 | xlgnore e | [ ] L. ) L-' Bl Mesting | 3 Mavetar? 5} To Manager % ‘:| &) ==‘ B | i b Group

i =5 e v P =
T : ¥4 Clean Up~ s g t" " ‘-;' : "rd 3 Team Email v Done e Gk | e e £ Browse Groups

e New elete Archive | Reply Reply Forward B pjoce R R ove Rules sign Unrea eqarize Follow
Email tems~ | S lunk= B ¥ ER Ry Bl st neate Hew v v | Poliyv Resd v Upv Y Fiter Emay

New Delete | Respond Cuick Steps & Mare Tags Groups Find
; T > T ) i

4 Favorites Search Cumrent Mailbox £ | Current Mailkox - £ Reply (5Reply Al (5} Forward

Inbex 3

Al Unread ByDate v T A
Seettae e - I | [Ino-reply) You have initiated a password reset
Drafs 4 Today = :

imp-prm17

[no-reply] You have initiated a password reset 628 pm Dear superadmin,

- Enter the New Password and confirm. Click [Reset Password] to save the new password.

Reset Password

¢ Back o Login Page Enter new password

Your password must include:

Confirm new password

- A message indicating that the password has been updated is displayed. Click on the link to
access the PRM login interface.

Reset Password

ot
You changed & password suscesaiully

New Password
Updated

Your new password is updated successfully
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Logging In with NON-SUPERADMIN Account Credentials

- Open any supported browser and enter the URL, for example - https://web.prm.local. Click
[Sign in with Microsoft].

M  PanL Room Manager (PRM)
Login

Unlo »f convenience ant

y logging in'to our roor

BE sign in with Microsoft ‘

Login

- Enter the Microsoft User Id and click [Next]; Enter the password and click [Sign in].

B Microsoft BS Microsoft
Slgn in & imp-prm17@mrbstest1.onmicrosoft.com
imp-prm17@mrbstestl.onmicrosoft.com| Enter password

Can't access your account?

Forgot my password

- PanL Room Manager Management Console user interface is displayed. For the first time users,
the PRM Management Console Dashboard will be empty. A list of menu functions (based on the

user’s access privileges) is displayed on the left side panel. To enable or disable permissions
refer to User Groups Management.
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4.4 PRM Management Console Overview

The PRM Management Console menu is displayed on the left and can be extended by clicking on it
to display the sub menus. The following table provides an overview of the PRM Management Console

Menu/Submenu and their functions.

PRM Console

Dashboard

Resource Management

Uzer Management

REIDs

Device Mapging

Catering Management

s

Catering Sroups

Equipment Mznagement

System Log
&} Settings
anl Hub and Displey

Matificatons

About
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Menu Submenu Functionality
Resource Summary / Booking Summary / Utilization (Room;
Dashboard - Booking Density) / Leaderboard (Room; User) / Equipment &
Catering Utilization, Miscellaneous etc.
Country -> Add/ Edit / Delete / Search/ Sort Country Information
Building -> Add/ Edit / Delete / Search / Sort Building Information
Floor > Add/ Edit / Delete Floor Information / Search / Sort Floor
information
- Add/ Export Room Information/ Upload
Resource Room Room Image/ Associate / Un-Associate PanL
Displays to a room / Search/ Sort Room
Management Room Management information
Room -> Add / Edit / Delete / Search / Sort Room
Groups Group
s -> Add/ Edit / Delete Room Amenities / Search / Sort
Amenities " . :
Amenities related information
PanL Display PanL . . .
Management Displays > View a list of PanL Displays
Users - Add/ Export / Edit / Delete / Search / Sort User
Information
User
Management User Groups -> Add/ Edit / Delete / Search / Sort User Group
RFIDs -> Add / Export / Edit / Delete / Search / Sort RFID
Device . . . .
Mapping - -> View PanL Hub / Device Mapping details
Catering Items > Add/ Export / Edit / Delete / Search / Sort Catering Items
Management Catering Groups > Add / Edit / Delete / Search / Sort Catering Groups
Equipment Items - Add/ Export / Edit / Delete / Search / Sort Equipment
Management Equipment Groups - Add/ Edit / Delete / Search / Sort Equipment Groups
System Log - -> To view System Log for system analysis purpose
PanL Hub and > Set the rules related to PanL Hub and Display Settings;
Display Working Hours; Meeting Room Settings
-> Update Exchange Server / O365 Information, Test
Calendar and Exchange Server / O365 connection, Synchronize
Client Exchange Server / 0365 Schedule, Additional Exchange
Configuration and PRM Server Credentials
Notlflcatn?n an d To configure and synchronize PRM Notification Settings
Synchronization
Settings Email . ] .
Configuration > To manage Email Configurations
Simple Mail
Transfer Protocol > To configure SMTP Settings
(SMTP)
PRM Configuration | > To configure PRM Server Settings
Dashboard - To configure Dashboard Settings
License -> Generate Fingerprint / Activate License
PanL Firmware ) .
Firmware Upload > To upload firmware for PanL Displays
Management PanL Firmware . .
Upgrade -> To upgrade PanL Display Devices
Notifications > To set notifications
About - - To view version information of PRM Management Console

The forthcoming sections discuss each menu/submenu/function in detail.
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4.5 Dashboard

The dashboard displays insightful statistical information at a weekly, monthly, or yearly basis from
processing various room booking and user data. Through observing the statistics, management can
plan and restructure room and meeting policies to improve room utilization. The dashboard view
varies depending on the permission given to the respective user group. If a particular user group is
not configured, then members of that user group will see a blank dashboard upon logging into PRM
Management Console. Refer to Dashboard Settings for more details.

To view the dashboard -

- Click on the Dashboard menu.

= PRM Console s superadmin 2

(5 Dashboard
Overview

Resource Management

i Resource Summary
User Management
- Device Mapping
Countries 1 Buildings i Floors 1
Catering Management

Equipment Management

System Log Rooms Users Devices Catering Equipment
1971 ¢ 2 o 0 0
2 1969 2 L] ] o o i} 0 0 ]

Settings

Resource Summary

Dashboard’s Resource Summary section provides a summary of resources - Total Number of
Countries; Buildings; Floors; Rooms (Active / Inactive); Users (Active / Inactive); Devices (Active /
Inactive); Catering Items (Active / Inactive); Equipment (Active /Inactive).

Filters

Users can filter Dashboard data based on Countries; Buildings; Floors & Rooms. Alternately, users
can filter data based on Date Range. Upon selecting the required filter criteria and clicking [APPLY],
the dashboard data is populated based on the applied filter criteria.

Booking Summary

This section provides pictorial representation (doughnut chart) of information about the Booking
Summary - Booking Details / Booking Type / Booking Duration.

Utilization

The Utilization section provides statistics along with the pictorial / graphical representation related
to Room Utilization, Recaptured Time, Booking Density. This section also provides a
comparison of Room Utilization VS Room Capacity, User Occupancy VS Room Capacity.

Leaderboard

The Leaderboard section provides information pertaining to Room Leaderboard (Most Used
Rooms / Least Used Rooms) and User Leaderboard (Most Active Users / Top Ghost Users).

Equipment and Catering

This section provides a comparison of Catering Items VS User Groups and Equipment Items
VS User Groups.
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Miscellaneous

The Miscellaneous section provides pictorial representation of information pertaining to Booking
Sources (Outlook Add-in / On-Spot) and Number of Attendees in the meeting (Outlook Add-in).
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4.6 Resource Management

4.6.1 Country Management

Through the Country Management interface, admin users can add, edit, delete, and search countries
within their organization in which the room resides. Multiple countries can be configured for

organizations which have multi-site offices.

Add Country

- Click on the Resource Management > Country menu; Click [Add] and enter the Country

name¥*, click v to save.

= PRM Console

Dashboard

Country Management
335 Resource Management

sl No.

Country

Country

S superadmin gg

Actions

I Vietnam

.. User Management

= Device Mapping

1Y _catering Management

singapore

Htems perpage 20 v

- The newly added country is displayed on the table and an appropriate message is displayed.

Country Management

Sl No.

Country

Country

Singapore

Actions

ltems per page 20 v
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Edit Country

- From the table, click Edit for the country that needs to be updated. The search country
function can be used by providing the search parameters in the Search box to filter based on
Country.

Country Management

Search Box o

SL No. / Couintry Actions
Country

1 Singapore

2 I Vietnam I

ltems per page 20 W

> Edit the Country details as required and click v to save the updated information.

Country Management

SL No. Country Actions
Country

1 Singapore

2 I Malaysia |

Items per page 20 v

- The updated country is displayed on the table and an appropriate message is displayed.

Country Management

Sk No. Country . Actions

Country

!

2 Singapore
Items per page 20 w
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Delete Country

To delete country -

- From the table, click on Delete for the country which needs to be deleted. The search country
function can be used by providing the search parameters in the Search box to filter based on

Country.

Country Management

5L No. Country a Actions

Country

1 Malaysia D

2 Singapore

ltems perpage 20 v

- A confirmation dialog box is displayed. Click [Delete] button to delete the country or [Not
Now] to cancel the delete operation.

Delete Country

Are you sure you want to delete this country ?

- Upon clicking [Delete] button, the country details are deleted from the table and an appropriate
message is displayed.

5L No. Country . Actions

Country

] Singapore

ltems perpage 20 v

A Upon deletion, the data is permanently removed and will no longer available.
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4.6.

2 Building Management

In the Building Management interface, admin users can create, edit, delete, and search buildings
within their organization in which the room resides. Organizations with multi-site offices can
configure multiple buildings at different locations or countries.

Add Building

- Click on the Resource Management > Buildings menu; Click [Add].

PRM Console

Dashboard

Building Management

382 Resource Management

sk No. Catintry

Country

User Management 1 Singapore

= Device Mapping

Ruildling

Building

Tai Seng Exchange

§  superadmin

I
q

[

Actions

ltems per page 20 v

- Enter the following information in the Add New Building interface.

Add New Building

Name

Country

Inactive To

Address

Card Type

Select a Card Type

Time Zone

UTC +08:00

Status

Active

Frequency

Select Frequency

- Building Name

- Time Zone

- Country

- Building Status - Active / Inactive
Duration until which the building will be inactive (This field will be displayed and applicable

only if the Inactive status is selected)

- Building Address
RFID Card Type & Frequency (Refer to the Table 1 for details)
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Room and Equipment Attributes
Operating Hours
Start Time 08:00 AM
End Time 05:00 PM

| Monday [El Tuesday | Wednesday | Thursday | Friday | saturday [ | Sunday
MNon Operating Days
Discard Changes

v Note: If a building is made inactive, then all the floors/rooms under that building will

N be made inactive.

- Building’s operating hours Start Time and End Time

- Click [Add] to add the Non-Operating Days.
(The Panel Display devices will turn on/off based on these settings. The display will turn off after 15
minutes from end time by default if no bookings are made after). Operating hours are used for
statistics. Bookings are allowed within operating hours.

Upon providing the necessary information, click [Save]. The newly added building information is

added to the table.

Building Management

SL No. Country
Country

Singapare

2 Singapore

Building
Building

Tai Seng Exchange

Solaris Building

Actions

ltems per page 20 ~

Card Type Frequency Type Frequency
Mifare Desfire EV2 4k High 13.56MHz
Mifare class 1k High 13.56MHz
TK4100 Low 125KHz
EM4100 Low 125KHz
Mifare Ultralight High 13.56MHz
EM4200 + Mifare Class Dual 125KHz - 13.56MHz
HID Proximity Low 125KHz
HID iclass+Proximity Dual 125KHz - 13.56MHz

Table 1 - RFID Card & Frequency
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Edit Building

Editing building information is similar to editing country information. Please refer to the steps given
under Country Management > Edit Country.

Delete Building

Deleting building information is similar to deleting country information. Please refer to the steps
given under Country Management > Delete Country.

4.6.3 Floor Management

In the Floor Management interface, admin users can add, edit, delete, and search for floors within a
building.

Add Floor

- Click on the Resource Management > Floor menu; Click [Add].

= PRM Console S superadmin L,

Dashboard

Floor Management
235 Resource Management

SL No. Building Floar Active Status. Availability Date Actions
gemer Building Show All  ~ Availability |
User Management Solaris Building #03-02 (
Users 1 Tai Seng Exchange #0301 q

Items per page 20 v

- Input the following information -
- Building name (from the drop-down box)
- Floor#
- Floor Status - Active / Inactive
- Available Date (This field will be displayed and applicable only if the Inactive status is
selected)

Upon providing the necessary information, click V. The newly added floor information is added
to the table.

Floor Management

SL Mo Building Floor Active Status Availability Date Actions
Building Floor Show Al ~ Availability |
1 Solaris Building #03-02 q
2 Tal Seng Exchange #0301 q

Iltems per page 20 W
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Edit Floor

Editing floor information is similar to editing country information. Please refer to the steps given
under Country Management > Edit Country

Delete Floor

Deleting floor information is similar to deleting country information. Please refer to the steps given
under Country Management > Delete Country.
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4.6.4 Room Management

Rooms

Through the Room Management interface, admin users can create,

edit, delete, and search meeting rooms.

Add Rooms

- Click on the Resource Management > Room Management
> Room menu. A list of meeting rooms (if any) will be

displayed.

goa
aga

i Resource Management

PRM Console

Dashboard

Country

PanL Display Management

anL Display M

Search the Email Address* associated with the room to configure the attributes. The rooms
created in the calendar server should be reflected if synchronization is done. If email address is
not found, refer to Notification Settings and ensure that the sync with the Exchange
Server/Office365 timer job is enabled and set it to synchronize as required.

- Alternatively, admin user can click [Add] to manually enter a room email address that was
created in the calendar server.

Note: The room information is stored in the PRM database. Upon synchronizing with
N the Calendar Server, the data in the PRM database will be overwritten.

@

- Assign a Room Name*.

- Enter the Room Capacity.
> Click on V to save the room information.

Room Management

0\ Total Rooms
¥ s

sl
No.

Email Address

Email Address

foom-prmo@mrbstestl.onmicrosc

Raom Group

Room Gro

Room Gro

2 roompm7@mrbstest] com

. Active Room
| Licenses

3/100

Namne

lame

reom-pr

room-prmé

room-prm7

room-prmg

Capacity  Country  Building

Rooms not

2 synchronized with
2 Ews

Floor Location

Rooms

PanL
Displays

Picture

unassociated from
PanL Displays

EIEES

Avaitable Date Actions

1

Status

Show All  ~

A A A A

ltems per page 20 v
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- Upon saving the room information successfully, the newly added room is displayed on the
table. The new room is assigned to “"DefaultRooms” Room Group. The country, building and
floor columns are empty. Room(s) can be assigned to a specific room group, country,
building, and floor using the Room Groups interface.

Room Management

Total Rooms
4

st

Email Address.
MNo.

Email Addrese

1 room-prm6@mrbstest1 onmicrosoft.com

2 room-prm7@mrbstest].onmicrosoft com

3 room-prmB@mrbstest] onmicrosoft com

4 room-prmo@mrbstest] onmicrosoft.com

Room Group

Room Gro

DefauitRooms

DefauitRooms

DefaultRooms

DefauitRooms

Active Room Rooms not
Licenses synchronized with
100 EWS
47700
4/0
Name  Capacity Country Building  Floor Location
Name Capac | Count | Buildii | Floor iseatinn

room-prmé 0
room-prm7 0
room-prm8 0
room-prm3 5

Rooms
unassociated from
PanL Displays

4/4
Picture m::{‘;vs Status
Show All
«
«
«
«

) e |

Available Date Actions

able Date

ltems perpage 20 v

Click on Associate/Unassociate PanL Displays icon

. Refer to the section Associate PanL

Displays to Room/Unassociate PanL Displays from Meeting Rooms for details.

- Set the meeting room Status to Active or Inactive using the toggle button.

If the meeting room status is set to Inactive, then select an Available Date (the date from
which the meeting room will be active).
> Click on V to save the room information.

Upload Meeting Room Image

- Upon saving the meeting room information, upload a picture of the meeting room by clicking

on attach icon

Room Management

Product Page
Document Feedback

e o Rooms not 4. Rooms
Total Rooms Irs RS ooy synchronized with o unassociated from
| & Bt <& T EZEESD
:‘u Email Address RoomGroup ~ Mame  Copacity Country Buldng  Floor Location Picture Domﬁ Status Available Date Actions
m-prm7@mrb microsoftcom  DefaultRooms m-prm7 q
oom-prm3@mibstest! onmicrosoftcom  Defauk — q
Remsperpage 20 v
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- Choose the meeting room image file and click

[Upload].

View Meeting Room Image

Upload Image

Room image:

[ Choose File | meeting room 1.png

o

- Upon successfully uploading the file, an appropriate message is displayed. The uploaded

image can be viewed by clicking on the attach icon

g .

Room Management

@ Total Rooms

st p
Emait Address

No.

room-prmé@mrbstest] onmicrosoft.com

ro0m-prm7 @mmibstest onmicrosoft.com

Toom-prmBgemvbstest onmicrosoft com

4 room-prma@mibstest onmicrosoft com

Room Group

DefauitRooms
DefaultRooms
DefauitRooms

DefauitRooms

Active R Rooms not Rooms
et synchronized with unassociated from
3 EWS PanL Displays
“ L o]

Name  Capacity Country Bulding  Floor

foom-prmé (4
room-prm7 o
room-prm8 0
room-prm9

Panl
Locati Picture
ion 3

==

Status. Available Date Actions

Show All

A A A

Remove Meeting Room Image

Room Details

100m:prmé (room-prmédmebstest onmicrosoft com)

- The meeting room image can be deleted by clicking on the Remove icon X,

SL
No. Email Address.

Room Group

Name  Capacty Country Bulding  Floor

foom-prmé o

location Pt PO

sl

Status Available Date Actions

Show All
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Associate Panl Displays to Meeting Room

Note: Ensure that the Room is assigned to a country, building and floor before

“  room.

To associate a single or multiple PanL displays to a meeting room -

associating PanL Displays to Room. The Room Groups interface can be used to assign

— From the table, click on Associate/Unassociate PanL Displays icon

Room Management

Total Rooms

= Email Address

No
Email Address
room-prme@mrbstest] onmicrosoft com

2 roomprm7@mrbstestl.onmicrosoft.com

room-prm&@mrbstest]_onmicrosaft.com

foom-prmo@mrbstesti onmicrosoft com

Active Room Rooms not 2T Rooms

Licenses synchronized with it unassociated from

it EWS \ PanL Displays

" i’ gk m.

Room Group Name  Copacity Country Building  Floor Location Picture Di:;:‘:vs Status Available Date Actions
Room G Narme Capac Buildi | Floor | Location Show Al v Available Date
beteutiooms  roompms 0 «
DefauftRooms  room-prm?7 0 [ ¢
DefaultRooms  room-prms 0 q
petoicams: | monpme |5 Q

ltemsperpage 20 v

- The un-associated PanL Displays are displayed (if any). Select any PanL Display to be associated
with the meeting room by clicking the checkbox and click [Save].

Associate/Unassociate PanL Displays

Select

Name
ScanliD-1

- The PanL Display ID associated to a meeting room is indicated on the table. For example, if PanL

Display Name or ID

is "1”, then 1 is displayed.

Room Management
pr- - Active Room Al Rooms not N Rooms
[ Total Rooms ticerisas il | synchronized with unassociated from
I a n i EWS ol PanL Displays
)
v 40 i m.m
'fln’ Email Address Room Group Name  Capacty Country Building  Floor Location Picture D:;:‘:ys Status Available Date Actions
Email Address Room Gro Narme Capac Buildi Fl Location Show All Available Date
room-prmé@ 1 ft.com room-prmé 0 (
2 room-prm7@mrbstest] onmicrosoft.com  DefaultRooms  room-prm7. 0 (
3 prm8@mrbstest] ft.com room-prm8 (] (
1 1 ft.com room-prmg 5 O (
ltems per page | 20 v
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Un-associate PanlL Displays from Meeting Room
To un-associate PanL Displays from meeting rooms -

— From the table, click on Associate/Unassociate PanL Displays icon

Room Management
Active R Rooms not Rooms
Total Rooms UC;‘;ES““'“ synchronized with unassociated from
2 2 EWS PanL Displays
1] o
rf.l: Ermail Address . RoomGroup MName Capacity Country  Building  Floor Location Picture DlZ;:‘al:/s Status Available Date Actions
Email Address Room Groi | Name Capac | Count  Buildii | Floor | Location Show Al v Available Date
@ 1.onmicrosoftcom Dy room-prmé: 0 - - (
2 room-prm7@mrbstest.onmicrosoftcom  DefauitRooms  room-prm7 0 q
3 1onmicrosoftcom D room-prmg 0 - - - [ ¢
4 room-prmd@mrbstestl_onmicrosoftcom  DefauitRooms  room-prm3 5 - = o O q
ltems perpage 20

- The list of associated PanL Displays (if any) is displayed. Un-associate the PanL Displays by
deselecting the checkbox and click [Save].

Associate/Unassociate PanL Displays X
Name Select
PD7011DEQ7051000351 (]

- The PanL Display Name or ID will be removed as shown below.

Room Management

Total Rooms
4

— p Rooms not Rooms
Lic;v’":esoom synchronized with unassociated from
w7900 EWS PanL Displays
BB

:ﬂL Email Address . RoomGroup Name Capacity Country Building  Floor Location Picture DlZ;"LaLvs Status Available Date Actions
Email Address Room Grol Name Capac Count Buildir Floor Location Show All  ~ Available Date
1 1.onmicrosoftcom D foom-prmé 0 - - - q
2 room-prm7 @ nmicrosoft com D room-prm7 0 (
3 room-prmB@mibstest] onmicrosoftcom  DefaultRooms  room-prm8. o 2 = = (
4 T.onmicrosoftcam D room-prmg 5 q

ftemsperpage 20 w

Edit Room

Editing room information is similar to editing country information. Please refer to the steps given
under Country Management > Edit Country.
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Delete Room

Deleting room information is similar to deleting country information. Please refer to the steps given
under Country Management > Delete Country.

Export Room Configuration to a CSV File

To export all the room configuration to a .csv file for reporting or future configuration purposes -

- Click [Export].

Room Management

Rooms not
synchronized with
EWS

4/0

Rooms
unassociated from

PanL Displays m

Active Room
Licenses
4/100

Total Rooms
4

- “Rooms.csv” file can be opened or stored.

H - s rooms.csv - Excel A prm-adminl |- = = o X
Home Insert  Pagelayout Formulas Data  Review View Help Q@ Tellme {Fm}
AD X ‘A = FZ Conditional Formatting v |El ‘ s ‘
By | — — —— | [ Format as Table ~ = e
paste = Font | Alignment | Number | & 'Ot iEne Cell: | Editing | Adel-ins
- ¥ - - [ Cell Styles ~ o o
Clipboard 5 Styles Add-ins A
AL b fx || address ¥
A B c D E [«
1 [address lroomName location capacity groupName ||
2 p 1 .com p 5 Defaultkooms
1 m p 0 DefaultRooms
4| p 1.onmi .com prm? 0 DefaultRooms
5 1 m p 0 DefaultRooms |[--
rooms ® [ 1 B

Sample Rooms.csv file
Import Room Configuration from a CSV File

To import room configurations in bulk -

> Click on EZIEN drop down control and select [IMPORT]. Click Download link to download an
import sample template or click [Choose File] and select the .csv file to upload.

Import Rooms

Sample Template

Upload CsV [ Choose File frooms.csv

- Upon selecting the file, the upload function button is enabled. Click [Upload].
- The preview of the uploaded data is displayed in the table.

Preview

Active Room Licenses
100

Delete All Invalid Data (4)

No. Room Name: Email Address Location Capacity Group Name Status Active Status Actions

room-pime 5 DefaultRooms
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- If any invalid rows found, click on the ! icon to see the reason for the invalid rows and try to fix

it. Alternatively, if it cannot be fixed, delete them before saving. Click [Save].

Preview

Active Room Licenses
4/100

No. Room Name Email Address Location Capacity Group Name Status Active Status

1 room-prm9@mrbstest1, onmicrosoft.com room-prmo 5 DefaultRooms o (

&=

Actions

- A confirmation window is displayed. Click [Yes] to save the room information or [No] to discard

the changes.

Save Rooms

Are you sure you want to save rooms ?

= -

- Upon saving, an appropriate message is displayed. To view the rooms, click on the link "Click

here to View rooms”.

Import Rooms

Sample Template Download
Upload CSV [ Choose File | Nofile chosen
Back
1 room(s) out of 1 are successfully saved Click here to View rooms. >

- The room management interface is displayed with the updated room list.

Room Management

Actions

il Rooms not synchronized A rooms unassociated
Tatal Rooms (== .
£
; i EWS QI  fomPenl oispeys
Bk Email Address Room Groiy Name Copacty  Coumtry  Build Floae Location Mot POk Status Avalable Date
i~ v pacity v g . i w
1 i
” " - ’ . «
i . «
; — . «
3 om-prms 5 [ ¢

Items per page | 20
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Room Groups

Through the Room Groups interface, admin users can create, edit,
delete, and search room groups.

To add Room Groups -

= PRM Console

Dashboard

338 Resource Management

->

Click on the Resource Management > Room Management >
Room Groups menu. A list of room groups (if any) will be
displayed. Click [Add] to add a nhew room group.

Room Groups

St No. Group Name

Group Name

2 IT Group

Rooms

1 DefaultRooms 1967

Room Management

Country Building Floor Actions

Country Building

Siganore Tai Semg:xchang

#0301

ltems perpage 20 v

The Create Room Group interface is displayed. Input the following — Group Name; Country,; Building

and Floor. Click [Add rooms].

Create Room Group

Group Name

Room Group 2

Country

singapore

Building

Tai Seng Exchange

Floor

#03-01

Rooms in this group

POLICIES AME

Allow Booking
When enabled, rooms in this group are available for
bookings

- Select the room. Users may also search for a particular room using the Filter box. Click [OK].

Select Rooms

Seect Emal address

B @ @

a
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- The selected room is added.

Room Group 2

Country

Singapore

Buildin

Tai Seng Exchange

#03-01

room-prmé3@mrbstest1.onmicrosoft.com

room-prm718@mrbstest1.onmicrosoft. com

room-prmé615@

room-prm978(

Assign the relevant Room Booking Policies and Amenities to the room group. Click [Save].

Booking

Room Booking Policies
Room ; .
Booking When enabled L When disabled Default State
. Rooms in this group are available | Rooms in this group are NOT .
Allow Booking for bookings. available for bookings. Disabled
Min. & Max. Can set the minimum & Cannot set the minimum & .
Hours per . . . . . . Disabled
. maximum duration per booking maximum duration per booking
Booking
On-spot booking is allowed for
this group
On-Spot Can select/de—select the Only on- This room group cannot '
Booking spot booking checkbox. If the perform on-spot booking Disabled
checkbox is selected, then only
on-spot bookings are allowed for
this room group
Allow to End . . Bookings are restricted on the
This room group is allowed to . . .
& Extend a . display panel for this room Disabled
. end and extend the booking
Booking group
Other Room This room group is a.IIowe.d to This room group is NOT .
. book other room using this allowed to book other room Disabled
Booking , . . . , .
room’s PanL Display using this room’s PanL Display
This room group cannot do
Same day This room group is allowed to do | same day booking but can-do Disabled
Booking same day bookings Advanced Booking OR Window
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Advanced
Booking

The room group must book in
advance no less than “X” hours

The room group cannot do
advance booking but can-do
Same day Booking OR Window
Booking

Disabled

Window
Booking

This room group can set a

window rule in which bookings

can be done by setting values for

the following fields —

e Cannot book in advance no
less than “X” Hours

e Advance bookings are not
allowed to be made beyond
“Y” hours

Room group is NOT allowed to
set a window rule for bookings

Disabled

This room group is allowed to
make recurrent bookings;

Recurrence
Booking

Room group can select/de-select
the Cancel booking series if
unclaimed checkbox. If selected,
members can define the number
of times.

Room group is NOT allowed to
make recurrent bookings

Disabled

Claim Booking

Users must claim rooms to
confirm booking. Unclaimed
rooms will be released. The
Claim Window Start Time Offset
& End Time Offset can be set.
Claim functionality will be
ignored for the duration
configured in the “Claim Ignore
Duration” field.

Claim booking option will not
be available.

Disabled

Table 2 - Room Booking Policies

- The newly added room group is displayed on the table.

Room Groups

SL Nao.

Group Name Rooms

oup Name F Country

DefauitRooms 1964
1T Group 0

Room Group 2 4

Country

Singapere

Singapore

Building Floor

Tai Seng Exchange #03-01

Tai Seng Exchange #0301

Items per page

Actions

20 v
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4.6.5 Amenities Management
Through the Amenities Management interface, admin users can add, edit, and delete amenities.
Add Amenities

- Click on the Resource Management > Amenities menu; Click [Add].

= PRM Console s supersamin [0

Dashboard

Room Amenities
322 Resource Management

5L No. Amenities Actions

Amenities

User Management 1 Television

Items per page 20 v

Adding amenities information is like adding country information. Please refer to the steps given
under Country Management > Edit Country.

Edit Amenities

Editing amenities information is like editing country information. Please refer to the steps given
under Country Management > Edit Country.

Delete Amenities

Deleting amenities information is similar to deleting country information. Please refer to the steps
given under Country Management > Delete Country.
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4.6.6 PanL Display Management
PanL Displays

View PanlL Displays

To view the information of the PanL Displays connected to the PanLHub(s) in the PRM network -

- Click on the Resource Management > PanlL Display Management > PanL Displays menu.

= PRM Console

Dashboard

3% Resource Management

PanlL Display Management

ﬂ Panl Displays

- The details of the PanL Displays (Name, UUID, Display Type and Associated Room, if any) are
displayed. If a PanL Display is associated to a room, the email address of the room is displayed.

PanL Displays

SL No. Name uuiD Room Actions
Name uuio
1 ScaniD-1 PD7011DE0D7051900351 Assign Room

Iltems per page 20 ~

Associate PanL Display to a Meeting Room

To associate PanL Display to a room -

PanL Displays

5L No. Name . uuio Room Actions
Narme uuID

1 ScaniD-1 PD7011DEO7051900351 Assign Room

ltems per page | 20 v

Click on the link Assign Room. The Room Management interface is displayed. Refer to Associate
PanL Displays to Meeting Room for more details.
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Un-associate PanlL Display from the room

To un-associate PanL Display from the room -

- From the table, click Unassociate icon for the PanL Display which needs to be un-associated.

The search function can be used by providing the search parameters in the Search box to filter
the PanL Displays based on the PanL Display Name, UUID, PanL Display Type or Room.

PanL Displays

Search box

SL No. Hame / uuio Room Actions
1 PD7011DE07051900357 PD7011DE07051900351 Foom-prma D

ltems per page 20 ~

- A confirmation dialog box is displayed. Click [Yes] to delete or [No] to cancel the delete
operation.

Unassociate PanL Display

Are you sure you want to unassociate this PanL Display?

-

Upon clicking [Yes], the information related to un-associated PanL Display devices will no longer
be displayed on the table.
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4.7 User Management

Through the User Management interface, admin users can add, edit, delete, and search users within

their organization.
4.7.1 Managing Users

Add User

To add user information -

- Click on the User Management > Users menu.

To add new user, click [Add].

= PRM Console

User Management

PSP otal users
28

L

i iJ} Unassigned RF1os

=

[memees ovoncom

userpnd

o O

Assign a user’s Name.

o

Enter the user’'s Email Address that is already created in the calendar server.

By default, users are assigned to DefaultUsers User Group. Later, if required, users can be

re-assigned to a different User Group using the User Groups interface.
o Assign a 6-character Passcode (containing only hexadecimal A-F, 0-9) for PanL Display user

authentication

o Associate RFID code for PanL Display user authentication via RFID card. Refer to RFID.

O O

Outlook Add-In password

o Click on V to save the newly added user information.

Set the user’s status to Active or Inactive using the toggle button.
Reset Password function sends an email to the user which contains user passcode and PRM

- The newly added user details are displayed on the table.
User Management
Total Users & Active User Licenses & Unassigned RFIDS
' o ' ==
st Email Name User Group Passcode RFID Status P;;zsf;r o Actions
Show All
1 user-pr7 @ribstest] onmicrosoft com userpm7 T & Networking 123457 8349345329349743 q
user-prm@@mibstest].onmicroscft.com user-prma DefauliUsers 123458 (
user-prmo@mibstest onmicrosaft com userpma DefaultUsers 123436 8394432349934999 K
ltemsperpage 20 w
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Reset Password (*Applicable only if the Login Mode is “PRM Authentication”)

The reset password function is available for only users logged in with Login Mode as “PRM
Authentication”. The login mode is set via Settings > Calendar and Client interface - Login Mode
drop-down control field under Client Configuration.

From the table, click on Reset Password icon

User Management

|  Total Users ‘J ) Active User Licenses Unassigned RFIDS
3 iy 37100 1/3

& > £am

3 Email Name User Group Passcode RFID Status Heser Actions
Password

Show AL~
1 user-prm7@mibistest] onmicrosoft.com user-pm7 T & Newworking 123457 8249349329349743 q
Userprma@mrbstzst] onmicrossft com userpma Defaultsers 123458 Q
user-prm9@mibstest onmicrosoft com user-prmd DefaultUsers 123458 8394432349934999 ﬁ D

ltems per page 20

A confirmation dialog box is displayed. Click [Yes] to reset the password or [No] to cancel the
operation.

Request Password Reset

Are you sure you want to request a password reset?

= -

Upon password reset, users will receive the new PRM Outlook Add-In Password and PanL Room
Display Passcode in an email (as shown in the below picture) using which they can login. Users
must ensure that the password is changed using the PRM Management Console’s Change
Password function.

[no reply] Hello user-prm9@mrbstest1.onmicrosoft.com! Welcome to the PanL Room Manager (PRM)

. €3 Reply | % ReplyAll | —> Forward
imp-prm17 JITERY | SRRY
To user-prm% Thu 11/4/2024 11:02 am

Welcome to PanL Room Manager (PRM) where Meeting Room Bookings are made simple!
Please find your password and passcode below:
PRM Outlook Add-In Password: FW4kBEHMXF

Panl Room Display Passcode: 123456

For mere information, please contact your admin: AdminDev

Thanks & Best Regards,

Admin
. Note: For PRM users logged in with Microsoft account (i.e. Login Mode = 0/DC
L Authentication), the reset password icon / function is not displayed. The Microsoft
@ account users can reset their password by following the Reset forgotten password
procedure.
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Edit User Information

Editing user information is similar to editing country information. Please refer to the steps given
under Country Management > Edit Country

Delete User Information

Deleting user information is similar to deleting country information. Please refer to the steps given
under Country Management > Delete Country.

Export User Details to a CSV File

To export all the user details to a .csv file for reporting or future configuration purposes, click
[Export]. The steps for exporting user details are same as that of Export Room Configurations to a
CSV File.

Import User Details from a CSV File

To import user configuration in bulk, click [ wa | -] drop down control and select [IMPORT]. The
steps for importing user details are same as that of Import Room Configurations from a CSV File.
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4.7.2 User Groups Management

Through the User Groups interface, admin users can create user groups, add users to user groups,
assign permissions and policies to user groups, edit, and delete user groups.

Add User Group

To add user group -

- Click on the User Management > User Groups menu. A list of user groups (if any) is displayed
on the table. Click [Add].

= PRM Console s superadmin (@

Dashboard
User Groups
i Resource Management

% User Management

5L No. Group Name Members. Actions.
= Device Mapping Graup Name
/9 Catering Management Admin 0
%) Equipment Management 2 Defaulilisers 3
- System Log 3 SuperAdmin 1
Settings ltems perpage | 20 ~

¥) Firmware Management

- The Create User Group interface is displayed. Enter the Group Name. Click [Add User].

Create User Group

Group Name PERMISSIONS POLIC

IT

i ’ Organization management
Jsers in this group
A Allow members to manage Country, Building and Floors

- Select the users. A particular user may be searched using the Search box. Click [OK].

Select Users

Select Email address Current Group
Email address Current Group
user-prm3@mrbstesil.onmicro
8 RImM=@ DefaultUgers
soft.com

user-prmB@mrbstest] onmicro ;
n B & DefaultUsers
soft.com
— -prm 1 i :
i user-prm7 @mrbstest].onmicro Defaultisers
= soft.com
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- The selected user(s) are added. Assign the relevant Permissions and Policies to the user group.

Click [Save].

Create User Group

PERMISSIONS

Organization management

Roem management

Reom group access

Equipment management

Equipment

roup access

User Group Permissions

User .Gr?uP When enabled (\ When disabled Default State
Permissions -

o Members are allowed to Members are NOT allowed to
Organization . - . .
Management | M2nage the Countries, Buildings | manage the Countries, Disabled

& & Floors Buildings & Floors
User Members are allowed to Members are NOT allowed to Disabled
Management | manage Users & User Groups manage Users & User Groups
Room Members are allowed to Members are NOT allowed to .

manage Rooms & Room Disabled
Management | manage Room & Room Groups
Groups
Members of this group can
access the rooms of the added
R G Memb f thi d t
AZ:::s roup room group. Click [ADD ROOM haE\!/r:aicr(sesZ to Iasngr(:gsm; no Disabled
GROUP] and select the room v
group.
Equipment Members arg aIIowe<':I to Members are NOT allowed to .
Management | M2nage equipment (i.e., Add / manage equioment Disabled
g Edit/ Delete Equipment) ge equip
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Members of this group can
Equipment access the equipment of the Members of this group do not .
. ) . Disabled
Group Access | added equipment group. Click have access to any equipment
[ADD BUILDING].
Memb I dt
Catering embers are 'a °‘f”e © Members are NOT allowed to .
Management | M2nage catering (i.e., Add / manage caterin Disabled
& Edit/ Delete Catering) & &
. Members of thls. grgup can Members of this group do not
Catering access the catering items of the . .
. . have access to any catering Disabled
Group Access | added catering group. Click items
[ADD BUILDING].
Systt:-zm Members are allowed to Members are NOT allowed to .
Settings manage System Configuration manage System Configuration Disabled
Management ge >y & ge >y &

Table 3 - User Group Permissions

User Group Policies

Room usage quota

Add room usage guata fo

[ oaily L

Bypass resource policies

Allw members 1 bypass paficies

POLICIES
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User G .
Ser. T°“'° When enabled When disabled Default State
Policies
Room usage Can limit user room booking Cannot limit user room .
. . Disabled
guota hours by daily, weekly, monthly | booking hours
Equipment Can limit user equipment Cannot limit user equipment
quip booking hours by daily, weekly, . quip Disabled
usage quota booking hours
monthly
Elzzl:lsng Can set user booking hours Cannot set user booking hours | Disabled
Bypass Members are allowed to bypass | Members are NOT allowed to
resource room booking and user group bypass room booking and user | Disabled
policies policies group policies

Table 4 — User Group Policies
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4.7.3 RFID Management
Through the RFID interface, admin users can add and associate RFID cards to users.
Add RFID

To add RFID -

- Click on the User Management > RFIDs menu. A list of RFID numbers (if any), associated
with the users will be displayed on the table.

= PRM Console

Dashboard
RFID Management

¢ Resource Management

9 User Management

5L to. RFID User Emil Address Actions

. Device Mapping

Catering Management
6349349329349743

%) Equipment Management

1 £349349349322349

System Log
ftems perpage 20 ~

Settings

- Click [Add] and input the following information -

o Enter the RFID Number. [RFID number should contain a maximum of 16 character consisting
of digits (0-9) and alphabets (a-f)]

o Assign User Email Address. More than 1 RFID Card can be assigned to a user.

o Click on to save the newly added RFID information.

- The newly created RFID details will be displayed on the table. An appropriate message indicating
the successful addition of user is displayed.

RFID Management

SL No. RFID User Email Address. Actions

1 £8349349329349743 user prm7@mrbstest!.onmicrosoft.com

2 8349340340322349 user-prmI@mirbstest].onmicrosoft.com

ltemsperpage 20 v

Edit RFID Information

Editing RFID information is similar to editing country information. Please refer to the steps given
under Country Management > Edit Country

Delete RFID Information

Deleting RFID information is similar to deleting country information. Please refer to the steps given
under Country Management > Delete Country.
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Export RFIDs to a CSV File

To export all the RFIDs to a .csv file for reporting or future configuration purposes, click [Export].
The steps for exporting RFID are same as that of Export Room Configurations to a CSV File.

Import RFIDs from a CSV File

To import RFID configurations in bulk, click [ o0 | - ] drop down control and select [IMPORT]. The
steps for importing RFID are same as that of Import Room Configurations from a CSV File.
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4.8 Device Mapping

The Device Mapping interface provides an analogue display of the entire PRM system between the
PRM Server, PanLHub(s) and PanL Display(s). Admin users can also view linkage status and execute

various functions.

4.8.1 View Device mapping

To view device mapping -

- Click on the Device Mapping menu.

PRM Console
Dashboard
Resource Management

User Management

Device Mapping

- Equipment Management

+) Firmware Management

Catering Management

System Log

Settings

Notifications

- The device map tree is displayed. The PRM Server is at node level 1. The PanLHubs are displayed
at node level 2. PanL Displays are at node level 3 and RFID Readers are displayed at node level

4.

Device Mapping

NODE 1

Lastupdated at 1004.02AM &

A list of PanLHub(s) which falls within the same network as the PRM Server are displayed on the
table. Click on ¥ to view the list of PanL Displays which are connected to the PanL Hub (if any).

PanLHub

PanLHub Type Name
¥ PanLHubg0 hub80000009171900001.prm.local

Not-Working Devices List

SL No. Device Type Name
1 PD100 PD10000107082200001

uuip IP Address Action
PHB80000009171900001 192.168.0.128
uuiD IP Address Actions

PD10000107082200001

A list of PanLHub / PanL Display devices (if any) that are set as not working are displayed as
part of "NOT WORKING DEVICES LIST” table.
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Click on the Server Node # to view the PRM Server details (such as PRM Server Name and IP

address).

hubBOOD0DO317 1900001 prm.,

® PD7011DEDT0S1900351

Server Detail
Server Name:
IP Address: 1

LC05010107142200004

Click on the PanLHub Node to view the PanLHub details (such as Hub name, UUID and IP

address).

® PD7011DEOTO51900351

hub80000009171500001. prm.

PanLHub Details

PanLHub Name: hub80B00009171900007.prm.local
PanLHub UUID: PHE0000009171900001

IP Address: 192.168.0.128

pooo1o7082200001

LC05070107142200004]

Click on the PanL Display Node to view the PanL Display details (such as PanL Name, UUID

and Display Type).

prm.prm.ocal

hub80000O0S171800001 orm.

@ PD7011DE07051900351

Panl Display Details
PanL Display Name: PD

PanL Display UUID:
Display Type: PD100
Associated meeting room: room-prm

PD10000107062200001

LCO5010107142200004

Click on the RFID Reader Node to view the RFID details (such as RFID Name and UUID).

e 30351

RFID Details
—~ RFID Name:
RFID UUID: L

—
LCOSO101071 42200004

Table 5 and Table 6 depicts the PanLHub and PanL Display states represented by different colour

codes-

PanLHub States

Color Code State Description
Indicates that PanLHub is discovered within the
. UNPAIRED same network as PRM Server but not linked to
server.
D PAIRED Indicates that PanLHub is linked to PRM Server.
‘ LOST LINK PanLHub not being able to reach PRM Server. Check

network connections

PanL Display States

Table 5 - PanLHub States

Color Code State Description
. UNASSOCIATED Indlcatgs that PanL Display is not yet associated to
a meeting room
. ASSOCIATED Indlcgtes that PanL Display is associated to a
meeting room
PanL Display not being able to reach PanLHub.
‘ LOST LINK Check RJ45 cable connection points.

Table 6 — PanL Display States
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4.8.2 Pair PanLHub with PRM Server

To Pair PanLHub with PRM Server -

> Right click on the PanLHub node @ and select Pair.

Lastupdated at 1032444M

Device Mapping

hub80003009171800031 prm_

- Upon successful pairing, an appropriate message indicating the same is displayed. The node
color switches from blue to green. The PanL Displays connected to the Hub will also be displayed

(if any).

Device Mapping

bSOGR0ST 1500001 Sim_——

4.8.3 Edit PanLHub Information

To edit PanLHub -
- Right click on the PanLHub node . and select Edit PanLHub.

Last updated st 10:48:00 AM

Device Mapping

/
= i
-
-

Not Warking

- Edit the PanLHub Name as required and click [Save] to update the changes (if any). The
PanLHub table will be updated with the changes.

Edit PanLHub X

PanLHub Name hub80000009171900001.prm.local
IP Address 192.168.0.128

uuiD PHB0000009171900001

Cance‘ m

52

Product Page
Document Feedback Copyright © BRT Systems Pte Ltd




BRTSYS_AN_039 PRM User Guide - 3. PRM Management Console

-a BRTS Version 2.0
YS Document Reference No.: BRTSYS_000110 Clearance No.: BRTSYS#071

Device Mapping

e «
g
T
e
-
'\ =
< \\
== ~~——__PDI00¢ 000 "
PanLHub
PanLHub Type Name UuID IP Address Action
—
I v PanLHub80 PanLHub_PRM Hub 1 PHB0000009171900001 192.168.0.128 I

4.8.4 Unpair PanLHub

To Unpair PanLHub -

> Right click on the PanLHub node @ and select Unpair.

Device Mapping Lastupdated at 111259 AM
—e Fo7oTIOE
om v
Not Working —— 142200008
PanLHub
PanLHub Type Name uuio IP Address Action
¥ PanLHub80 PanLHub_PRM Hub 1 PH80000009171900001 192.168.0.128

- Upon successful un-pairing, an appropriate message indicating the same is displayed. The node
color switches from green to blue.

Device Mapping

pmsscal
PanLsts FRM o1
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4.8.5 Designate PanLHub as “Not Working”

To designate PanLHub as “"Not Working” -

- Right click on the PanLHub node ® and select Not Working.

Device Mapping Lastupaatenat 111656AM £

- A confirmation message is displayed. Click [Proceed and clear the name] to proceed and
cleared the configured name or [Proceed and keep the name] to proceed and keep the
configured name or [Not now] to discard the operation for now.

Set PanLHub to "NOT-WORKING"

Setting the PanLHub to "NOT-WORKING" will disassociate the connected PanL
Display(s) from configured meeting rooms.

Do you want to clear the configured name of the PanL Display(s)?

Proceed and clear the name: Proceed and keep the name Not now

- The PanLHub is removed from the device map tree and added as part of the Not-Working Devices
List table for inventory tracking purposes. If PanLHub is deleted from the Not-Working Devices
List, it will be available again under the device map tree.

i
Device Mapping Pant b status s changed 1o "NOTWORKING”

PanLHub
PanLHub Type Name uuiD IP Address Action

Not-Working Devices List
SL. No. Device Type Name uuID IP Address Actions

1 PanLHub80 PanLHub_PRM Hub 1 PH80000009171900001 192.168.0.128
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4.8.6 Associate PanL Display to a Room

PRM System assigns a default ID for PanL Displays that are not associated with a meeting room
indicated with a blue color node. To associate PanL Display to a meeting room -

1. Double click on the PanLHub Display node @ to access the Associate/Un-associate PanL Display
interface. Alternately, right click on the node to view the Associate/Un-associate menu.

Device Mapping Lastupdated st 113808AM

2. The Associate/Un-associate PanL Display interface pops up. Select the Room email address and
click [Save].

Associate/Unassociate PanL Display %

Room room-prm8@mrbstest1.onmicrosoft.com

Upon successfully associating the PanL Display with a meeting room, the node color switches
from blue to green (@ > ®).

4.8.7 Unassociate PanL Display from Room
To un-associate PanL Display from room -

1. Double click on the PanLHub Display node ®. Alternately, right click on the node to view the
Associate/Unassociate menu.

Device Mapping Lot et 11 452N

2. The Associate/Unassociate PanL Display interface pops up. Remove the Room address and
click [Save].

Associate/Unassociate PanL Display %

Room room-prmB@mrbstest1 onmicrosoft.com

Cancel
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3. Upon successfully unassociating the PanL Display from meeting room, the node color switches
from green to blue (®->®) .
Device Mapping

Last updated at 11:5603 A

4.8.8 Edit PanL Display

To edit PanL Display -
1.

Right click on the PanL Display node . and select Edit PanL Display
Device Mapping

Last updated at 12:00:22 P

=

Associate/Unassociate
~

Not Working

2. Edit the PanL Display Name as required and click [Save], if any. The changes if any are updated
in the Device Map Tree and PanLHub table.

Edit PanL Display X
PanL Display PD1000711DED7051900351
Name
Device Mapping ast upasted at P O
.//,/)
= = o
=
S
-\k_\—; - @ LCOS01071071422000
PanLHub
PanLHub Type Name uuin 1P Address Action
4 PanLHub80 hub80000009171900001.prm.local PH80000009171900001 192.168.0.128
PanL Displays
RFID Name RFIDULID Action
190033 wa A
Cosmenorisa0008 wcosmcariazanons
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4.8.9 Designate PanL Display as “Not Working”

To designate PanL Display as “Not Working” -

1. Right click on the PanL Display node ’ and select Not Working.

Device Mapping

Not Working

2. A confirmation message is displayed. Click [Yes] to proceed or [No] to discard the operation.

Set PanL Display to "NOT-WORKING"

Are you sure you want to set this PanL Display as "NOT-WORKING"?

-

3. Upon successfully designating a PanL Display as not working, an appropriate message is
displayed. PanL Display is removed from the device mapping tree and added as part of the Not-
Working Devices List table for inventory tracking purposes. If the PanL Display is removed from
the Not-Working Devices List, it will be available again under the device map tree.

PanLHub

PanLHub Type Name uuiD IP Address Action
¥ PanLHub80 hub80000009171900001.prm.local PH80000009171900001 192.168.0.128

Not-Working Devices List

SLNo. Device Type Name uuip 1P Address Actions

1 PD70Plus PD100011DE07051900351 PD7011DE07051900351

4.8.10Edit RFID Module

To edit RFID -

1. Right click on the RFID node . and select Edit RFID.

Lastupdated at 11:48:49PM O

Device Mapping

Not Warking
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2. Edit the RFID Module Name as required and click [Save], if any. The changes if any are updated
in the Device Map Tree.

Edit RFID Module %
RFID Module LCOS010107142200004
Name

Lastupdated at 11:53.54PM ¥

Device Mapping

pem semiceal hubB00000091715900001 v 02110107 14220000
02110107142200004

4.8.11Designate RFID Module as “Not Working”
To designate RFID Module as “Not Working” -

1. Right click on the RFID node . and select Not Working.

Lastupdated at 11:5354PM O

Device Mapping

Edit RFID

2. A confirmation message is displayed. Click [Yes] to proceed or [No] to discard the operation.

Set RFID module to "NOT-WORKING"

Are you sure you want to set this RFID module as "NOT-WORKING™?

B -

3. Upon successfully designating a RFID Module as not working, an appropriate message is
displayed. RFID Module is removed from the device mapping tree and added as part of the Not-
Working Devices List table for inventory tracking purposes. If the RFID Module is removed from
the Not-Working Devices List, it will be available again under the device map tree.

Not-Working Devices List
SL No. Device Type Name uuio IP Address Actions
1 PD70Plus PD100011DE07051900351 PD7011DE07051900351
2 RFID LC02110107142200004 LC05010107142200004
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4.9 Catering Management

Through the Catering Management interface, admin users can add, edit, delete, and search catering
items and catering groups within their organization. Catering items / groups that are created and
made active can be added to a room booking request via PRM Outlook Add-In.

4.9.1 Catering Groups

Add New Group

->

Click on the Catering Management > Catering Groups menu; Click [Add].

= PRM Console S superadmin (@

5 Dashboard

Catering Groups
25 Resource Management

Device Mapping

{9 catering Management
St Group Name tems Country Building Actions

1 DefauliGaterings 0

% Equipment Management

systemLog

Settings

The Create Catering Group interface is displayed. Enter the Group Name, Country, Building. Click
[Add Items].

Create Catering Group

POLICIES

Group Name
Group 1

Allow Booking

Country
When enabled, caterings in this gioup are avail

Singapore

Building

Tai Seng Exchange
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- Select the catering. Cl

ick [OK].

Select Caterings

Select

Name

Milo

Current Group

DefauhCaterings

- The selected catering(s) is added. Assign the relevant Policies to the catering group. Click

[Save].

Create Catering Group

Group Name

Group 1

Country

Singapore

Building

Tai Seng Exchange

Catering items in this group

Milo

POLICIES

Allow Booking

Vhen enabled, caterings in this graup are available for bookings

Catering Group Policies

Catering o
Group When enabled k When disabled Default State
Policies
Allow Caterings in this group are Caterings in this group are Disabled
Booking available for bookings NOT available for bookings
Bookin Users can set minimum and Member CANNOT set
Durati & maximum booking duration for | minimum and maximum Disabled
uration this catering group booking duration for this
) Same day bookings are NOT
Same. Day Same.day bogklngs are allowed | 5jjowed for this catering Disabled
Booking for this catering group group
Advanced Advanced bookings are allowed Advanced boo.klngs are NOT .
. . . allowed for this catering Disabled
Booking for this catering group
group
Recurrence Recurrent bookings are allowed Recurrent boqkmgs are NOT .
. . . allowed for this catering Disabled
Booking for this catering group group

Table 7 — Catering Group Policies
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- The newly added catering group is displayed.

Catering Groups
SLNe. Group Name Items. Country Building Actions
DefaultCaterings o
Group 1 Singap: Tai Seng Exchange
Items perpage 20 v
Edit Catering Group
- From the table, click Edit for the catering group that needs to be updated.
Catering Groups

Group Name

DefauliCatenings

@roup 1

Tei Seng Exchange D

ftems per page | 20 v

Update the catering group as required and click [Save] to save the updated information. The
updated catering group is displayed on the table and an appropriate message is displayed.

Delete Catering Group

Deleting catering group is similar to deleting country information. Please refer to the steps given
under Country Management > Delete Country.
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4.9.2 ltems

Add Catering Items

- Click on the Catering Management > Items menu; Click [ADD].

PRM Console
Dashboard
Resource Management
User Management

Device Mapping

77 Cataring Management

= Equipment Management

| System Log

%) Settings

# Flrmeare Management

() Notifications

About

ES
Na.

Catering Management

@ Total Catering Htems

Carering 10 Hame

@ Kot

Conering Group Osscription erice (5}

PRMCT_0001 Ml Grount Beverages 1000

Unused Catering lteens

M
alowable Building picturg
Quantity

= 1]

Available Date Actions

femsperpage 20 v

> Enter the Catering Item Name, Description, Price, Maximum Allowable Quantity. Click v to save

the newly added catering item.

Catering Management

Total Catering ltems

st

i Catering ID Hame
rir Name
Catering 1D Cookies

1 PRMCT_0001 Mila

@ Active Catering Licenses
: 17100

Maximum

Unused Catering items

Catering Group. Description. Price (5) allowable Building Picture Status
Quantity
2 Building Show ALl
Catering Group Snacks 10 2 Building q
Group 1 Beverages 10.00 1 Tai Seng Exchange q

EE =9

Available Date Actions.

ltemsperpage 20 ~

- The newly added item is displayed as part of the table.

Catering Management

Total Catering ftems

s,

fres Catering ID Name
erin Nar
PRMCT_0002 Caokies
PRMCT_0001 Mila

i Active Catering Licenses
X 2/100

Madimum
Catering Group Description Prica (5) allowable
Quantity
Catering G Description
DefauhiCatzings Snacks 10.00
Group 1 Beverages 1000 1

Unused Catering Items

Building Picture Status

show All v

«

Tai Seng Exchange: [ ¢

E3E =3

Available Date Actions

ltemsperpage 20

- Click

Edit Catering Items

to upload image of the catering item.

Editing catering items is similar to editing country information. Please refer to the steps given under
Country Management > Edit Country.
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Delete Catering Items

Deleting catering items is similar to deleting country information. Please refer to the steps given
under Country Management > Delete Country.

Export Catering Items to CSV File

To export all Catering configurations to a .csv file for reporting or future configuration purposes,
click [Export]. The steps for exporting catering items are similar to that of Export Room
Configurations to a CSV File.

Import Catering Items from CSV File

To import Catering Items in bulk, click EZHES drop down control and select [IMPORT]. The steps
for importing Catering Items are similar to that of Import Room Configurations from a CSV File.
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4.10 Equipment Management

Through the Equipment Management interface, admin users can add, edit, delete, and search
equipment items and equipment groups within their organization. Equipment items / groups that
are created and made active can be added to a room booking request via PRM Outlook Add-In.

4.10.1Equipment Groups

Add New Group

- Click on the Equipment Management > Equipment Groups menu; Click [Add].

=  PRM Console s speraomn (8

Equipment Groups

St No. Group Name Items. Country Building Actions:

1 DefaukiEquipments 0

Hemsperpage 20 v

Settings

Adding equipment group is similar to adding catering group. Please refer to the steps given under
Add new catering group.

Edit Equipment Group

Editing equipment group is similar to editing catering group. Please refer to the steps given under
Edit catering group.

Delete Equipment Group

Deleting equipment group is similar to deleting country information. Please refer to the steps given
under Country Management > Delete Country.

4.10.2Equipment Items

Add Equipment Items

- Click on the Equipment Management > Items menu; Click [Add].

PRM Console §  supersdmin EI

Equipment Management

Equipment items

‘ (= =

Equipment 10 Name Equipment Grom Description Builsing ftem image Status Avaliable Date actions

Adding equipment items is similar to adding catering items. Please refer to the steps given under
Add new catering items.
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Edit Equipment Items

Editing equipment items is similar to editing catering items. Please refer to the steps given under
Edit catering group.

Delete Equipment Items

Deleting equipment items is similar to deleting country information. Please refer to the steps given
under Country Management > Delete Country.

Export Equipment Items to CSV File

To export all Equipment configurations to a .csv file for reporting or future configuration purposes,
click [Export]. The steps for exporting equipment items are similar to that of Export Room
Configurations to a CSV File.

Import Equipment Items from CSV File

To import equipment items in bulk, click [EEMEH drop down control and select [IMPORT]. The steps
for importing equipment items are similar to that of Import Room Configurations from a CSV File.
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4.11 System

To view the system log for system analysis purposes—

Log

- Click on the Log > System Log menu.

- The System log is displayed. Click [Download] to download the system log.

System Log

13:59:
9 14
14:00:

9 14:0e:
14
9 14:00:

2824-84-09 14:01:

58.958
0e.177
01.649

46.682
1.7a1
57.394

21.871

@ GET
: GET

: GET
: POST fapi/syncpan. 200 457 - 16.754 ms

Streaming subscription connection is lost

[pair/status 260 15 - @.583 ms

/license-manager/getlicenseDetails 208
: POST fapi/entitysync/ 200 16 - 3.758 ms
: GET
@ GET
: GET

/pair/status 260 15 - 0.563 ms
/pair/status 200 15 - 0.681 ms
/license-manager/getLicenseDetails
[pair/status 206 15 - 2.296 ms
/pair/status 260 15 - 2.763 ms
[license-manager/getLicenseDetails
/pair/status 200 15 - 2.542
[pair/status 206 15 - 1.763
/pairfstatus 288 15 - 8.562
[license-manager/getLicenseDetails
/pair/status 200 15 - 8.596 ms
[pair/fstatus 288 15 - 8.599 ms
/license-manager/getlicenseDetails
[pair/status 15 - @.586 ms
/pair/status 15 - 0.593 ms
/license-manager/getlicenseDetails
/pair/status 200 15 - 3.225 ms
[pair/status @.749 ms

fpair/status 15 - @.596 ms
fpair/status 26@ 15 - @.711 ms

/license-manager/getlicenseDetails 200

[pairfstatus 268 15 - 8.593 ms
[pair/status

PRM Console
Dashboard
Resource Management

User Management

Devi pping

Catering Management

Equipment Management

Settings

Firmware Management

Notifications

About

917.898 ms

18@5.773 ms

1818.733 ms

916.625 ms

Fetch calendar view for room room-prm&@mrbstestl.onmicrosoft.com 2824-84-09T0

GET /license-manager/getlicenseDetails 200 59 - 917.843 ms

: Streaming subscription
: GET
Streaming subscription connection

[pair/status 260 15 - 9.711 ms

is closed successfully

is open successfully

at 204:53 PM te)
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4.12 Settings

Different configurations related to calendar server, room booking policies, notifications, email
templates, SMTP and other PRM settings can all be done through this interface.

4.12.1 PanL Hub and Display &) ‘seti
o} Settings

To configure PanLHub and PanL Display settings, n

PanL Hub and Display

- Click on the Settings > PanL Hub & Display.

Calendar and Client

Motification and Synchronization
Email Configuration

Simple Mail Transfer Protocol (SMTP)
PRM Configuration

Dashboard

License

- The PanL Hub and Display Settings interface is displayed.

PanL Hub And Display Settings

Panl Hubs
PanL Display Settings

ommunication Timk

30
hubB0000009171900001 prm local

reen ON Timeout (mir)

15

The: id

Room On-Spot Booking Limit (min) *

60

Room On-Spot Extend Meeting Limit (min) ¥

30

() 24hours format

Enable Passcode Based Authentication

[ Enable RFID Card Based Aut

67

Product Page
Copyright © BRT Systems Pte Ltd

Document Feedback




BRTSYS_AN_039 PRM User Guide - 3. PRM Management Console

-a BRTS Version 2.0
Y5 Document Reference No.: BRTSYS_000110 Clearance No.: BRTSYS#071

PanL Display Settings

- To set the room booking features and on-spot booking policies of PanL Displays, search and
select the PanLHub in which the PanL Displays which needs to be configured are connected to
(refer to Device Mapping). Set the following PanL Display Settings attributes as required -

PD100 Display Settings

LCD Brightness

B 100%

RFID Settings

PanL Display Settings Policy

PanL Display Settings

Description

e Communication Timeout (Sec.)*

Communication timeout of PanL Display in seconds

e Screen ON Timeout (Min.)*

Screen switch ON time before start of operating hours

e Thermal Threshold (°C)*

PanL Display operating temperature threshold (Fixed)

e Room On-Spot Booking Limit
(Min.)*

Maximum booking time allowed for on-spot booking

e Room On-Spot Extend Meeting
Limit (Min.)*

Maximum meeting extension time allowed on-spot

e 24 Hours Format

Switch from 12 Hours to 24 Hours format

e Enable Passcode based
Authentication

Allows passcode for booking if enabled (i.e. check box
selected)

e FEnable RFID card-based
Authentication

Allows RFID for booking if enabled (i.e., check box selected)

PD100 Display Settings

Description

e |LCD Brightness

LCD Display brightness from 0 to 100%

e LED Brightness

LED brightness from 0 to 100%.

e Audio Volume

Audio volume from 0 to 100%.

e Screen Saver First Timeout -T1
(min)*

On first timeout (T1), display brightness will be reduced.
Minimum value is 1 min and maximum are 1440 min (24
hours).

e Screen Saver Second Timeout -T2
(min)*

On second timeout (T2), display will be turned off. Minimum
value is 1 min and maximum are 1440 min (24 hours).
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RFID Settings

Description

e RFID LED Brightness

LED brightness from 0% to 100%

* Indicates these fields are mandatory

Upon setting the PanL Display attributes, click [Save].

4.12.2 Calendar and Client

To update Calendar and Client settings refer to the steps provided under the section Calendar and

Client.

4.12.3 Notification and Synchronization

Through the notification interface, admin users can enable or disable
notifications that will be received by users via PRM Outlook Add-In or
by admin users through the PRM Management Console. Admin users
can also configure various timer jobs such as dashboard statistics

refresh rate to run periodically.

To configure notification settings,

— Click on the Settings > Notification and Synchronization

menu

- The Notification Settings interface is displayed. The interface is
divided into 2 sections, namely, Notification Settings and

Timerjob Settings.

{8} Settings

anL Hub and Dispfay

Calendar and (

NCATOREZaten

Email Configuration
Simple Mail Transfer Protocol (SMTF)
PRM Configuration

Dashboard

License

o Notification Settings (wherein the notification that is being sent to Admin or normal user
can be enabled/disabled)

Notification And Synchronization

Notification Settings

[ Enable All Notifications
4 Enable Room/Equipment/Catering change notification

Maximum number of notifications

50

Email Notification Settings

[E) Enable All Email Notifications
Norify license expiry before (no. of days)
14

Natify client secret expiry before (no. of days)

14

Exchange Server/0365 Synchronization Scheduler

:} Enable Cron Job Scheduler 1o automatically synchronize the meeting room accounts with Microsoft Exchange Server/0365

Synchronizes  Everyweek  On

Discard Changes

At

Product Page
Document Feedback

69
Copyright © BRT Systems Pte Ltd




BRTSYS_AN_039 PRM User Guide - 3. PRM Management Console

-a BRTS Version 2.0
YS Document Reference No.: BRTSYS_000110 Clearance No.: BRTSYS#071

Notification Settings Description
Enable All Notifications Enable or disable all PRM notifications to users/admin
Enable Enable or disable notifications to users with respect to
Room/Equipment/Catering room/equipment/catering property changes
change notification
Maximum number of Maximum number of notifications displayed

notifications
Email Notification Settings | Description

Enable All Email Notifications | Enable or disable user/admin to receive any email
notifications

Notify license expiry before Set the number of days before license expiration that

(no. of days) the license expiration notification should be sent

Notify client secret expiry Set the number of days before client secret expiration

before (no.of. days) that the client secret expiration notification should be
sent

o Timerjob Settings (wherein the timer job schedule time can be configured)

Timer Job Settings / Name | Description
Sync with Exchange Enable or disable synchronizing the room accounts
Server/Microsoft 365 from calendar server to PRM System periodically.

Upon updating the notification settings, click [Save].
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4.12.4 Email Configuration P u—
The email templates for system and booking related notifications can be i
configured by admin user as below. Booking related notification emails Galendar and Client

will be sent automatically to normal users while system related
notification emails will be sent to admin users. Ensure that the Enable All
Email Notifications feature is enabled under Notification settings.

- Click on the Settings > Email Configurations menu.

- The email templates that can be edited are displayed.

Email Configurations

B Enable Welcome Email (PRM Authentication]

Subject: [na reply] Helio #2employeeName! Welcome to the Panl Room Manager (PRM)

Body:
B I U AW MNrmal 1 = & %

Welcome to PanL Room Manager (PRM) where Meeting Room Bookings are made simple!
Please find your password and passcode below

Welcome Email (Open|D Connect (QIDC) Authentication) -
Password Reset
Password/Passcode Reset By Admin -
Account Lecked v
Catering Unavailable -

Eguipment Unavailable -

Discard Changes ﬂ

Each email template has an Enable/Disable feature and consists of a default email subject title and
content. Any strings which start with “##” signifies a dynamic text which is pulled from the PRM
System. Upon updating the email settings, click [Save].
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4.12.5 Simple Mail Transfer Protocol (SMTP) @ Settings

To configure Simple Mail Transfer Protocol (SMTP) settings for email
transmissions,

- Click on the Settings > Simple Mail Transfer Protocol (SMTP)
menu.

Calendar and C
Notification and Synchronization

Email Configuration

Simple Mail Transfer Protocol (SMTP)

- The SMTP interface is displayed. Update the following attributes as
required -

Simple Mail Transfer Protocol (SMTP)

Host *

smtp.office365.com
Port *

587
Username *

imp-prm17@mrbstest]. onmicrosoft.com

Password *

Discard Changes

o Host* - Refers to the SMTP Server URL

o Port* - Refers to the Port number used by the server. It can be either 25 or 587. 25 is

Unsecured port and 587 is secured port.
o Username* and Password* - Refers to the SMTP Server credentials.

* Indicates that all these fields are mandatory

Upon updating the SMTP settings, click [Save].
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4.12.6 PRM Configuration

To configure PRM configurations,
- Click on the Settings > PRM Configuration menu.

- The PRM configuration interface is displayed. Update the following
attributes as required -

PRM Server Domain - Refers to the PRM Server Domain Name
PRM Management Console Domain

Maximum Number of PanL Displays per PanLHub*

PanLHub Unreachable Notification Mail Timeout (m)*
Maximum Number of PanLHub Connection Checks*

Maximum Number of PanLHub Pair Tries*

O O O 0O O O O

Discovery is not successful

* Indicates that all these fields are mandatory

PRM Configuration

PRM Server Domain
prm.prm.local

PRM Management Console Demain
web.prm.local

Maximurm Number Of PanL Displays Per PanLHub *
16

Panl.Hub Unreachable Notification Mall Timeout (m} *

5

Maximum Number Of PantHub Connection Checks *

Maximum Number Of PanLHub Palr Tries *
10
Preconfigured HUB IP Addresses

10.76.13.11,10.77.12.11

Discard Changes m

Upon updating the PRM Configuration, click [Save].

4.12.7 License

{e} Settings

Preconfigured Hub IP Address - Hub IP address can be assigned manually if the Auto

To generate fingerprint and activate license, refer to the steps provided under the topic Generate

Fingerprint and Activate License.
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4.12.8 Dashboard

Through the Dashboard settings interface, admin users can configure
(i.e., enable / disable) the access permission (Edit / View) for different
types of dashboard statistics for a particular user or user group.

For example, if User Group 1 is allowed to view the utilization statistics
in the dashboard interface, then the View permission should have been

enabled for User Group 1 in the Dashboard Settings.

To configure dashboard settings,

- Click Settings > Dashboard menu.

- The dashboard settings interface is displayed. Click on the
a particular user group. Note that the Default User Group, Admin, Super Admin user

permissions cannot be edited.

{e} Settings
Panl Hub and Display

Calendar and Client

Motification and

icon to edit the permissions against

Dashboard Settings

Widget Sets

Overview

Resource Summary

Booking
Summary

Utilization

Room Utilization

Leaderboard

Room Lea

User Leaderboard

Equipment and Miscellaneous
Catering

Booking Source

Cater

User

Meeting Attendees

No. User Group Overview Baoking Summary Utilization Leaderboard Equipment and Catering Miscellaneous Actions
1 Admin
2 Defaufisers
3 SuperAdmin
No. User Group Overview Booking Summary Utilization Leaderboard Equipment and Catering Miscellaneous Actions
1 Admin
2 DefaultUsers
3 SuperAdmin
4 IT & Networking [ /] 8 [ -] (]
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> Upon providing the relevant permissions (by checking the checkbox), click v. The updated
information is available on the table.

Dashboard Settings
Widget Sets
Overview Booking Summary Utilization Leaderboard Equipment and Miscellaneous
Resource Summary Booking Details Room Utilization Room Leaderboard Catering Booking Source
Booking Type Recaptured Time User Leaderboard Gatering items VS User Meeting Attendees
Groups
Booking Duration Booking Density
Equipment ftems VS User
Groups
No. User Group Overview Booking Summary Utilization Leaderboard Equipment and Catering Miscellaneous Actions
1 Admin
2 DefaultUsers
3 SuperAdmin
4 IT & Networking
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4.13 Firmware Management

To upgrade the PanL Display firmware, admin users will have to first upload the latest firmware to
PRM Server through the Firmware Upload interface and then perform a PanL Display firmware
upgrade through the Upgrade PanL Display interface.

4.13.1 PanL Firmware Upload

To upload latest PanL Display Firmware to PRM Server,

- Click on the Upgrade Management > PanL Firmware
Upload menu.

Firmware Management

PanL Firmware Upgrade

- Select the Firmware File to be uploaded by clicking the [Browse] button. Based on the selected
firmware file, the file contents - Firmware Name, Version number, RFID Version number,
Checksum and Remark are automatically populated in the respective field. Click [Upload].

PanL Display Firmware

Upload Firmware

Firmware File *

File Contents

Browse

Version RFID Version

130201

Checksum Remark Actions

214ddfic

- Upon successful upload, the uploaded firmware details are displayed on the Firmware History

table.

PanlL Display Firmware

Upload Firmware

Firmware File *

Clear

Firmware History

SLNa.

Firmware Name

PanL100_13.0-20.1

Browse

13020 27

Chiecksum Uploaded Time Actions

21440f1e 41912024, 515548 PM

Itemsperpage | 20
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4.13.2 PanL Firmware Upgrade = =
(+) Firmware Management
To update the PanL Display Firmware, ensure that the PanL Panl Firmware Unload
Display is unassociated. Refer to Unassociate PanL display for ——
more information. I PanL Firmware Upgrade

- Click on the Upgrade Management > PanL Firmware Upgrade menu.

- The latest firmware will be shown on the top right corner.

Click on ¥ to view the list of PanL Displays connected to the PanLHub. The current version of
the display will be indicated in red if it is currently not updated to the latest version.

PanL Display Upgrade Management

PD100 Latest Version

LAk Eva M PD100 Version (RFID Version)

PanL Hubs

DUEGDDGGDDM 71900001.prm.local(PH80000009171900001) IP Address: 192.168.0.128

PanL Hubs

A hub80000009171900001.prm.local(PH80000009171900001) IP Address: 192.168.0.128

PanL Displays

Name uuID MAC ID Current Version Action
ScaniD-65 PD10000107082200001 il 1.20341(27) I UPGRADE I

- Click the UPGRADE link to upgrade the PanL Display’s Firmware. Once the upgrade is triggered,
the status will change to IN PROGRESS. A notification will appear upon successful upgrade, the
current version column is updated to the latest version indicated in green.

PanL Display Upgrade Management

PD100 Latest Version

PD100 Version (RFID Version)

PanL Hubs
A )09171900001.prm. local(Pt 171900001) IP Address: 192.168.0.128
PanL Displays
Name uuip MaC 1D Current Version Action
ScanlD-65 PD10000107082200001 n IN PROGRESS
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4.14 Notifications

This function is used to view a list of system notifications from PRM, if any.

To view PRM system notifications,

- Click Notifications menu.

- The notifications interface will display a list of notifications, if any. Click
[Mark all as read] to mark all the notifications as read.

Notifications

Invalid Date

Wed Sep 04 2024

Mark all as read

= PRM Console

© Dashboard
3¢ Resource Management
User Management

= Device Mapping

i| Catering Management

| Equipment Management
| System Lag

5} Settings

+) Firmware Management

i
| {0 Notifications I

i) About

Alternatively, the PRM notifications, can also be viewed, by clicking on the bell icon L\ next to the
user’s login. Click [View All] to view all the notifications in the Notifications interface.

Notifications

Invalid Date

Wed Sep 04 2024

Par slay Updated Succe
Display Uy

Notifications Mark A1 As Rezd
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4.15 About

This function is used to view the PanL Room Manager system related information such as Product
information, PanLHub software version number etc.

To view PRM system information, =  PRM Console

1. Click About menu. © Dashboard

::  Resource Management
=« User Management
= Device Mapping
| Catering Management
++| Equipment Management
System Lag
Settings
] Firmware Management

1\ Notifications

i
i) About I

2. The PRM system related information such as Product information, PRM Management Console
version, Copyright and Support contact details are displayed. Click on Software License /
Privacy Policy / Open Source Licenses links to access the respective information.

About

PanL Room Manager (PRM
N
t:i Version 3.1.0-34.7

PRM Console Version

jon 5.1.0-3.4.7

BRT Systems Pte. Lid.

Irce Licenses I
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4.16 Logout
To log out of PRM Management Console,
Click on the ° icon. From the resulting menu, click [Log out].
= PRM Console S superadmin ‘[;9
(& Dashboard Change Password
30 Resource Management Ouerview

Resource Summar
User Management Y

= Device Mapping
Countries ] § Buildings 1 =  Floors 1

Catering Management

| Equipment Management

| SystemLog Devices Catering
2 2
Ohctive 2 2 o
) Settings

Product Page 80
Document Feedback Copyright © BRT Systems Pte Ltd




BRTSYS_AN_039 PRM User Guide - 3. PRM Management Console
Version 2.0
Document Reference No.: BRTSYS_000110 Clearance No.: BRTSYS#071

OBRTSys

5. Appendix

5.1 Glossary of Terms, Acronyms & Abbreviations

Term or Acronym Definition or Meaning

Booking Density

Room Utilization
HTTPS

Ghost User

IP

NTLM

OIDC

PRM

Recaptured Time
ROPC

SSL

URI

URL

The percentage of rooms that have been utilized in hour resolution over
time.

The percentage of rooms utilized over a period

Hypertext Transfer Protocol Secure

A ghost user is a user who has booked a room, but did not show up to
claim the room booking

The Internet Protocol (IP) is the network layer communications protocol in
the Internet protocol suite for relaying datagrams across network
boundaries.

New Technology LAN Manager is an outmoded challenge-response
authentication protocol from Microsoft

OpenID Connect is an identity authentication protocol that is an extension
of open authorization (OAuth) 2.0 to standardize the process for
authenticating and authorizing users when they sign in to access digital
services.

The PanL Room Manager is designed to support from large to small
organizations to automatically manage meeting room booking issues such
as room booking conflicts, ghost bookings, under-utilized rooms, etc.

The amount of time spent on the released desks.

The Resource Owner Password Credentials grant is designed for obtaining
access tokens directly in exchange for a username and password.

Secure Sockets Layer is an encryption-based Internet security protocol.

A Uniform Resource Identifier is a unique sequence of characters that
identifies a logical or physical resource used by web technologies.

A Uniform Resource Locator, colloquially known as an address on the Web,
is a reference to a resource that specifies its location on a computer
network and a mechanism for retrieving it.
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