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1. About This Guide

This guide explains the Installation/Setup & Configuration of PRM Server, Mail Server and Calendar
Server. The screenshots used are for illustration purpose only.

2. Intended Audience

The intended audience are System Integrators, Technical / Administrative users who will assist in
realizing the capabilities, functions, and the full benefits of the product.

Note:

\"3 1. Ensure the firmware version and package version number are up-to-date and
update/upgrade accordingly.
2. For more information about the latest version and compatibility, contact the BRT
Systems sales/support.

3. Document References

Document Name Document Type | Format
BRTSYS AN 037 PRM User Guide - 1. Introduction

BRTSYS AN 039 PRM User Guide - 3. PRM Management Application Note PDF
Console (User Guide)

BRTSYS AN 040 PRM User Guide - 4. PRM Supervisor and
PanlLHub Supervisor Console
BRTSYS AN 041 PRM User Guide - 5. Outlook Add-In

BRTSYS AN 042 PRM User Guide - 6. PanL PD100 Touch
Display
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4. PRM Server Installation & Configuration

4.1 Hardware / Software Requirements

Hardware / Software

Specifications

Server Hardware
Requirements

Processor -i7 dual core
Hard disk - 50GB
RAM - 4GB RAM (minimum)

Operating System

Linux based OS (Ubuntu 20.04 LTS/ RHEL 8.6/ OpenSUSE
Leap 15.4/CentOS Linux 7) onwards

Exchange Server

Microsoft Exchange 2013/2016/2019 & Microsoft 365

Database Software

PostgreSQL

Console Web Browser

Chrome v65+/Safari/Microsoft Edge

Client Software

Outlook Add-In 2010/2013/2016/Outlook App
Ensure that any of the above outlook versions are installed.

Network Ports

Port 443 Used for EWS connection

Exchange Server Port 587 /
Port 25 Used for SMTP
Port 8081 Used for PRM Supervisor
Port 443 /
PRM Server Port 4430 | Used for API
Port 3002 Used for Socket

Notification

Client (Outlook Add-

In) Port 5353 Used for mDNS

Port 8081 Used fo_r PanLHub
Supervisor

PanLHub Port 4430 | User for API

Port 5353 Used for mDNS

Table 1 — Hardware / Software Requirements

4.2 Network Port Requirements

If your infrastructure has a Firewall, ensure that the following ports are not blocked -

Source Destination Ports
PRM Server, Hub Exchange server, 0365, NTP server 443, 587, 25, 123
PRM Server Hub 5353, 4430, 8081
Browser, Add-In, 443, 4430, 5353, 8081
Hub PRM Server
Hub PRM Server 4430, 8081, 5353
Table 2 — Network Port Requirements
Product Page 4
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4.3 Installing PRM on Linux Distribution Server (Ubuntu OS, RHEL,
CentOS, OpenSUSE)

¥

N Note: This section is applicable ONLY for SUPERADMIN User
g&

a. Copy both the PRM installation files to the location in which the server will be installed.
g N

.

PRM Setup.sh | PRM v4.4.0-3.02
targz

b. Provide the executable permission to PRM Script file
$ sudo chmod +x PRM Setup.sh

c. Install PRM script.
$ sudo ./PRM Setup.sh

d. PRM Installer welcome message will be displayed. Click [Next].

Welcome to PRM installer!

e. If the PRM package is installed for the first time, then the PRM Installation menu is displayed
with following menu options - [Install] and [Cancel].

PRM Installation
What would you like to proceed?

(*) Install
( ) Cancel

<0k> <Cancel>

f. If a previous version of PRM Software is installed before, then the PRM Installation menu is
displayed with the following menu options - [Reinstall] and [Uninstall].

PRM Installation
What would you like to proceed?

( ) Reinstall
} Uninstall

<0k=> <Cancel=>

Product Page 5
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g. Select [Install] to start a fresh installation; Select [Reinstall] to overwrite with the latest files
(deleting all previous files); Select [Uninstall] to uninstall the PRM package.

Upon selecting [Install], click [Ok]. Installation package name is required. The package
name will be auto filled-in by the system, click [Ok] to proceed.

Enter installation package name (without extension):

<0k> <Cancel>

h. A list of components that will be installed is displayed. Click [Ok].

| PRM Installation
Below component(s) will be installed

*] Python
P

ing WMC UL
i Enforcer service
ver setup management and component update servicel
providing the main PRM service
Proxy server
PRM certification

<0k> <Cancel>

User can provide a folder name, wherein the installation files are installed. For example,
“PRM”. Click [Ok] to proceed.

Enter installation target:
/home/ll8 |

<0k= zCancel>

j.  The Host IP address is displayed. Click [Next] to proceed.

PRM Installation

Host IP address: 10.76.0.80

Product Page
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k. Set a password and click [Ok].

Please set a password for your database:

<Cancel>

I.  Confirm the password and click [Ok].

Enter password again for confirmation:

<Cancel=

m. Click [Yes] to start the installation.

PRM Installation

Start installation?

<No>

The installation will start and progress.
Jtmp/PRM_v5.0.0-3.4.0/Services/Node/Common /home/administrator/PRM
/home fadministrator /PRM

Jtmp/PRM_v5.0.0-3.4.0/Services/Node/Common [home/administrator/PRM

/home fadministrator /[PRM

/home /PRM/PRM/Hub /home/administrator/PRM

Product Page 7
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n. A popup box may be triggered prompting installation of default Bridgetek’s Certificate. Select
yes to proceed or no to skip the default installation. Non-default certificates can be installed
through the PanL Supervisor console. (Refer to PRM Supervisor section in BRTSYS AN 029 PRM
User Guide - 4. PRM and PanlLHub Supervisor. If default Bridgetek’s certificate is selected, please

ensure that the SSL certificate is installed if using Client PC to run PRM https components (PRM
Management Console/Add-In). Refer to SSL Certificate Setup.

Package configuration

| ca-certificates configuration |
This package may install new CA (Certificate Authority) certificates
when upgrading. You may want to check such new CA certificates and
select only certificates that you trust.

- yes: new CA certificates will be trusted and installed;
- no : new CA certificates will not be installed by default;
- ask: prompt for each new CA certificate.

Trust new certificates from certificate authorities?

yes

no
ask

o. If the default certificate is selected, another popup box will appear as below. Ensure that all
listed certificates are selected and click [Ok].

| ca-certificates configuration |
This package installs common CA (Certificate Authority) certificates in
/usr/share/ca-certificates. . Please select the certificate authorities
you trust so that their certificates are installed into /etc/ssl/certs.
They will be compiled into a single /etc/ssl/certs/ca-certificates.crt
file.

Certificates to activate:
mozilla/ACCVRAIZ1.crt

mozilla/AC_RAIZ_FNMT-RCM.crt
mozilla/Actalis_Authentication_Root CA.crt

mozilla/AffirmTrust_Commercial.crt
mozilla/AffirmTrust_Networking.crt
mozilla/AffirmTrust Premium.crt

<0k>

p. Upon successful installation, an appropriate message indicating the same is displayed. Click

[Exit].

Installation completed!

Please update the exchange details to fetc/hosts file in case of needed
after closed this screen.

Then you can access https://supervisor.prm.local:8081/pages/home or
https://10.76.0.80:8081/pages/home for configuration uploading.
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g. Run the command given below to verify if ngnix service is running-
$ sudo systemctl status nginx.service

i $ sudo systemctl status nginx.service
nginx.service - The NGINX HTTP and reverse proxy server
Loaded: loaded (/lib/systemd/system/nginx.service; disabled; vendor preset!
Active: since Fri 2021-04-09 15:27:42 +08; 2min 15s ago
Main PID: 16998 (nginx)
2 (limit: 4657)

.slice/nginx.service

nginx: master process fusr/sbin/nginx
nginx: worker process

administrator systemd[1]: Starting The NGINX HTTP and reverse pgd
administrator nginx[169868]: i the configuration file /fetc/d
administrator nginx[16980]: ngin: configuration file /fetc/nging

2 administrator systemd[1]: nginx.service: Failed to parse PID frg
systemd[1]: Started The NGINX HTTP and reverse prig

r. To verify if the PanL Node service is running, use the command given below-
(A PanLHub must be connected to the PRM Server for the Node service to be active)

$ sudo systemctl status panlnode.service

5 S sudo systemctl status panlnode.serv
ice
panlnode.service - Panl Node Service
Loaded: loaded (/etc/systemd/system/panlnode.service; enabled; vendor pres!
Active: since Fri 2021-04-09 15:38:08 +08; 8s ago
Main PID: 17283 (node)
Tasks: 10 (limit: 4657)
Memory: 146.9M
CGroup: /system.slice/panlnode.service
L17203 Jusr/local/bin/node ./src/index.js -- server=PRM ccnftg:..!

administrator node[172083]: no sentinel key with the vendor codeg
administrator node[17203]: 2021-04-09 15:38:14.894 - info:
administrator node[17203 2021-04-89 15:38:14.895 - info:
administrator node[17203]: 2021-04-09 15:38:14.895 - info:
administrator node[17283]: hasp_get_sessioninfo failed
administrator node[17203 2021-084-09 15:38:14.897 - silly: Setgd
administrator node[17203 2021-84-089 15:38:14.899 verbo
administrator node[17283 2021-04-09 15:38:14.911 silly
administrator node[17283]: 2021-04-09 15:38:14.918

node[17203]: 2021-864-09 15:38:14.918 info: Timeg

s. Run the below command and verify PanL Supervisor service is running:

$ sudo systemctl status panlsupervisor.service

& S sudo systemctl status panlsuperviso
r.service
panlsupervisor.service - Panl Supervisor Service
Loaded: loaded (/etc/systemd/system/panlsupervisor i enabled; venﬁﬂ!
Active: since Fri 2021-04-09 15 :59 +08; 13min ago
Process: 17119 ExecStartPost=/bin/sleep 15 (code=exited, status=0/SUCCESS)
Main PID: 17117 (python)
Tasks: 6 (limit: 4657)
Memory: 47.7M
CGroup: [system.slice/panlsupervisor.service
17117 fusr/bin/python fhcme/bridgetek/PrcjectSfMR557VErificatiDn!
17136 redis-server *:6379

15:27:55 administrator python[17117]: fhome/bridgetek/Projects/MRBS_Verig
15:27:55 administrator python[17117]: ###uasii#s Started supervisor thrg
15:27:55 administrator pytheon[17117]: #u##sw####s# http server is initiatg
15:27:55 administrator python[17117]: * Serving Flask app "Supervisor™ g
15:27:55 administrator python[17117]: * Environment: production
15:27:55 administrator python[17117]: WARNING: Do not use the developi
15:27:55 administrator python[17117]: Use a production WSGI server ing
15:27:55 administrator python[17117]: * Debug mode: off
15:27:55 administrator python[17117]: * Running on http:[}ﬂ.o.ﬂ.o:ﬂﬂal/!
15:27:59 administrator systemd[1]: Started Panl Supervisor Service.

lines 1-21

Note: At any point of time, if any of the services are not starting, restart the respective
services using the following command - sudo systemctl restart <Service
Name>
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4.4 SSL Certificate Setup

The end users must install the self-signed certificate on their OS.
For Windows

Refer to https://learn.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-
certificate for installing SSL certificate into Windows Trusted Root Certificate Authority.

For Mac

Refer to https://support.apple.com/guide/keychain-access/add-certificates-to-a-keychain-
kyca2431/mac for installing SSL certificate into macOS Keychain Access.
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5. Mail/Calendar Server Setup & Configuration

5.1 Exchange Server 2019/2016/2013 Setup

User / Service
Account

Account Account Number of Description
Reference Type Accounts
User Account User X This account will be used by the normal end users
Mailbox to perform room booking related activities.
Distribution Group X This group of users
Group for (Users) (prm-user-group-<groupname>) are only
Users allowed to access the following PRM components -
e PRM Management Console
e Outlook Add Ins
e PanL PD100 Display device On spot booking
Resource Room X This account will be part of the distribution group.
Account Mailbox
Distribution Group X This group of rooms
Group for (Room (prm-room-group-<groupname>) are only
Rooms List) recognized as valid resources in the PRM.
Impersonation User 1 This user will be able to access multiple mailboxes

and act as the mailbox owner. This account will be
used -

e To communicate between PRM and Exchange
Server.

e All the PRM Server / Room Booking related
emails will be sent by this user

e Upon installation of PRM Server, this user
account details must be added in the "PRM
Management Console -> Settings ->
System”.

Exchange Server can be setup either using the Exchange Admin Centre Console or Exchange

Management PowerShell Command Prompt.

v Note: Refer to the steps given under Appendix > Exchange Server setup using

Exchange Management Shell - Quick Reference for more details.

@
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5.1.1 Using Exchange Admin Centre Console
Steps for setting up exchange server using the Exchange Admin Centre Console are given below -
- Login to Exchange Admin Centre Console

e Go to https://<exchange servername>/ecp and log in with Exchange Admin account.

Exchange Admin Center

Domain\user name:

| Administrator@bridgetek.com ‘

3 signin

- Create Use Account

e Go to “recipients” > “mailboxes”.

[ Enterprise  Office 365

Exchange admin center

mailboxes | groups resources contacts shared migration

permissions
;o ~
compliance management +- TP E
DISPLAY NAME 4| MAILBOX TYPE EMAIL ADDRESS
organization
Administrator User Admmistrator@bridgetek.com

protection

e Click “+" and select “User mailbox".

I:l Enterprise  Office 365

Exchange admin center

recipients mailboxes groups resources contacts shared migration
Permissions

o .
compliance management -’ m R -

. . & | MAILBOX TYPE EMAIL ADDRESS
organization |

Linked mailbox = =
p’DtECZ on
Product Page 12
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e Enter the user account details and click [Save].

new user mailbox

Alias:
|User1 |

O Existing user

Browse... |

® New user

First name:

|U5er1 |
Initials:

Last name:

*Display name:
Userl |
*Name:

Userl |

Organizational unit:
—_—
[ Browse...

| @ |@bridgetek.com V|

*User logon name:

userl

*New password:

iI Save I ||

Cancel |

e The newly created User account will be displayed under the list of mailboxes.

[J Enterprise  Office 365

Exchange admin center
recipients mailboxes groups resources contacts shared migration
permissions

. F T s}
compliance managemert +- S mPE

o DISPLAY NAME & | MAILBOX TYPE EMAIL ADDRESS
organization

Administrator User Administrator@bridgetek.com

protection

I User User1@bridgetek.com

- Create Distribution Group for Users

e Go to “recipients” > “groups”.

Exchange admin center

recipients

permissions

mailboxes | groups | resources contacts  shared

migration
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e Click “"+" and select “Distribution group”.
Exchange admin center
recipients mailooxes groups resources contacts shared migration
PErMISsIons
compliance management S m LR 2 .
organization | s Rk
Securit
" ‘ acurity graup Distribution group
rotecuon Dynamic distributior L
rRnc R S } Distribution group
e Enter the new distribution group information and click [Save].
new distribution group
*Display name:
prm-user-group-bridgetek1 |
*Alias:
prm-user-group-bridgetek1 |
Motes:
Organizational unit:
Browse...
*Owners:
+ —
Membiers:
Add group owners as members
+ -
Choose whether owner approval is required to join the group.
(® Open: Anyone can join this group without being approved by the group owners,
(O Closed: Members can be added only by the group owners. All requests to join will be rejected
automatically,
(O Cwner approval: All requests are approved or rejected by the group owners,
Thnora whathar tha arnnm e anan ba laaia
Save | | Cancel
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e The newly added distribution group is displayed. Add users to the newly created distribution
group.

Exchange admin center

recipients mailboxes groups resources contacts shared migration

PEMMISSIONS

comgliznce management - m P 8
organization DISPLAY NAME 4 | GROUPTYPE EMAIL ADDRESS.
pdm-user-group-bridgetek] Distribution group pdm-user-group-bridgetek1@...

> Create Room / Resource Account

e In the Exchange admin centre go to “recipients” = "resources”.

I:I Enterprise  Office 365

Exchange admin center

recipients mailboxes groups |resources| contacts shared migration

permissions

s |
compliance management +- P e

e DISPLAY NAME a | MAILBOX TYPE EMAIL ADDRESS
organization

There are no items to show in this view,

e Click “+" and select "Room mailbox”.

] Enterprise  Office 365
Exchange admin center

recipients mailboxes groups resources contacts shared migration

DErmMIssions

. s |
compliance management PE -

_ | | Roem mailbox BOX TYPE EMAIL ADDRESS
organization .

Equipment mailbox

L = . 3 5
gre are no items to show in this view.

protection
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e Enter the Room account details and click [Save].

new room mailbox

A room mailbax is a resource mailbox that's assigned to
5 physical lacation. Users can easily reserve roams by
including room mailboxes in meeting requests. Just
select the room mailbox from the list and edit
properties, such as booking requests or mailbox
delegation. Leam more

*Room name:
lRDom! ‘

*Alias:
|Room1 |

Organizational unit:
Browse... ‘

Location:
|56-03-05 |

Phone:

\ \
Capacity:

10 |

Save || Cancel |

e The newly created room account will be displayed under the list of resources.

Exchange admin center

recipients mailboxes groups resources contacts shared migrauon

+- LT PE -

DISPLAY NAME v MAILBOX TYPE EMAIL ADDRESS

Room1 Room Room 1 @bridgetek.com

e Set room properties using the following command -

Set-CalendarProcessing -Identity "rooml@bridgetek.com"
-MaximumDurationInMinutes 259200 -AutomateProcessing AutoAccept -
AllBookInPolicy $true -AllowConflicts $false -DeleteSubject $False -
AddOrganizerToSubject $False

Product Page 16
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> Create Distribution Group for Rooms

The distribution group for Rooms (RoomlList) can be created only using the PowerShell command.

For example, the command to create a new user distribution group named "“prm-user-group-

<groupname>"is -

New-DistributionGroup -Name "prm-room-group-bridgetekl" —-RoomList

-\v followed by the group name.
X

Note: A distribution group name should begin with prefix prm-room-group and be

- Create Impersonation User / Service Account & Grant Impersonation Rights

Create User/Service Account

e In the Microsoft 365 admin centre, click “Users = Active Users > Add a user”.

Microsoft 365 admin center

Home

Users

| &

| Active users

Contacts

Guest users

Deleted users

Bridgetek

Active users

Check status

(i) Dueto a recent increase in Teams usage, when you assign a Teams license to
you won't be able to assign Teams policies to them, and they might not have|

.’Q'+ Add a user User templates &4 Add multiple users

e Enter the basic information pertaining to Service Account. Click [Next].

@ Basics

(O Product licenses

{0 Optional settings

(O Finish

Set up the basics

To get started, fill out some basic information about who you're adding as a user,

First name Last name

service_account ‘ |

Display name *

service_account

Username * Domains

service_account ‘ @ bridgetek .com

Password settings
(@) Auto-generate password

O Let me create the password

| _| Require this user to change their password when they first sign in

Send password in email upon completion

Cancel
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e Assign the “product licenses”. Click [Next].

Add a user
@ Basics
@ Product licenses
(O Optional settings
O Finish

Assign product licenses

Assign the licenses you'd like this user to have,

Select location *

Licenses (1) * ~

@ Assign user 3 product license

Microsoft 365 Business Standard
23 of 25 licenses available
O Create user without product license (not recommended)

They may have limited or no access to Office 365 until you assign a product
license,

Apps (26) N

Back Next Cancel

e Go through the Optional settings and select as required. Click [Next].

Add a user

@ Basics

@ Product licenses
@ Optional settings
() Finish

Optional settings

You can choose what role you'd like to assign for this user, and fill in additional profile
information.

Roles (User: no administration access) ~

Admin roles give users permission to view data and complete tasks in admin centers. Give users only the
access they need by assigning the least-permissive role,

Learn more about admin roles

@ User (no admin center access)

O Admin center access

Global readers have read-only access to admin centers, while Global admins have unlimited access to edit
all settings. Users assigned other roles are more limited in what they can see and do.

Slobal acmin ()

Back Next Cancel
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e Verify the details and click [Finish Adding].

Add a user
. Review and finish
@ Basics
Product [i 5 :
© Product ficenses Assigned Settings
| Review all the info and settings for this user before you finish adding them.
@ Optional settings
| Display and username
. service_account
. Finish service account@bridgetek .com
Edit
Password
Type: Auto-generated
Send To: Administrator@bridgetek .com
Edlit
Product licenses
Location: Singapore
Licenses: Microsoft 365 Business Standard
Apps: Power Virtual Agents for Office 365, Common Data Service for Teams, Project for Office (Plan E3), 23
mare
Back Finish adding Cancel
Add a user
p— @ service account added to active users
| i service_account will now appear in your list of active users.
@ Product licenses
@ Optional settings Userdetails
| Display name: service_account
Username:service_account@bridgetel.com
@ Finish
Password: Mog62307
Sending to: Administrator@bridgetek.com
Licenses bought
MNone
Licenses assigned
Microsoft 365 Business Standard
Save these user settings as a template?
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The service account details are added to the active users list.

Bridgetek 2 Dark mode

Active users

@ Due to a recent increase in Teams usage, when you assign a Teams license to a user it may take around 24 hours before they'll be fully set up. Until then, you wen't
be able to assign Teams policies to them, and they might not have access to some Teams features like calling and audio conferencing. Check status

rQ+ Add a user User templates ,Q% Add multiple users -+ Y Filter /O Search =
Display name T Username Licenses
Administrator Bridgetek Administrator@bridgetek .com Microsoft 365 Business Standard
Room Room1@bridgetek com Unlicensed
service_account service_account@bridgetek .com Microsoft 363 Business Standard

- Granting Service Account Impersonation Rights

To grant the service account with impersonation permission for all accounts, refer to the steps given
under section Grant Service Acct Impersonation Right.
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5.2 Microsoft 365 Setup

Account Account Number of
Reference Type Accounts

Description

User Account User
Mailbox

X

This account will be used by the normal end users
to perform room booking related activities.

Distribution Group
Group for (Users)
Users

X

This group of users
(prm-user-group-<groupname>) are only
allowed to access the following PRM components -

¢ PRM Management Console
e Outlook Add Ins
e PD100 On spot booking

Room Account Room
Mailbox

This account’s email addresses will be used -

e To book the rooms.
e This account will be part of the distribution
group.

Distribution Group
Group for (Room
Rooms List)

This group of rooms
(prm-room-group-<groupname>) are only
allowed to access the following PRM components -

¢ PRM Management Console
e Outlook Add Ins
e PD100 On spot booking

Impersonation User
User / Service
Account

This user will be able to access multiple mailboxes
and act as the mailbox owner. Impersonation is the
best choice while dealing with multiple mailboxes
because one can easily grant service account
access to every mailbox in a database. This
account will be used -

e To communicate between PRM and Exchange
Server.

e All the PRM Server / Room Booking related
emails will be sent by this user

e Upon installation of PRM Server, this user
account details must be added in the "PRM
Management Console -> Configuration ->
System”.

Since large several emails are processed through
this account, a dedicated account for this purpose
is recommended.

Microsoft 365 can be setup either using the

PowerShell Command Prompt.

Microsoft 365 Admin Centre Console or Windows

. Note: Refer to the steps given under Appendix > Microsoft 365 setup using Windows

@

Powershell - Quick Reference for more details.
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5.2.1 Using Microsoft 365 Admin Center Console
Steps for setting up exchange server using the Exchange Admin Center Console are given below -
- Login to Microsoft 365 Admin Center Console

e Go to the Microsoft 365 Admin center and log in with Microsoft 365 admin account.

Outlook

% Microsoft
Sign in
to continue to Qutlook

Administrator@bridgetek.com

Can't access your account?

Sign in with a security key (7)

- Create User Account

e In the Microsoft 365 admin centre, click “Users = Active Users = Add a user”.

Bridgetek

Microsoft 365 admin center

= Active users

Home

i
R Users N

@ Due to a recent increase in Teams usage, when you assign a Teams license to
you won't be able to assign Teams policies to them, and they might not have
Check status

I Active users

Contacts

Guest users

¢Q+ Add a user User templates o4 Add multiple users

Deleted users

e Enter the basic information pertaining to User account. Click [ Next].

Set up the basics

@ Basics

. To get started. fill out some basic information about who you're adding as a user.
Product licenses

O

() Optional settings First name Last name

‘ User1 | ‘ ‘

) Finish

Display name *

‘ User1 ‘

Username * Domains

user | @

bridgetek .com s ‘
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Assign the “product licenses”. Click [ Next].

Add a user

Assign product licenses

Basics

) Assign the licenses you'd like this user to have.
Product licenses

Optional settings .
Select location *

Singapore i

O—O0—eo—©

Finish

Licenses (1) * s

Assign user a product license

Microsoft 365 Business Standard

24 of 25 licenses available

O Create user without product license (not recommended)

They may have limited or no access to Office 365 until you assign a product
license,

Go through the Optional settings and select as required. Click [Next].

Add a user

© i Optional settings

| . You can choose what role you'd like to assign for this user, and fill in additional profile
@ Product licenses

information.

@ Optional settings

Roles (User: no administration access) ~

O rinish Admin roles give users permission to view data and complete tasks in admin centers. Give users only the access they need
by assigning the least-permissive role.

Learn more about admin roles

@ User (no admin center access)

O Admin center access

Global readers have read-only access to admin centers, while Global admins have unlimited access to edit all settings.
Users assigned other roles are more limited in what they can see and do.

Back Next Cancel
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e Verify the user account details and click [Finish Adding].

Add a user

@ Basics

@ Product licenses

@ Optional settings

Review and finish

Assigned Settings

Review all the info and settings for this user before you finish adding them.

Display and username

Basics

Product licenses

Optional settings

Finish

- User1
. Finksh user! @bridgetek:com
Edit
Password
Type: Custom password
Send To: Administrator@bridgetek.com
Edit
Product licenses
Location: Singapore
Licenses: Microsoft 365 Business Standard
Apps: Power Virtual Agents for Office 365, Common Data Service for Teams, Project for Office (Plan E3), 23 more
Edit
Roles (default)
User (no admin center access)
Back Finish adding Cancel
Add a user

@ User1 added to active users

User1 will now appear in your list of active users.

User details

Display name: User1
Username:user1@bridgetek .com
Password: ™ *****% Show

Sending to: Administrator@bridgetek .com ~

Licenses bought
None

Licenses assigned
Microsoft 365 Business Standard

Save these user settings as a template?

User templates allow you to quickly add similar users in the future by saving a set of
shared settings such as domain, password, product licenses, and roles.
Review settings for this user template

Product Page
Document Feedback

24
Copyright © BRT Systems Pte Ltd




OBRTSys

BRTSYS_AN_038 PRM User Guide - 2. Installation and Configuration
Version 2.0
Document Reference No.: BRTSYS_000109 Clearance No.: BRTSYS#070

The user account details are added to active users list.

Bridgetek

Active users

Display name T
Administrator Bridgetek
Roomt

service_account

@ Due to a recent increase in Teams usage, when you assign a Teams license to a user it may take around 24 hours before they'll be fully set up. Until then, you won't
be able to assign Teams policies to them, and they might not have access to some Teams features like calling and audio conferencing. Check status

ro-+ Add a user User templates ,O%,Add multiple users

Q Dark mode

% Filter | O Search

Username Licenses

Administrator@bridgetek.com Microsoft 365 Business Standard
Unlicensed

Room1@bridgetek .com

service_account@bridgetel .com Microsoft 365 Business Standard

I User1

userl @bridgetek.com Microsoft 365 Business Standard I

- Create Distribution Group for Users

e Go to “Teams & groups” —> "Active teams & groups”. Click “"Add a group” and select
“Distribution”. Click [Next].

Microsoft 365 admin center

Home

Users

3l o B

Teams & groups

I Active teams & groups

Policies
Deleted groups

Shared mailboxes
FAa Roles
B Resources

= siling

Home > Active teams & groups

Active teams and groups

v
Microsoft Teams supports collaboration through chat, calls, and online meetings. The teams you add

B are collections of people, content, and tools. Groups are a collection of people, and are useful if you
only need a group email address. It can take up to an hour for new distribution groups and mail-
enabled security groups to appear here, To see them immediately, go to Exchange admin center
Learn about Micrasoft Teams
Microsoft 365  Distribution st~ Mail-enabled security  Security

v S

o
i Bport: LiRefec
v

@ Home

A Users

. Teams & groups
Active tearns B grobps
Bolioes
Deleted groups
Shared mailbases

fa Roles

B Resources

S Siling

@ suppon

& Senings

P sewp

- Reports

D Health

Admin centers

Microsoft 365 admin center o

Active teams and groups > Add a group

Choose a group type

@ Group type
‘ e Chonse the group type that best meets your team’s needs. Lear
Owners
‘ rosoft 365 (recommended)
3 group ema nd
Members s
Settings
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e Enter the new distribution list related information and click [ Next].

Microsoft 365 admin center

= Active teams and groups > Add a group
@ Home .
e Set up the basics

8 Users ~
' Teams & groups ~ @ Basics To get started, fill out some basic info about the group you'd like to create.

Active teams 8 groups ‘

Policies. O Owners

Name *
Deleted groups |
prm-user-group-bridgetek1

Shared mailboxes O Members

& Roles M | Description
O Settings
B Resources S | Enter a description for your new group
B siling b O Finish
£ Support ~
&% Settings o
& setup
Ik Reports v
P Health v
Back Next Cancel

Admin centers

e Assign Owners Click + Assign Owners and select the owners from the list. Click [Add].

Microsoft 365 admin center

Assign owners

Select up to 20 people to join this group as owners. You can add more later from
Active teams & groups.

‘ O Search for a name or email address

[0 Display name
O Administrator2
Administrator @mrbstest!.onmicrosoft.com
Administrator-MRBSTEST1
Administrator@mrbstest].onmicrosoft.com

Add (1) Cancel

e The newly added owner details are displayed. Click [Next].

Microsoft 365 admin center Search
= Active teams and groups > Add a group
@ Home Assi
ssign owners
Group t
R vses v T P type
A Teams & groups ~ ®© Basis Group owners have unigue permissions to manage the group. They can add and remove members, change
group settings, rename the group, update its description, and more,
Active teams & groups |
Policies @ Owners
(© You have to have at least one owner, We recommend adding twa, <o one can help out in the other's absence.
Deleted groups
Shared mailboxes O Members
2 | + Assign owners
& Roles W
O Settings
58 Resources v
[J  Dpisplay name
B siling M © Finish
0 Administrator-MRBSTEST
2 support v Administrator@mrbstest!.onmicrosoft.com
B Settings v
£ sewp
I Reports v Back Next Cancel
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e Add Members Click + Add members and select the member(s) from the list.

Microsoft 265 admin center & B8 2

Add members

Select up to 20 people to jain this group as members, You can add more later from
Active teams & groups.

‘ O user X
[J  Display name Teams status
) User1
L] o User|@mibstestl.onmicrosoft.com L
O User2
User2 @mirbstest].onmicrosoft.com B

Add (1) Cancel

e Click [Add]. The newly added member details are displayed. Click [Next].

Microsoft 365 admin center

Active teams and groups > Add a group

@
Add members
Q @ Group type
= l Bai
I Group members will recaive email messages sent to the group email address. By default, they can invite guests 1o
= | join your group, but they can't edit group settings.
& Owners
Q@
| + Add members
& @ Members
& | [0 Display name
O Settings
User1
| U o User| @mrbstest!.onmicrosoft.com
O Finish

Back Next Cancel

.
Microsoft 365 admin center
= Active teams and groups > Add a group
@ Edi "
" & Croup type it settings
-] | Distribution group
O By Sends emall to all members of the list
< .
@ Ouners
g
| Group email address *
& & Members ‘ prm-user-group-bridgetek ‘ @‘ mrbstest1.onmicrosoft.com v
s |
@ Settings Communication
| [ Allow people outside of my organization to send email to this Distribution group
O Finish
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e Review and finish adding group - upon reviewing, click [Create group].

Microsoft 365 admin center

Home

x &

Users ~
Active users

Contacts

Guest users

Deleted users
AR Teams & groups A

Active teams & groups
Policies
Deleted groups

Shared mailboxes
Billing e
Support >

Settings i

S & o 00

Setup

Show all

Active teams and groups > Add a group

Group type

Basics

Owners

Members

Settings

Finish

o —0—0—0—0—0

Review and finish adding group

You're almast there - make sure everything looks right before adding your new group.

Group type
Distribution

Edit

Basics

Marme: prm-user-group-bridgetek
Description: None provided

Edit

Owners
Administrator-MRBSTEST1
Edit

Members
Userl

Edit

Settings
Email: prm-user-group-bridgetek1@mrbstest1.onmicrosoft.com
Communication: Disabled

Edit

e Upon clicking create group, an appropriate message indicating that the group has been created,

is displayed.

Microsoft 365 admin center

Home

w
A Users ~
Active users
Contacts
Guest users
Deleted users
% Teams B groups A
Active teams & groups
Policies
Deleted groups
Shared mailboxes

= Biling v

O Support v

Active teams and groups > Add a group

o
|
L]
|
L]
|
L]
|
L]
|
o

Group type

Basics

Owners

Members

Scttings

Finish

B &

@ prm-user-group-bridgetek1 group created

It can take up to an hour for prm-user-group-bridgetek! group to appear in your Active teams & groups list. If you
don't see your new group yet, go to the Exchange admin center

Next steps

Add another group

Close
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> Create Room / Resource Account

Go to “Resources” - "Rooms & equipment”. Click “+Add resource”.

Microsoft 365 admin center

it Home

R Users N

" Groups ~

pa Roles

I3 Resources £
I Rooms & equipment

Bridgetek

Rooms & equipment

+ Add resource ) Refresh

Name Email

Type

In the Add resource interface, enter the following resource related information - Resource
Type, Resource Name, Email address, Capacity & Phone number. Click [Save].

Add resource

Create a mailbox for things like a conference room, company car, or equipment that
everyone needs to use, so that those resources are reservable,

Learn more about resource types

Resource type

| Room L.l ‘

Name *

Room1 ‘

The resource name appears in the addres book, and in the To 2nd From fines in mesting invistions and respanzes

Email * Domains

|@

used to send meeting invitatons

mrbstest.onmicrosoft.com A4 ‘

to the resou

Capacity
10 ‘

The number af people whe can fitin the room of use the equipment at the same time

Location

| 5G-03-05 ‘

Save

X

A new resource (room) account is added and displayed.

@ Roomf1 is ready

You've created a new mailbox for your Room and can now use the email address to
book the resource

Default booking options have been applied, such as allowing repeating meetings and
automatically accepting meeting invites. You can change these at any time.
Next Steps

Edit baoking options

Add another resource

Learn more
Use the Scheduling Assistant in Qutlook to add roams to meetings
Working with rooms and equipment
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Microsoft 365 admin center earc [&
= Home > Rooms & equipment
 Home .
Rooms & equipment
R Users o
R Teams & groups s -+ Add resource () Refrash £ Search
S Roles v
B Resources 7 Name Ernail Type
I Rooms & equipment a Room1 Room1@mrbstestl.onmicroseft.com Room

e Set room properties using the following command -

Set-CalendarProcessing -Identity "rooml@bridgetek.com" -
ScheduleOnlyDuringWorkHours $true -MaximumDurationInMinutes 259200 -
AutomateProcessing AutoAccept -AllBookInPolicy $true -AllowConflicts $false
-DeleteSubject $False -AddOrganizerToSubject S$False

- Create Distribution Group for Rooms

The distribution group for Rooms (RoomList) can be created only using the Exchange PowerShell.

- Create Impersonation User / Service Account

e In the Microsoft 365 admin centre, click “Users = Active Users = Add a user”.

Bridgetek

Microsoft 365 admin center

= Active users

m Home
8 Users fns (i) Dueto a recent increase in Teams usage, when you assign a Teams license to
you won't be able to assign Teams policies to them, and they might not have|
| Active users Check status
Contacts

Guest users
9-,, Add a user User templates o Add multiple users

Deleted users

e Enter the basic information pertaining to Service Account. Click [Next].

Set up the basics

@ Basics
| To get started, fill out some basic information about who you're adding as a user.
O Product licenses
O Cptional settings First name Last name
| T | \
O Finish

Display name *

Username * Domains

@

‘ service_account bridgetek com ~ ‘

Password settings
(®) Auto-generate password

(O Let me create the password

| Require this user ta change their password when they first sign in

Send password in email upon completion

Next Cancel
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e Assign the “product licenses”. Click [Next].

Add a user

Basics

Product licenses

Optional settings

O—O0—e—9©0

Finish

Assign product licenses

Assign the licenses you'd like this user to have.

Select location *

Licenses (1) * N

@ Assign user a product license

Microsoft 365 Business Standard
23 of 25 licenses available
O Create user without product license (not recommended)

They may have limited or no access to Office 365 until you assign a product
license,

Apps (26) A

Back Next

Cancel

e Go through the Optional settings and select as required. Click [Next].

(] CEnterprise  Office 365

Exchange admin center

recipients admin roles userroles  Qutlook Web App policies
permissions

; i E s |
compliznce management +t/uRAE

organization

NAME
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e Verify the details and click [Finish Adding].
Add a user
; Review and finish
@ Basics
Product | 5 3
@ Ficdict osrises Assigned Settings
| Review all the info and settings for this user before you finish adding them,
@ Optional settings
| Display and username
- service_account
. Einish service_account@bridgetek .com - -
Edit @ service_account added to active users
Password service_account will now appear in your list of active users,
Type: Auto-generated
Send To: Administrator@bridgetek .co
Edit User details
Display name: service_account
Product licenses Username:service_account@bridgetek.com
Location: Singapore Password: Mog62307
Licenses: Micrasofl:d65 Businiess Stanid3 Sending to: Administrator@bridgetek.com
Apps: Power Virtual Agents for Office 3¢
mare
Licenses bought
Back Finish adding None
Licenses assigned
Microsoft 365 Business Standard
Save these user settings as a template?
Close
e The service account details are added to active users list.

Bridgetek

Active users

P~+ Add a user

Display name T
Administrator Bridgetek

Room1

@ Dueto a recent increase in Teams usage, when you assign a Teams license to a user it may take around 24 hours before they'll be fully set up. Until then, you won't
be able to assign Teams policies to them, and they might not have access to some Teams features like calling and audic conferencing, Check status

User templates % Add multiple users

Username

Administrator@bridgetek .com

Room1@bridgetek .com

J Dark mode

% Filter | 0 Search

Licenses
Microsoft 365 Business Standard

Unlicensed

service_account

service_account@bridgetel .com

Microsoft 365 Business Standard

- Granting Service Account Impersonation Rights

Refer to the steps given under section Grant Service Account Impersonation Rights.
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5.2.2 Modern Authentication using OAuth 2.0 — Open ID-Connect (OIDC)

- Access Azure Portal using the administrator account -
https://portal.azure.com '

=

- Go to Azure Active Directory from the left navigation menu.

e Register Applications
e Setup Authentication (Redirect URI)
e Setup Client Secret

e Setup API Permissions

5.2.2.1 PRM Client

5.2.2.1.1 App Registration

i~ Create a resource
ﬁ Home
[ pashboard

= All services

*

FAVORITES

All resources

4] Resource groups

e

App Services

N

> Function App

SQL databases
Azure Cosmos DB
Virtual machines

Load balancers

IH$4daa

Storage accounts

a
v

Virtual networks

Azure Active Directory I

o)

() @

konitor

Advisor

e b

Microsoft Defender for
Cloud

(o)

Cost Management + Billing
.:. Help + support

H LY App registrations

- Select App registrations. Click + New registration.

= Microsoft Azure

42 Search resources, services, and docs (G+/) (8|

|
()
B
]

Home > BRTSYS

Azure Active Directory

@ overview

2 Preview features

#. Diagnose and solve problems
Manage

& users

£ Groups

8C External Identities

4. Roles and administrators

M Administrative units

% Delegated admin partners

i Enterprise applications

L8 Devices

App registrations.

(&) Identity Governance

g2 BRTSYS | App registrations  #

. T~ MNew registration @ Endpoints yTroublashoctmg C_}Refresh + Download [ Preview features

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and A
provide technical suppert and security updates but we will no longer provide feature updates. Applications will need to be upg|
Library (MSAL) and Microsoft Graph. Leam more

All applications Owned applications Deleted applications

A Start typing a display name or application (client) ID to filter these ... +v Add filters
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OBRTSys

- Enter the Application name - PRM Client Credentials; select the Supported account types
— Accounts in this organization directly only from the available options. and click [Register].

Home > App registrations

Register an application

* Name

The user-facing display name for this application (this can be changed later),

PRM Client Credentials v'

Supported account types

Who can use this application or access this API?

\'E,'l Accounts in this organizational directory only (BRTSYS only - Single tenant)

O Accounts in any arganizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform W e.g. httpsy/fexample.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies '

- The PRM Client Credentials application is successfully created.

Home > App registrations

z=z PRM Client Credentials =
iy

£ Search

B Overview
& Quickstart

# Integration assistant

Manage

=9 Branding & properties

3 Authentication
Certificates & secrets

1l Token configuration

= APl permissions

& Espose an API

[i] Delete @B Endpoints [FF Preview features

@ Got a second? We would |

love your feedback on Microsoft identity platform (previously Azure AD for developer). =

Display name

Application (dlient) ID
Object ID
Directory (tenant) ID

Supparted account types

: PRM Client Credentials

1 fe02552f-0546-45bb-914f-20e81df8c974
: 76f7bfd1-cdf0-48b8-b542-7794ec9d7367
: 92ec9fed-20d5-4eb7-936d-2a60790cb3dd

: My organization only

Get Started ~ Documentation

Client credentials
Redirect URls
Application 1D URI

Managed application in lo

: Add a certificate or secret
! Add a Redirect URI

: Add an Application 1D URI

+ PRM Client Credentials
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5.2.2.1.2 Setup Authentication (Redirect URI)

- Go to Authentication page and click on + Add a platform. Select Web.

Home

App registrations > PRM Client Credentials

i Configure platforms
=y PRM Client Credentials | Authentication =

. Web applications

1 Wet
Platform configurations
Bui, host. and deploy a web server
addiional configuration may be required such a5 redirest appication, HET, Java, Pyivan

Mobile and desktop applications

S .ios/mcos

‘only (BRTSYS anly - Single tenant)

Supported account types

Wha can use thi

®) Account

Objective-C. Swifl, Xamarin
tory tAny Microsoft Entra 1D tenant - Multitenant

B Approles

Mobil and desktop
B appicatons

&

2 dont recommend enbiing persa
persanal accounts, yau can 6o 0 uting

B Manifest

Advanced settings
Support + Troubleshooting

Allow public client flows

shacting
10 flows: e GETED

esource Owner Password Cradential Flow) Le=

 App collects piaint

[z single page spplication

o Android

- In the configure Web UI -

- (Optional) Enter the Redirect URIs - https://prm.prm.local/auth/oidc-login

- Enter the Front-channel logout URL - PRM Front-channel Logout URI

(https://prm.prm.local/api/oidc-logout). This field is needed only when implementing

single sign on. (Mandatory).
prm.local - indicates the domain name.

- Select ID tokens check box
- Click [Configure].

Configure Web X

€ All platforms Quickstart  Docs of'

* Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after
successfully authenticating or signing out users. The redirect URI you send in the request to the
login server should match one listed here. Also referred to as reply URLS. Learn more about
Redirect URIs and their restrictions

[ https://prm.prm.localfauth/ide-login of

Front-channel logout URL

This is where we send a request to have the application dear the user's session data. This is
required for single sign-out to work correctly

hittps:/fprm.prm.local/api/oide-logout v

Implicit grant and hybrid flows

Request a token directly from the authorization endpaint. If the application has a single-page
architecture (SPA) and doesn't use the authorization code flow, or if it invokes a web API via
JavaScript, select both access tokens and ID tokens. For ASP.NET Core web apps and other web
apps that use hybrid authentication, select only ID tokens. Learn more about tokens

Select the tokens you would like to be issued by the authorization endpoint:

[ Access tokens (used for implicit flows)

1D tokens (used for implicit and hybrid flows)
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- The configuration details are displayed.

Home > App registrations > PRM Client Credentials

o) PRM Client Credentials | Authentication =

rch | &7 Got feedback?

B Overview Platform configurations

& Quickstart Depending on the platform or device this application is targeting, additional configuration may be required such as redirect
URIs, specific authentication settings, or fields spedific to the platform
#' Integration assistant
-+ Add a platform
Manage
= Branding & properties

Web Quickstart  Does
Redirect URIs

3 Authentication
Certificates & secrets
The URIs we will accept as destinations when returning authentication respanses (tokens) after successfully authenticating or signing out users, The redirect URI

11! Token configuration you send in the request to the login server should match one listed here, Also referred to as reply URLs, Learn more about Redirect URIs and their restrictions '

- APl permissions https://prm.prm.local/auth/oide-login il
@ Expose an API Add URI

ZL Approles

8 Owners

Front-channel logout URL

&, Roles and administrators
This is where we send a request o have the application dlear the user's session data. This is required for single sign-out to
B Manifest work carrectly.

Support + Troubleshooting | https:/sprm.prm.local/api/oide-logout o

Troubleshoot
& Troubleshooting Implicit grant and hybrid flows

& New support request

Request a token directly from the autharization endpeint. If the application has a single-page architecture (SPA) and doesn't
use the authorization code flow, or if it invokes a web AP| via JavaScript. select both access tokens and ID tokens. For
ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about tokens.

5.2.2.1.3 Setup Client Secret

- In the left menu, select Certificates & secrets; click + New client secret.

Home > App registrations > PRM Client Credentials

PRM Client Credentials | Certificates & secrets =

[ £ search \ &7 Got feedback?

& Overview

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS scheme). For

& Quickstart
3 higher level of assurance, we recommend using 3 certificate (instead of a client secret) as 3 credential,

7 Integration assistant

Manage Certificates (0) Client secrets (0)  Federated credentials (0)

B Branding & properties
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

3 Authentication

Cemﬁ&ates&se:re{sl I =+ New diient secret I

Il Token configuration Description Expires Value @ Secret ID

= API mi
peEmissions No client secrets have been created for this application.

& Expose an AP

- In the Add a client secret UI, enter the Description; choose an expiration period and click
[Add].

Add a client secret bt
Description | PRM Client Credentials - Secret
Expires | 730 days (24 months) AV ‘
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- The newly created client secret’'s Value (not its Secret ID) should be copied and saved
immediately. The value can no longer be viewed later.

Home > App registrations > PRM Client Credentials

PRM Client Credentials | Certificates & secrets =

Search | A7 Got feedback?
B Overview
& Quickstart @ Got a second to give us some feedback? =

# Integration assistant

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS scheme). For
Manage 2 higher level of assurance, we recommend using a certificate (instead of a dlient secret) as a credential.

= Branding & properties

2 Authentication Certificates (0) Client secrets (1)  Federated credentials (0)

Lotikates i sedels A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Il Token configuration

+ New dient secret
% APl permissions

& Expose an AP Description Expires Value © Secret ID

App roles PRM Client Credentials - Secret 12/3/2025 abcBQ~V8... [ 20838854-bd2a-48cf-8049-0e1af7 f0bbba o [

4 Owners

di. Roles and administrators

5.2.2.1.4 Setup API Permissions

- From left navigation menu, go to API permissions — + Add a permission.

Home > App registrations > PRM Client Credentials

- PRM Client Credentials | APl permissions =

earch | () Refresh B Got teedback?
B Overview
& Quickstart Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include all

#' Integration assistant
the permissions the application needs. Learn more about permissions and consent

Manage
+/ Grant admin consent for BRTSYS

& Branding & properties

API/ Permissions name Type Description Admin consent requi... Status
9 Authentication
“ Microsoft Graph (1)
Certificates & secrets
UserRead Delegated  Sign in and read user profile No
I} Token configuration

API permissions

To view and manage consented permissions for individual apps. as well as your tenant's consent settings, try Enterprise applications,
& Expose an APl

App roles

& Owners

- Go to the APIs my organization uses tab, type Office 365 in the search bar; Click and select
Office 365 Exchange Online from the search result.

Request API permissions X

Select an API
Microsoft APIs APIs my organization uses My APIs

Apps in your directory that expose APls are shown below

2 Office 365

Name Application (client) ID

Office 365 Enterprise Insights f9d02341-e7aa-456d-926d-4a0ca59%bee
Office 365 Exchange Online 00000002-0000-0ff1-ce00-000000000000
Office 365 Information Protection 2f3f02¢9-5679-4a5¢-a605-0de55b07d 135
Office 365 Management APls €5393580-f805-4401-95e8-94h7abef2fc2
Office 365 Search Service 66a558757-258¢-4¢72-893c-3e8bed4d6899
Office 365 SharePoint Online 00000003-0000-0ff1-ce00-000000000000
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- Click Application permissions; Check full_access_as_app, Click Add permissions.

Request APl permissions X

CAll APIs

. Office 365 Exchange Online
https://outlook.office.com

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all
A ull %
Permission Admin consent required

~ Permissions (1)

full_access_as_app @

Use Exchange Web Services with full access to all mailboxes

Add permissions

- The Office365 administrator must grant the permissions to be added. Click Grant admin
consent for BRTSYS. Click [Yes] to confirm.

Home > App registrations > PRM Client Credentials

%~ PRM Client Credentials | APl permissions =

| £ Search | () Refresh A Got feedback?

B Overview

& Quickstart Configured permissions
f g sk Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include all
-4 the permissions the application needs. Learn more about permissions and consent
Manage
+ Add 2 permission  \/ Grant admin consent for BRTSYS
=

B Branding & properties
API / Permissions name Type Description Admin consent requi... Status
2 Authentication

¢ Microsoft Graph (1)
Certificates & secrets
UserRead Delegated  Sign in and read user profile No
11l Token configuration

“ Office 365 Exchange Online (1)
= API permissions

full_access_as_app Application  Use Exchange Web Services with full access to all mailboxes  Yes A\ Not granted for BRTSYS
@ Expose an API
¥5 App roles
To view and manage consented permissions for individual apps, as well as your tenant’s consent settings, try Enterprise applications
&2 Owners

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in BRTSYS? This will update any existing
admin consent records this application already has to match what is listed below.
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- Upon successfully granting permission, a green check mark will appear.

Home > App registrations > PRM Client Credentials

- PRM Client Credentials | APl permissions

Search | () Refresh &Y Got feedback?
B oy @ successiully granted admin consent for the requested permissions,

& Quickstart

7 Integration assistant

»

Configured permissions

Manage Applications are authorized to call APls when they are granted permissions by users/admins s part of the consent process. The list of configured permissions should include all
the permissions the application needs. Learn more about permissions and consent
£ Branding & properties
% Authentication + Add apermission /' Grant admin consent for BRTSYS
Certificates & secrets API / Permissions name Type Description Admin consent requi... Status
Il Token configuration  Microsoft Graph (1)
=~ API permissions UserRead Delegated  Sign in and read user profile No @ Granted for BRTSYS
Expose an API “~Office 365 Exchiange Online (1)
App roles full access_as_app Application  Use Exchange Web Services with full access to all mailboxes  Yes @ Granted for BRTSYS
& Owners
&, Roles and administrators To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
Ml Manifest
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5.2.3 Modern Authentication using OAuth 2.0 - ROPC

- Access Azure Portal using the administrator account - —I
https://portal.azure.com. I~ Create a resource
ﬂ Home
- Go to Azure Active Directory from the left navigation menu.  —
= All services
% FAVORITES

EEE All resources

[} Resource groups
@ App Services

“> Function App

& soL databases
. Azure Cosmos DB
K3 virtual machines
‘3’ Load balancers
e Storage accounts

<> virtual networks

% Azure Active Directory I

) nionitor
@& pdvisor

) Microsoft Defender for
Cloud

(& Cost Management + Billing

B

5.2.3.1 PRM Client ia Help + support

B App registrations

5.2.3.1.1 App Registration

- Select App registrations. Click + New registration.

= Microsoft Azure A search resources, services, and docs (G+/) bl I o

=3
@

Home > BRTSYS

zzz BRTSYS | App registrations =
]
“ = Mew registration @ Endpoints JBTmubleshoutmg \’_) Refresh & Download [ Preview features

Azure Active Directory
@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and A
X Diagnose and solve problems provide technical support and security updates but we will no longer provide feature updates, Applications will need ta be upg|
Library (MSAL) and Microsoft Graph. Learn more

@ overvew

I Preview features

& users All applications Owned applications  Deleted applications

&8 Groups

£ Start typing a display name or application (client) ID to filter these ... Y5 Add filters

4L External Identities

4. Roles and administrators
M Administrative units

% Delegated admin partners
i Enterprise applications
"8 Devices

#% App registrations

‘& Identity Governance
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- Enter the Application name - PRM ROPC; select the Supported account types — Accounts

>

in this organization directly only from the available options. and click [Register].

Home > App registrations

Register an application

* Name

The user-facing display name for this application {this can be changed later).

| PRM ROPC v

Supported account types

‘Who can use this application or access this API?

@ Accounts in this organizational directory only (BRTSYS only - Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Micresoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.q. Skype, Xbox)

O Persanal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 3 value is required for most authentication scenarios.

Select a platform ~ ‘ ‘ e.g. https:/fexample.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies '

The PRM ROPC application is successfully created.

Home > App registrations

gs PRMROPC »

iy

[ searcn | il Delete @ Endpoints [E Preview features
® o
venew @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer)., —

& Quickstart

# Integration assistant ~ Essentials

— Display name + PRM ROPC Client credentials  Add a certficate or secrat
Application (cient) ID ¢ 6a575758-3577-4aec-b51b-4290513e546 Redirect URls Add a Redirect URI

9 Branding & properties
Object ID : d02fchb7-6fcc-42ed-8fac-2 17 7e3ddccef Application 1D URI Add an Application 1D URI

2 Authentication
Directory (tenant) ID : 92ec97e9-20d5-4eb7-936d-2a60790ch9dd Managed application in lo... : PRM ROPC

Certificates & secrets

Supported account types : My_organization only,

1ll Token configuration

b

API permissions Get Started  Documentation

@ Expose an APl
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5.2.3.1.2 Setup Authentication

- Go to Authentication page and set Advanced setting > Allow public client flows to Yes.

|2 search

B Overview
& Quickstart

#" Integration assistant

Manage

= Branding & properties

3 Authentication
Certificates & secrets

1l Token configuration

- AP permissions

@ Expose an AP

App roles

& Owners
ik Roles and administrators

Bl Manifest

Support + Troubleshooting
2 Troubleshooting

& New support request

Home > App registrations > PRM ROPC

3 PRM ROPC | Authentication =

| &7 Got feedback?
Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as redirect
URIs, spedific authentication settings, or fields specific to the platform.

-+ Add a platform

Supported account types

Who can use this application or access this API?
ié\ Accounts in this organizational directory only (BRTSYS only - Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

Help me decide..

X
A\ Due to temporary differences in supported functionality, we don't recommend enabling persanal Microsoft

accaunts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Learn more about these restrictions.

Advanced settings

Allow public client flows ©

Enable the following mobile and desktop flows: [(
« App collects plaintext password (Resource Owner Password Credential Flow) Learn more]

« No keyboard (Device Code Flow) Learn more[!
« 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more

-> Click [Save].

5.2.3.1.3 Setup API Permissions

- From left navigation menu, go to API permissions — + Add a permission.

Home > App registrations > PRM ROPC

[2 searen |
B Overview
& Quickstart

5 Integration assistant

B8 Branding & properties
3 Authentication

Certificates & secrets

Token configuration

i
API permissions I
|

@ Expose an APl

App roles

- PRM ROPC | APl permissions =

() Refresh A7 Got feedback?

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the eonsent process. The list of configured permissions should include all
the permissions the application needs. Learn more about permissions and consent

Manage
Add a permission Grant admin consent for BRTSYS

API/ Permissions name Type Description Admin consent requi... Status

~Microsoft Graph (1)

User Read Delegated  Sign in and read user profile No

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
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- From the Request API permissions UI, click Microsoft APIs and select Microsoft Graph.

Select an API

Microsoft APIs

Commonly used Microsoft APls

Request APl permissions

APls my organization uses

My APIs.

Microsoft Graph

Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneMote, SharePoint, Planner, and more
through a single endpoint.

\_—
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
N

(") Azure Rights Management
L&, Services

Allow validated users to read and write
protected content

[ tntune

Programmatic access to Intune data

, Power Automate

Embed flow templates and manage
flows

/S Azure Service Management

Programmatic access to much of the
functionality available through
the Azure portal

G Office 365 Management APIs

Retrieve information about user,
admin, system, and policy actions and
events from Office 365 and Microsoft
Entra ID activity logs

Power Bl Service

Programmatic access
toDashboard resources such
asDatasets, Tables, anclRowsin Power
Bl

D Dynamics CRM

Access the capabilities of CRM
business software and ERP systems

G onetee

Create and manage notes, lists,
pictures, files, and more in OneNote
notebooks

Q SharePoint

Interact remotely with SharePoint data

X

- Select Delegated permissions; Select permissions — EWS (EWS.AccessAsUser.All). Click

[Add permissions].

Add permissions

Access mailboxes as the signed-in user via Exchange Web Services

Request APl permissions X
< All APls
ag} Microsoft Graph
https://graph.microsoft.com/ Docs '
‘What type of permissions does your application require?
Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Select permissions expand all
2 Ews
Permission Admin consent required
v EWS (1)
EWS.AccessAsUserAll (D
No
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- Select Delegated permissions; Select permissions - SMTP (SMTP.Send). Click [Add
permissions].

Request APl permissions X

< All APIs
@ Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user,

Select permissions expand all
£ smTP %
Permission Admin consent required
~ SMTP (1)

SMTP.Send @D
Send emails from mailboxes using SMTP AUTH.

No

Add permissions

- The Office365 administrator must grant the permissions to be added. Click Grant admin
consent for BRTSYS. Click [Yes] to confirm.

Home > App registrations > PRM ROPC

- PRM ROPC | APl permissions

‘ASEA‘E\'\—‘ () Refresh | A Got feedback?
B Overview
& Quickstart Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should indude all

# Integration assistant
the permissions the application needs. Learn more about permissions and consent

Manage
~ Add a permission )| ~/ Grant admin consent for BRTSYS

7 Branding & properties
API / Permissions name Type Description Admin consent requi... Status
2 Authentication
Microsoft Graph (3)
Certificates & secrets

" EWS AccesssUser.All Delegated  Access mailboxes as the signed-in User via Exchange Web 5... No
! Token configuration

SMTP.Send Delegated  Send emails from mailboxes using SMTP AUTH No
S APl permissions.

UserRead Delegated  Sign in and read user profile No

@ Expose an API

B App roles
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
s Owners

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in BRTSYS? This will update any existing
admin consent records this application already has to match what is listed below.
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- Upon successfully granting permission, a green check mark will appear.

Home > App registrations > PRM ROPC

- PRM ROPC | API permissions =

[0 seeren | () Refresh &Y Got feedback?

B o
e @ successtully granted admin consent for the requested permissions,

& Quickstart

#" Integration assistant
Configured permissions

Manage Applications are authorized to call APls when they are granted permissions by sers/admins as part of the consent process. The list of configured permissions should include all

the permissions the application needs. Learn more about permissions and consent
B Branding & properties

2 Authentication -+ Add a permission ~ Grant admin consent for BRTSYS
Certificates 8t secrets APl / Permissions name Type Description Admin consent requi... Status
1l Token configuration * Microsoft Graph (3)
= APl permissions EWS AccessAsUser.All Delegated  Access mailboxes as the signed-in user via Exchange Web S..  No @ Granted for BRTSVS
Expose an API SMTP.Send Delegated  Send emails from mailboxes using SMTP AUTH. No @ Granted for BRTSYS
L App roles UserRead Delegated  Sign in and read user profile No @ Granted for BRTSYS

48 Owners

&, Roles and administrators To view and manage consented permissions for individual apps. as well as your tenant's consent settings, try Enterprise applications.
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6. Appendix

6.1 Exchange Server setup using Exchange Management Shell -
Quick Reference

- Start Exchange
Management
PowerShell as an
Administrator

a. From the exchange server, click Start -> Microsoft Exchange
Server > Exchange Management Shell. Right-click Exchange
Management Shell and select “Run as administrator”.

b. The Exchange Management Shell is opened.

- Create User

c. Create user account using the following command -

Group for Users

F

Account , ,
New-Mailbox —-Name "Userl" -DisplayName "Userl" -
UserPrincipalName "userl@bridgetek.com" -
OrganizationalUnit Users -Password (ConvertTo-
SecureString "P@sswOrd" -AsPlainText -force)
- Create PRM requires users to be identified by distribution groups (for example,
Distribution userl@bridgetek.com). When creating User Groups, omit the RoomList

parameter as it is not required.

d. Create a new user distribution group named “prm-user-group-
<groupname>" using the following command -

New-DistributionGroup -Name "prm-user-group-
bridgetekl"

Note: A distribution group name should begin with prefix prm-user-
group and be followed by the group name.

e. Add a user account (userl@bridgetek.com) to an existing user
distribution group list (prm-user-group-bridgetek1) using the
following command -

Add-DistributionGroupMember -Identity "prm-user-group-
bridgetekl" -Member userl@bridgetek.com

f. Use the following command to display a list of users who have been
added to a particular distribution group -

Get-DistributionGroupMember -Identity "prm-user-group-
bridgetekl"

- Create Room /
Resource Account

g. Using the following command, create a resource account -

New-Mailbox -Name "Rooml" -DisplayName "Rooml" -Room

- Create
Distribution
Group for Rooms

PRM requires rooms to be identified by distribution groups (for
example, rooml@bridgetek.com). When creating User Groups, omit
the RoomList parameter as it is not required.
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h. Create a new room distribution group named “prm-room-group-
<groupname>" using the following command -

New-DistributionGroup -Name "prm-room-group-
bridgetekl" —-RoomList

Note: A distribution group name should begin with prefix prm-room-

N group and be followed by the group name.
< 4
i. Add a resource account (room1@bridgetek.com) to an existing room
list like (prm-room-group-bridgetek1) using the following command
Add-DistributionGroupMember -Identity "prm-room-group-
bridgetekl" -Member rooml@bridgetek.com
j.  Use the following command to display a list of rooms that have
been added to a particular distribution group -
Get-DistributionGroupMember -Identity " prm-room-
group-bridgetekl"
- Create k. Create Service Account using the following command -

Impersonation
User / Service
Account

"service—-account"
-UserPrincipalName "service-

-OrganizationalUnit Users -
"P@sswOrd" -

New-Mailbox -Name
"service-account"
account@bridgetek.com"
Password (ConvertTo-SecureString
AsPlainText -force)

-DisplayName

Grant Service
Account
Impersonation
Rights — For All
(Default)

I. Create Admin Role Group and Grant Service Account Impersonation
Rights using the following command -

New-RoleGroup -Name "Application Impersonation Role" -
Roles "ApplicationImpersonation" —Members service-
account@bridgetek.com

m. Using the following command, view the application impersonation
data -

Get-ManagementRoleAssignment -Role
“ApplicationImpersonation” —-GetEffectiveUsers

Grant Service
Account
Impersonation
Rights - For
Specific Group
(MGMT SCOPE)

Create a Distribution Group

n. Using the following command, create a distribution group to be
managed by the impersonation service account -

New-DistributionGroup -Name
Bridgetek Distribution Group -MemberJoinRestriction
open

0. Using the following command, set the distribution group -

Set-DistributionGroup -Identity
Bridgetek Distribution Group -ManagedBy service-
account@bridgetek.com

p. Individual users and rooms may now be added, one by one, into the
distribution group, using the following commands:
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Fo

=

Create Management Scope

q.

Create an Impersonation Role Group

r.

Add-DistributionGroupMember -Identity
Bridgetek Distribution Group -Member service-
account@bridgetek.com

Add-DistributionGroupMember -Identity
Bridgetek Distribution Group -Member
userl@bridgetek.com

Add-DistributionGroupMember -Identity
Bridgetek Distribution Group -Member

rooml@bridgetek.com

Get-DistributionGroupMember —-Identity
Bridgetek Distribution Group

adding bulk accounts / mailboxes, use the following command -

Update-DistributionGroupMember -Identity

Bridgetek Distribution Group -Members

service-
account@bridgetek.com,userl@bridgetek.com, rooml@bri
dgetek.com

Using the following commands, create a management scope -

Get-DistributionGroup -Identity
Bridgetek Distribution Group | FL name, dist*

New-ManagementScope -Name

Bridgetek Management Scope -
RecipientRestrictionFilter {MemberofGroup -eq
"CN=Bridgetek Distribution Group, CN=Users,
DC=DMBRTCHIPDEMO, DC=LOCAL"}

Get-ManagementScope -Identity
Bridgetek Management Scope

Note: Please provide the DistinguishedName of the
% distribution group.

Using the following commands, create an Impersonation Role Group

New-RoleGroup -Name

"Bridgetek Impersonation Role Group" -Roles
"ApplicationImpersonation" -
CustomRecipientWriteScope

Bridgetek Management Scope —-Members service-
account@bridgetek.com

Get-RoleGroup -Identity
Bridgetek Impersonation Role Group
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6.2 Microsoft 365 setup using Windows PowerShell - Quick

Reference

- Open Windows
PowerShell as an
Administrator

a. Enter PowerShell in Search box, then right-click on the
Windows PowerShell icon and select “"Run as
administrator”.

b. In the console, use the following command to install Exchange
Online Management Module.

SInstall-Module-Name ExchangeOnlineManagement

c. Using the following command, import the Exchange Online
Management Module -

S Import-Module ExchangeOnlineManagement

d. Using the following command connect to the Exchange Online
Management Module.

Connect-ExchangeOnline -UserPrincipalName
Administrator@bridgetek.com

Now the Microsoft 365 can be managed via PowerShell.

- Create User Account

e. Create user account using the following command -

New-Mailbox -Name "Userl" -DisplayName "Userl" -
UserPrincipalName "userl@bridgetek.com" -
OrganizationalUnit Users -Password (ConvertTo-
SecureString "P@sswOrd" -AsPlainText -force)

- Create Distribution
Group for Users

PRM requires users to be identified by distribution groups (for
example, userl@bridgetek.com). When creating User Groups,
omit the RoomList parameter as it is not required.

e. Create a new user distribution group named “"prm-user-group-
<groupname>" using the following command -

New-DistributionGroup -Name "prm-user-group-
bridgetekl"

Note: A distribution group name should begin with prefix prm-
user-group and be followed by the group name.

f. Add a user account (userl@bridgetek.com) to an existing
user distribution group list (prm-user-group-bridgetek1)
using the following command -

Add-DistributionGroupMember -Identity "prm-user-
group-bridgetekl" -Member userl@bridgetek.com

g. Use the following command to display a list of users who have
been added to a particular distribution group -

Get-DistributionGroupMember -Identity "prm-user-
group-bridgetekl"

- Create Room /
Resource Account

h. Using the following command, create a resource account —
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New-Mailbox -Name "Rooml" -DisplayName "Rooml" -
Room

- Create Distribution
Group for Rooms

PRM requires rooms to be identified by distribution groups (for
example, rooml@bridgetek.com). When creating User Groups,
omit the RoomList parameter as it is not required.

i. Create a new room distribution group named “prm-room-
group-<groupname>" using the following command -

New-DistributionGroup -Name "prm-room-group-
bridgetekl" -RoomList

Note:

—

A distribution group name should begin with prefix prm-room-
group and be followed by the group name.

2. Ensure Microsoft 365 groups are not utilized for creating
distribution groups

j. Add aresource account (room1@bridgetek.com) to an existing
room list (prm-room-group-bridgetek1) using the following
command -

Add-DistributionGroupMember -Identity "prm-room-
group-bridgetekl" -Member rooml@bridgetek.com

k. Use the following command to display a list of rooms that
have been added to a particular distribution group -

Get-DistributionGroupMember -Identity " prm-room-
group-bridgetekl"

- Create Impersonation
User / Service Account

I.  Create Service Account using the following command -

New-Mailbox -Name '"service-account" -DisplayName
"service-account" -UserPrincipalName "service-
account@bridgetek.com" -OrganizationalUnit Users -
Password (ConvertTo-SecureString "P@sswOrd" -
AsPlainText -force)

- Grant Service Account
Impersonation Rights

m. Create Admin Role Group and Grant Service Account
Impersonation Rights using the following command -

New-RoleGroup -Name "Application Impersonation
Role" -Roles "ApplicationImpersonation" -Members
service-account@bridgetek.com

n. Using the following command, view the application
impersonation data -

Get-ManagementRoleAssignment -Role
“ApplicationImpersonation” —-GetEffectiveUsers
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6.3 Glossary of Terms, Acronyms & Abbreviations

Term or Definition or Meaning

Acronym
An Application Programming Interface, is a set of defined rules that enable

API ; - : ;
different applications to communicate with each other.
The Domain Name System is a hierarchical and distributed naming system

DNS for computers, services, and other resources in the Internet or other Internet
Protocol (IP) networks.

EWS An Embedded Web Server is an HTTP server used in an embedded system.

P The Internet Protocol is the network layer communications protocol in the Internet
protocol suite for relaying datagrams across network boundaries.
Microsoft Management Console is a component of Microsoft Windows that

MMC provides system administrators and advanced users an interface for configuring
and monitoring the system
OpenID Connect is an identity authentication protocol that is an extension of open

OIDC authorization (OAuth) 2.0 to standardize the process for authenticating and
authorizing users when they sign in to access digital services.
The PanL Room Manager is designed to support from large to small organizations

PRM to automatically handle meeting room booking issues such as room booking
conflicts, ghost bookings, under-utilized rooms, etc.
Random Access Memory is a form of electronic computer memory that can be

RAM read and changed in any order, typically used to store working data and machine
code.

RHEL Red Hat Enterprise Linux is an enterprise Linux operating system (OS) developed
by Red Hat for the business market
The Resource Owner Password Credentials grant is designed for obtaining access

ROPC . ;
tokens directly in exchange for a username and password.

SSL Secure Sockets Layer is an encryption-based Internet security protocol.

SMTP The Simple Mail Transfer Protocol is an Internet standard communication protocol
for electronic mail transmission

URI A Uniform Resource Identifier is a unique sequence of characters that identifies a
logical or physical resource used by web technologies.
A Uniform Resource Locator, colloquially known as an address on the Web, is a

URL reference to a resource that specifies its location on a computer network and a
mechanism for retrieving it.
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